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1. Introduction (1X U i)

1.1  Overview (Hf2)
This document (CPS) applies to JCAN Public CA and prescribes JCAN Public CA’s procedures

and operations such as issuance and revocation of certificates in accordance with the format
of RFC 3647.

JCAN Public CA has systems for the management of adequate quality and information
security.

The policy of JCAN Certificates is described in [CP].

This CPS is administered by GlobalSign.

JCAN is a service, offered by GlobalSign, to issue digital certificates.

The company profile of GlobalSign is as below:

Commercial Registration Number: 0110-01-040181
Company Registration Number: 1011001040181

The GlobalSign PACOM1 - CA Governance Policy Authority, which is composed of members

of the GlobalSign management team and appointed by its Board of Directors, is responsible

for maintaining this CPS.

1.1.1. Diagram of JCAN Certificate (JCAN FEIHZ D X))
The JCAN certificate hierarchy and the structure of JCAN certificate management system

are shown in the following. The JCAN Public CA1 — G4 no longer issues new certificates and
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now only supports certificate revocation services. All new certificate issuance is performed
by the JCAN GCC R6 Public CA1 — G5 2024.
JCAN GEHEOME A FXAEIZ, JCAN GEHEEIH S XA T LOMEL TAIZRT, JCAN
Public CA1 - G4 [XHHGEHEORITEZK T L TR Y, BfEIFALS) (revocation) H—EZXDH
ZYR— L TOET, FHAEHEDHITIE. JCAN GCC R6 Public CA1 — G5 2024 7>517H
NET,

GlobalSign Root CA
|

GlobalSign Root CA - R3

Trusted Root nonTLS
CA SHA256 G3

|
JCAN Public CAl - G4

JCAN End Certificate

GlobalSign Root CA - R6 GlobalSign CA
JCAN GCC R6 Public CAl JCAN Public CA
- G5 2024
JCAN End Certificate LRA
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JCAN Certificates are issued from JCAN Public CA based on requests from LRAs.
LRAs are registered as accredited by JIPDEC after JIPDEC confirms the existence of their

organization and their pass of the vetting on JIPDEC Trusted Service (JTS) Registration

requirements (for LRAs), and then are authorized for the operation of the LRA.
JCAN Public CA is one of CAs which is accredited by JIPDEC on their pass of the vetting on
JTS Registration requirements (for CAs).LRA

1.2

JCAN FEHFE X, LRA OZRIZE S E JCAN BRI HRITIND,

LRA /%, LRA ¥¥ %17 O MMk O ELEMMERS & LRA 355 05 =37l 2 — MW HIEN B ARIE &R
gttt (LT, JIPDEC) AEfiL, [JIPDEC T 27 v - —E 2 %dk (&
AEAEEREER) | (LT, [JTS B#(@LRA)) &\ 9) DOREEI[RDFEICEKEL, BERI .
LRA GEHOHERZ 155,

JCAN #GiE/miZ. JIPDEC (2L % JIPDEC F 7 A7 v N« —E 284k GRIER) DEUEIC
ROFEIZEHK LT CATH D,

Document Name and Identification CCEL #r & #%51+)

Document name: Refer to the cover.

Version: Refer to the cover.

OID: 1.3.6.1.4.1.4146.1.40.20.1

1.3

PKI participants (PKI ®OEI#%#)

(1) Subscribers CFJH#)

Subscribers are the subjects or users of JCAN Certificates.

The obligations of Subscribers are the followings:

To agree to the use/disclosure of their personal information by the LRA (for LRA’s
operation, LRA’s response to audit/accreditation/legal-proceedings, etc) and to agree to
the use/disclosure of their personal information recorded on a certificate by Relying
Parties (for Relying Parties’ operation, certificate validation by Relying Parties, etc) ;
To agree with the LRA (= the representative of the subscribers) to back up the certificates
in PKCS#12 format and their PIN codes in case these PINs have been generated by the
LRA;

To use the certificate only for the permitted usages after agreeing to this CPS;

To use the certificate under secure conditions, protect certificates from unauthorized use,
and discontinue the use upon expiration or revocation;

To notify the LRA promptly of any changes in the certificate information;

To notify the LRA promptly of the loss or theft of PCs or media in which JCAN
Certificates are installed;

To notify the LRA promptly when the reliability of the JCAN Certificates may be
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damaged, such as an unauthorized access by cracking and a virus/malware infection;

and
o To accept a revocation of the certificate by the LRA or the JCAN Public CA.

(2) LRA (LRA)

LRA is the LRA which passed the JTS Registration vetting as the representative of
Subscribers.

LRA vets the authenticity of the DN and verifies the identity of the Subscriber of JCAN
Certificates. Furthermore, the LRA operates the certificate life-cycle management of the
certificate under JCAN Certificate Policies.

The obligations of LRAs are the followings:

1. General obligations

e To comply with the JTS requirements for LRAs

¢ To inform the obligation of Subscribers to Subscribers;

e To record the consent by Subscribers;

e To acquire the information disclosed on JCAN Repository to make Subscribers aware of
the information necessary for them. Especially in case notified by GlobalSign, the
awareness of Subscribers is to be promptly implemented.

e To make those serving for the operation of the LRA to declare not to implement
unauthorized issuance and disclosure;

2. Obligations related to certificate issuance
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e To guarantee the unique identification allotted to OrganizationUnitName2 and CommonName
within the Subject;

e To securely distribute the certificates in PKCS#12 format with the corresponding PIN to
Subscribers in case this PIN is created by the Accredited LAR themselves;

e To securely manage the backup of the certificates in PKCS#12 format and the corresponding in
case this backup is implemented by the Accredited LAR themselves; and

e To save the record of certificate issuance and revocation (c.f. identity verification records,

agreements, etc.) after the certificate issuance.

3. Obligations related to certificate revocation

e Torevoke the certificates promptly in case the Subjects/users became not related to the applicable
organization due to the work termination, organization transfer, or termination of the
organization;

e To revoke the certificates promptly when any Subscriber has breached the obligations under this
CPS and/or the rules of the LRAs;

e To revoke the certificates promptly when an error or false is recorded there;

e To revoke the certificates promptly when private key becomes compromised such as suffering at
the time of disasters or the compromise of the LRA Operator certificates;

e Torevoke the certificates promptly when this revocation is decided by the LRA themselves for any

reasons other than listed above.
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(3) Relying Party (fR7E#E)
Relying Parties are the persons who trust any certificates and/or digital signatures of
Subscribers.
The obligations of Relying Parties are the followings:
e To verify the validity or revocation of the certificate using current revocation status
information as disclosed to the Relying Party; and

e To rely on and trust the JCAN Certificates only under reasonable circumstances.

(4) JCAN Public CA (JCAN FEFLER)
JCAN Public CA is the CA which issues JCAN Certificates following this JCAN
Certificate Practice statement regarding the purpose of use, scope of use, and procedures.
Subscribers are contacted through the LRA.
The obligations of the JCAN Public CA are the followings:
» After generating the certificates (formatted in pkes#12), JCAN Public CA protects

the private key with PIN codes. These PIN codes are not retained but destroyed by
JCAN Public CA.

e JCAN Public CA guarantees the unique identification allotted to the subscribers
within the domain of its JCAN Public CA. JCAN Public CA guarantees the unique
identification allotted to OrganizationUnitNamel within Subject;

¢ JCAN Public CA manages the policies of JCAN Public CA;
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¢ The confidentiality and integrity of registered data is ensured by JCAN Public CA

through adequate controls at all times.

(5) JPDEC Trusted Service Registration (JIPDEC k7 27 v K « H—E A %gk)
JIPDEC Trusted Service (JTS) Registration a private accreditation system operated
independently by JIPDEC.
The obligations of JIPDEC are the followings:
* To have LRAs receive the vetting on JTS Registration requirements;
*  To ensure that the LRAs are registered as LRAs through their pass of JTS

Registration requirements.

1.4  Certificate Usage GIFBAZE DL [ J77%)
(1) JCAN Certificates (JCAN FEHE)
The types of JCAN Certificates which JCAN manages are the followings:

(a) JCAN Advanced (JCAN 7 K/ 3> & )
JCAN Advanced is issued to a natural person (PERSON) from LRAs. LRAs identify the
PERSON by databases which are based on the official documents.

Subject CommonName (“CN”) is the real name or a pseudonym (PS1)
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(b) JCAN Basic (JCAN ~_—3/v 7)
JCAN Basic is issued to the following entities without assurance by official documents:
e The ORGANIZATION’s internal Subjects (MEMBER, their role names, organization
names, email addresses, and/or OBJECT names and identifiers); or
e The ORGANIZATION’s external Subjects (PARTNER, their role names, organization

names, email addresses, and/or OBJECT names and identifiers).

NOTE) PARTNER is the person who is being contract party, group-company staff, member
of any group, constituent of any committee, student, person who are authenticated with

reliable document sources, or person who registered his/her credit card, etc.

Subject CN of a JCAN certificate are the followings:
e Name of MEMBER or PARTNER (Real name or PS);
e Name of the applicable person’s role;

e Name of an organization such as company, party, department, team, or group;

e Identifiers such as document names, server names, IDs, or Codes.

(2) LRA Operator Certificates (7 7 & AF8FEHAEHE)
LRA Operator Certificates are the certificates issued to LRAs.
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LRA Operator Certificates are used to access “JCAN certificates issuance service site” at
the time of JCAN Certificates’ issuance or revocation.
LRA Operator Certificates may be issued from a CA other than JCAN Public CA.
7 7 ARWEEHFEAEIX. LRAICBITEINHEHETH S,
7 7 AGGERGEAEX, JCAN GEBEORIT/IRSRC [JCAN GERAERITH—E A4 A K]
~DT 7RIS,
7 7 AGBGEMGEAEL. JCAN RIAERLSAD CA 7 HFITLTH LUy,

(3) Test Certificate (7 A FFEBHE)

For the purpose of testing the operational status of JCAN Public CA, JCAN Public CA
issues Test Certificates.
Test certificate profile is configured in a way the testing purpose is identifiable. the text
“TEST” in the CommonName (CN=TEST ...) is a Test Certificate.
The accuracy, authenticity, integrity or adequacy to any specific purposes of the
information included in these Test Certificates is not warranted.

JCAN FRGER OB Z HAZ, JCAN BFERIZT A MERIEZRITT 5,

CommonName (Z TEST # & TeiE#E (CN=TEST...) (. 7 X hMEHETH S, 7 A MEAE

IZEENDHERICOVTIE, EEME, BIEME, Bath, FER~OBEEMEIERIES e,

1.5  Policy Administration (&8 U o —%& F)
1.5.1. Document administrator (CCEE )

The GlobalSign PACOM1 - CA Governance Policy Authority, which is composed of members
of the GlobalSign management team and appointed by its Board of Directors, is responsible
for maintaining this CPS.

GlobalSign ® PACOM1 — CA Governance Policy Authority (%, GlobalSign O#%E T — A, &

" GlobalSign @ HUffifeS THRRBINTZA U NN—THK SN TEY, K CPS 2HFFEHT 25

ExzHa9,

1.5.2. Contact Address GH% )
The contact details of JCAN Public CA (GlobalSign) is the following:
NOTE) The contact is open during the office hours only.

GMO GlobalSign K.K.
Shibuya Fukuras 9-16F

1-2-3, Dogenzaka, Shibuya-ku
Tokyo 150-0043, JAPAN

Tel: +81 3 6370 6500

Fax: +81 3 6370 6505
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Email: legal.jp@globalsign.com

URL: www.globalsign.com

o Contact to report the abuse of certificates
Anti-Malware Organizations, Subscribers, Relying Parties, Application Software Suppliers,
and other third parties may report suspected Private Key Compromise, Certificate misuse,
Takeover Attacks, or other types of fraud, compromise, misuse, inappropriate conduct, or any
other matter related to Certificates by sending email to:

report-abuse@globalsign.com

GlobalSign may or may not revoke in response to this request. See section 4.8 for detail of

actions performed by GlobalSign for making this decision.

1.6  Definitions and acronyms (€% & I&FE

1.6.1. Definitions (E3%)

Baseline Requirements
CA/Browser Forum Baseline Requirements for the Issuance and Management of Publicly-

Trusted Certificates
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CA/BForm (2 L5, X7V v 7 G ENDFEAEBORIT R OEFDT- 0 DO

CA GRAER)
A subject that issues, renews or revokes a certificates and creates the keys of CAs (Certification
Authorities).

AERAEDRAT « B8 - Kkzh. CA BOAREIT I EEZ VI,

Certificate Applicants GIERAEH i5E)
Certificate applicants are those whom assigned by the person in charge of the LRA. A certificate
applicant is a person who applies for a certificate on behalf of the Subject.

A ERFER L. LRA OFTEN B4 LI2H,

FAEAERGEEIL, Y707 FoROVIGEREZHFFETLIEHE TH D,

Certificate Profile GEH1E 7" 7 7 7 1 /L)
The certificate usages specified in x.509 certificate.

B 72 x.509 FERAEIC T LT, FEBAEOMEA FIEENALZ I N TWDE D E N,

CP GEHFERY +—)
Regulation document regarding types of certificates, application, subject of issuance, usages, etc.

CA MFEATY ZAEHEORME, WM, TR, HR%E, EHFECHET I RRIE LV O,

CPS (GRAEE B
Document which explains the procedures and security criteria in operating CAs.

CA zEMT 57 A TOEMF/MELEF 22U T 4 BEZHRLELE LN D,

CRL GERAERZN Y 2 1)
CRL (Certificate Revocation List) is a list of certificates that are revoked before their expiration,
recorded by the applicable CA.

FEAEOAHMMNIC bHD b TR SN EFRELHE LIV A R 29,

CSR GEFI#EE A 25R)
CSR (Certificate Signing Request) is a machine-readable application form to request a digital
certificate. It is sent from LRAs to the issuing CA.
If issuing CA is requested for key generation, CSR and a key pair is created by RA and CSR is
sent to the Issuing Authority
LRA 7»5 CA ~, EFREAFEZZRT HEITE LN DB R0 HIAEXZ ) 9,
[, CA TOENTERZZERSNIGEIT. BEkRTR~NT L CSR 24 L. ¥1T/mIZ CSR
AT 5,
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JCAN Certificate (JCAN FERHE)
JCAN Certificates can be used for authentication, encryption, and digital signature.

Use of JCAN Certificates shall follow the laws and regulations of the applicable country if any.

JCAN Public CA (JCAN #FiE/R)
JCAN Public CA consists of the JTS Registration -Accredited CA, and is being the Sub CA of
Public Root CA.

JTS Requirements (JTS %k D F7E)
Requirements for JIPDEC Trusted Service by JIPDEC

LRA (7 — % )L &4%7)
LRA (Local Registration Authority) is the representative of Subscribers which passed the
vetting on JTS Registration requirements as LRA. LRA manages certificate lifecycle through

the vetting on the validity of DN to be included in JCAN certificates and identity verification
under JCAN CP and CPS.

LRA Operator Certificate (7 7 & A Z8GEHFEHE)
LRA Operator Certificate is the certificate issued by GlobalSign to a person who is assigned by
the LRA.

This certificate is used to authenticate the access to the certificate management services.
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MEMBER (# > /3—)
MEMBER is the ORGANIZATION’s internal individual person.
U ELAAR DA ZENE A,

Mozilla Root Store Policy
Root store policy by Mozilla
Mozilla {IZ LD/ — FA R T ORY 2 —

ORGANIZATION (4 7%A05%)
ORGANTIZATION is the organization which operates LRA.
LRA ZJ#EH 9 %ifHik,

PERSON (A)
PERSON is a natural person.
H RN

PARTNER (/X— K F—)
PARTNER is the ORGANIZATION’s external person (who is contract party, group-company
staff, member of any group, constituent of any committee, student, who are authenticated with
reliable document sources, or who registered his/her credit card, etc.).
AN— b=, YGRS O N GRRIBIR, BARR, 8. ZESOWHRE. SWITEA.
FAE, BETELIEHTHRIELZA, 7Yy MI— FEBERLTZAE)

PKCS#12
Encrypted package format of certificate and private key using PIN code
PIN %AW THE#Z G EDOR SNy r—,

Public Root CA (“/X7'Y v 7 )L— K CA)
The top-level Certification Authority whose Root Certificate is distributed by Application
Software Suppliers and that issues Subordinate CA Certificates.
TV r—=2ary YT =TT IAY DB TS Y T MY =T IR EN DV — MEH
EERITTD Ny TRIEIZH DA T, MIARER OFEAEEZFITT 5,

QGIS (7B DA He G )

QGIS (Qualified Government Information Source) is a Trustworthy Government Information
Source approved by the EV Guidelines, CA/Browser Forum.

It is a database managed by the government and is published online and updated regularly. The

reporting of the data is an obligation under law and a false report will lead to criminal and civil

19 | 68
Ver 7.1



punishment.

EV 574 R4 TRDOLNTND rﬁ*ﬁf“%éﬁﬁ%@@’%%&%ﬂ %b\ﬁ T T A TREA
S, EHICER SND ., ITEBHRBEDNEE 757 —F N— AT, 7 —F OWEDIERTEBEN
FHi, EROEEIC ?HHJ%F“?Xi%%;lm)ﬂﬂi%ﬂé%o)%b\%

QIIS (35 =FHFEBI DIZHF HIF)

QIIS (Qualified Independent Information Source) is a Trustworthy Independent Information
Source approved by the EV Guidelines, CA/Browser Forum. It is a database published online
and updated regularly, and managed by a private organization.

EV A4 R4 TROLNTWD MEHETE DM LI —REOKFHRIFE 25, F74
TR S, EHENCER SN D REEBENEE 57— X=X &2\ 9,

RA (C&8Jm))

RA (Registration Authority) in any network that verifies LRA requests for a certificate and

requests CA for the certificate issuance.

Iy U =218 T 588/ T, LRA 2L OFEAEDERIIH L, ZOHpiEIERE 2TV,
A (CHRITIREZAT D0

Relying Party (FRiE#)
Relying Party is a person that relies on a Subscriber’s certificates and/or digital signatures.
Relying Party shall refer to the revocation information of the CA in order to verify the validity
of JCAN certificates.
MRREF 1L, FIME OREAEZEEHT 2%, IFHEOEBETFEL ZEHTLEH TH S, JCAN FE
HEBORIMAZBEET 272012, BREEE T4 T CRL 2R LARITNIER 5220,

Repository (U R k V)
Repository is a database and/or directory listing certificates and other relevant information
accessible on-line.
AEAE R DML OBEIEHR A 55T 5, A T4 THHATE 7T —F_X—ZAR W XIIT 1 V7
U &S,

Sub CA (7 CA)
CA which gets its validity authenticated upon the authentication from the upper CAs.
LD CA ICX D582 T HZ LICEVBLDIEYMHZFIET S CA 219,

Subjects (h 7' =7 K)
It is the target of certificate issuance.

The Subjects of JCAN Certificates are prescribed in Section 1.4.
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One of the recommendations of ITU-TS and is the prescribed standard of emails.

ot
o
(=)

X.509 prescribes the standard format of public key authentication.

1.6.2. References (£%)
JCAN Certificate Policy

2. Publication and Repository Responsibilities

2.1. Repositories (VR ~ V)
GlobalSign reserves the right to publish the information about this CPS, [CP], and JCAN
certificates that are published on the repository. GlobalSign publishes the information about
CRL on the repository.

These public information are made available by 24 x 365.

2.2. Publication of Certificate Information (GIERHEF#H D2 BH)
GlobalSign reserves the right to publish the following information on the repository to
enable Subscribers and Relying Parties to refer to it online.
GlobalSign notifies the stakeholders as necessary of any change made on the repository.
Archived records shall be disclosed if required for the purposes of providing evidences to

any legal disputes or audits.
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(1) Repository (VR K V)
*  Public Root CA Certificate and Sub CA certificates
* The latest versions of this CPS
e Other information regarding JCAN
https://jp.globalsign.com/repository/
o N7 VUvwZN—hk CAFEHEL YT CAGEHE
o FHETDA CPS
o JCAN (287 5 DD IEH
https://jp.globalsign.com/repository/

2.3. Time or Frequency of Publication (/B8 WA K OV )

Updates of this CP are published on the repository after the approval by PACOM1. The status
of JTS Registration of LRAs is published on the website of JIPDEC.

CRL is updated periodically and whenever any change happens during the validity period.
Update frequency of the CRL is within 24 hours.

The information of revocation is listed on CRL at least until the certificate expiration.

A CPS i%. PACOM1 — CA Governance Policy Authority ®7&i8%. GlobalSign @ 74— A%

—VIZnfsind, LRA @ JTS BEiFHIL. JIPDEC DA —LR—UIZAH SN D,

CRL %, AHIRAN TESRI M OLFEEHIZEH SN D, CRL OFEFHAEIL 24 B LA TH

Kapfiaid, e & bREAFO ARG T £ T CRL IZREHSh TWo,

2.4. Access controls on repositories (VR vV D7 7 & A& H)
GlobalSign maintains its repository publicly available.

GlobalSign (3%47% U R bV 2B %,

3. Identification and Authentication (A A W3R & FREE)
3.1. Naming (4 #5)

In order to identify Subscribers, JCAN Public CA follows the specific naming (c.f. type of
names allocated to Subject) and identification of Subscribers such as Distinguished Names
defined in X.500, Names defined in RFC 822, and Names defined in X.400.

When applying for the JCAN Certificates, the name of the Subscriber shall be structured as
prescribed in this CPS.

GlobalSign %, FIHE 2 AR Ni#BIT 5 72912, #1213 X.500 @ Distinguished Names, RFC 822
® Names, KO X.400 ® Names DL 92, 7T =7 MIEID U TOHNILARIDZ A T 525
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to, FREDMA EARNFSOHANHE S,
JCAN GEEZ HEE T 256 MAHEOLARNE, A CPS THUE SNIZAMTRIThT R by,

3.2. Initial Identity Validation (#1151 DA AGEBI1E H O FRAE)
3.2.1. Validation of Organization Gk D HEZR
GlobalSign authenticates the LRA entity registered as organization in Subject.
Authentication is implemented by whatever method GlobalSign deems reliable, including
- verification of the existence of the Organization concerned, or
- reference to Standard Company Code, JAPAN Corporate Number, official documents issued
by the state and local governments, reliable databases which are managed by the state and/or
the local public institution (hereinafter called “QGIS”), and third party databases (hereinafter
called “QIIS”) which JCAN relies on.
GlobalSign i%, 7= 7 K@ organization & L CEE I 15 LRA OMEMAZFRIET 5, Ml
MOELEME, R o — N EAES, BB AEFERRITT 2 A0EHE, B0 A
MAENERT 2EHTE L7 =2 X—ZRCLLFIQGIS) £ H), GlobalSign MMEHHT 2% =& T
—H _R—Z(LLFIQIIS) &\ 9)% % VT, GlobalSign 23, 1E#EMEN 8 5 & ¥ L7z HiEIC X -
THEMT D,

3.2.2. Validation of Subject (47 ¥ =7 kDR
(1) JCAN Advanced
LRAs validate any Subjects by the following one or more reliable documents or their
copies/databases (Personnel inventory, etc.) per each certificate request:
e a copy of a resident’s card;
e  Mynumber Card (c.f. national ID card)
e notice of local tax special levy determination;
e employment insurance;
¢ resident’s tax;
e tax exemption;
e insurance premium deduction;
e reliable documents (c.f. Health Insurance Cards, Driver’s licenses, or Passports) in
validity period; or

o Reliable digital certificates
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1. If an individual’s name (real name or pseudonym name) is to be recorded in CommonName
field, LRAs validate the name with the documents listed above or their

copies/databases.

2. If an organization’s name is to be recorded in OrganizationUnitName2 and/or
CommonName field, LRAs validate the organization name by the following one or
more reliable documents or their copies/databases.

¢ Reliable databases; or

e The documents listed above.

3. If an email address is to be recorded in rfc822Name field, LRAs validate with

GlobalSign in accordance with section 3.2.4 whether the email address is registered by the

applicable organization.

(2) JCAN Basic
LRAs validate the “subject attributes" by the following one or more documents, their
copies, databases, or data (which shows that the organization affiliated with the
PARTNER manages the data to be recorded on the certificates: organization name, name,

Email address or OBJECT) per each certificate request:
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1. If an individual's name (real name or pseudonym name) is to be recorded in
CommonName field
*  Employee ID Card, Student ID Card, etc.;
*  Document issued from the organization which certifies the Subject’s belonging to
the organization
* Reliable databases;
* Valid and non-revoked credit cards; or

*  The reliable documents listed in the previous section for JCAN Advanced.
> NOTE) It is not necessary to validate pseudonym name.

2. If an organization’s name is to be recorded in OrganizationUnitName2 and/or
CommonName field
* Reliable databases; or
*  The reliable documents listed in the previous section for JCAN Advanced.
3. If an OBJECT name or identifier is to be recorded in OrganizationUnitName2 and/or
CommonName field
¢ The digital document which indicates that the PARTNER’s affiliation
organization manages the OBJECT

4. If an Email address is to be recorded to rfc822Name
¢ The digital document which indicates that the PARTNER’s affiliation

organization manages the Email address

JCAN CPS (Certificate Practice Statement) Page 25| 68
Ver 7.1



4. rfc822Name |Z Email 7 R L X Z #4256
o N— LS —OffEMKA Y% Email 7 FLAZEH L TWAZ LA R LB+ E

3.2.3. Required Information for Subject’s Registration (7' = 7 k ORI ME /2 EHR)

As in Section 3.2.2, the information required for Subject’s registration are the documents,
copies, databases, or data (which indicates that the organization affiliated with the PARTNER
manages the data to be recorded on the certificate).

These information and the record of certificate issuance (c.f. identity verification records,
agreements, etc.)” are archived in paper or digital form except the case where the information
is archived in other department of the ORGANIZATION.

These verification records shall not be reused.

YTV FOBGIHEA SN AERIZ. 322 IIRLEEHE, abt—, F—4 X=X F—X
(/= M — OB EAELHFHEZEHL TCND I LERLEEBD) ThD,

BHAEREOFATOREER (RAMEREE, FEES) 3. YZEMOMIMMA TRE SN TWDY;

BERRE, BUIT—F L LTRE SRS,

YEATLSEHAIHT L Z LT TE R,

3.2.4. Authentication of Email addresses (F1 A —/L'7 KL ADFIE)
If an email address is to be recorded in rfc822Name field, GlobalSign must use one of the
following methods to confirm that the Applicant has control of or right to use email addresses:
1 Having the Applicant demonstrate control over the requested email address by sending
a Random Value to the requested email address and then receiving a confirming
response utilizing the Random Value; or
2 Having the Applicant demonstrate control over the requested domain part of an email
address by sending a Random Value to a Domain Contact via email and then receiving
a confirming response utilizing the Random Value.; or
3 Having the Applicant demonstrate control over the requested domain part of an email
address by sending a Random Value to an email address created by prepending ‘admin’,
‘administrator’, ‘webmaster’, ‘hostmaster’, or ‘postmaster’ in the local part, followed by
the at-sign (“@”), followed by an Authorization Domain Name and obtaining a response
utilizing the Random Value.; or
4 Having the Applicant demonstrate control over the requested domain part of an email
address by confirming the presence of a Random Value in a DNS CNAME or TXT record
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on an Authorization Domain Name.

3.3. Identification and Authentication for Re-Key Request (85 8 H 55 R IC 1) 5
AR K ONGREIE)
The identification procedures for the re-key is defined in Section 3.2.2 and 3.2.3

3.4. Identification and Authentication for Revocation Request CU&ZNH FEIZ I 1T 5 A
IR & HEBR O FERIE)
All revocation requests are authenticated by LRAs or GlobalSign.
Revocation requests may be granted following a suitable challenge response such as proving
possession of unique elements incorporated into the Certificate (e.g., Domain Name or email
address) or authentication of specific information from within the account which is

authenticated out of band.

4. Certificate Lifecycle Operational Requirements GEFAED T A 7 %A 7 VZHHT

5EM EDEREIR)
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4.1. Certificate Application (GiFBAE H &

GlobalSign maintains its own blocklists of individuals from whom and entities from which it
will not accept Certificate applications. In addition, other external sources such as government
denied lists or internationally recognized denied persons lists which are applicable to the
jurisdictions in which GlobalSign operates are used to screen out unwanted Applicants.

GlobalSign does not issue Certificates to entities that reside in Countries where the laws of a

GlobalSign office location prohibit doing business.

LRAs have the duty to provide the JCAN Public CA with accurate information on certificate

requests on behalf of the applicants.

Private keys bundled with the certificate issuance requests shall be brand-new per each time.
GlobalSign 1%, JCAN FEBHEOHFHZAGE LRWMEAAXIT= T 47 4 DU A &2 AIC/ER
$ 5, MMA T, GlobalSign 7% #—E A& HE - HIBKOEEBINF Y /AT 5. UTE
ERAIZFREN S AV IR [ 2R IR 38 U R b 70 E OSBRI HRIFIZAIL L T, JCAN FEAFZ 51T L 72
WHFEE ZENT 5,

GlobalSign 1%, % DHFHEFT OFEE DOIEENEG | 22 U 55432 H 12 JCANREEZ FEIT L7vy,

LRA 1%, HFHEE b - TRET %5 JCAN GEHFERIZIV T, JCAN EERICIEM L #R %
RHT2EBEZR D,

=110

JCAN FEFAEZFAT O HEEICHED T ATV D MERIE, S EICHH TAER SN b D T2L

TIT7e B 7220,

4.2. Certificate Application Processing (GiFBH 2 H §& T <)
LRAs shall verify the Subjects and users through the verification steps prescribed in Section
3.2.2 and 3.2.3 at the time of vetting per every certificate issuance request.
LRA X, JCAN ZEAZEDK HEEICH T 2B AR, 3.22 KV 323 HIZEASWTH T V=2 |
DR & RE OHMRZATORITNITR B0,

4.3. Certificate Issuance GIEBAEDFAT)

After the verification of Certificate application, LRAs submit the Certificate issuance request

to the JCAN Public CA securely.

If there is no problem in the request, JCAN Public CA issues and distributes certificates

following these procedures:

e If PIN code is included in the request, JCAN Public CA generates Key Pairs securely,

issues certificates, creates PKCS#12 file, and enables downloading the file.
Then LRA downloads the file and lend it to the user;
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¢ If PIN code is not included in the request, after inputting the PIN code, JCAN Public
CA generates Key Pairs securely, issues certificates, creates PKCS#12 file, and enables
downloading the file. The user then downloads the file directly from the download
servers. The passwords required at the time of downloading is separately informed
from the LRA to the user.

After certificate issuance, LRAs record the user name.

4.4. Certificate Acceptance GiFFAE D 1H)
The issued certificate is deemed to be accepted by Subscribers upon either of these conditions:
¢ If PIN code is included in the request: when the LRA delivered the certificate to users,
or when the LRA delivered the certificate to the field where users only can access LRA;
e If PIN is not included in the request: when the Subscriber finishes downloading the
certificate.
NOTE) Issued certificates will be deleted from the download servers after a certain period of

time has passed.

4.5. Key Pair and Certificate Usage (#&~=7 L FEHEDOF|H)
4.5.1. Usage of Private Key and Certificate by Subscriber (F|i#1C & 2 sk, K OGEEHED
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i)
The obligations are described in Section 1.3.
F#H5IX 1.3 TSR

4.5.2. Usage of Keys and Certificates by Relying Parties (fFEE1Z & DA, K OGEHEDME
)

The obligations are described in Section 1.3.
FH5IT 1.3 TSR

4.6. Certificate Renewal GIERAZE D % )

If JCAN certificates are renewed, upon receipt of the request, LRA shall authenticate Subject
and identify users following the procedures in section 3.2. Private keys bundled with the
requests shall be brand-new per each time.

JCAN FEMIEZ B4 2 B%. LRA IFHFEICK L, 3.2 HIZHEASWTH TV =7 b Ok & ERE
DHERZATORITITR SRV, HFEICHDIT b TV LRI, HIEmICHR TR I
HDOTRL TUTR BN,

4.7. Certificate Re-key (RIFAHZ D 8 5 Hr)

If JCAN certificates are re-keyed, upon receipt of the request, LRA shall authenticate Subject
and identify users following the procedures in section 3.2. Private keys bundled with the
requests shall be brand-new per each time.

JCAN FERAFEIZx LT 288, LRA IZHFEICH L, 3.2 HICESWTH T V=7 Okl &
FERE DR LATORTNITR LRV, HEEITHDT 5TV O ESL, BREmEICHTHH TAK
SN D TR TFERBR,

4.8. Certificate Modification GERAE L& HOIEIE)
Certificates modification does not apply to JCAN certificates.
JCAN GERAEOZEE X, BH L2V,

4.9. Certificate Revocation and Suspension GiFIAZE D 2ih & O ) O —BFE 1)
4.9.1 Revocation circumstances (2%h D 5(F)

LRAs or JCAN Public CA revoke(s) JCAN certificates within twenty-four (24) hours under the

following circumstances:

e The Subscriber reports the loss or theft of PC or Media in which JCAN Certificates are
installed.
e The Subscriber has breached the rules defined by LRAs;
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The Subscriber requests in writing (to the LRA / JCAN Public CA which provided the
Certificate) that they wish to revoke the Certificate.

The subscriber indicates that the original certificate request was not authorized and does
not retroactively grant authorization

LRAs or JCAN Public CA obtain(s) reasonable evidence that the Subscriber's Private Key
corresponding to the Public Key in the Certificate suffered a Key Compromise.

LRAs or JCAN Public CAis made aware of a demonstrated or proven method that can easily
compute the Subscriber’s Private Key based on the Public Key in the Certificate (such as a
Debian weak key, see https://wiki.debian.org/SSLkeys);

The evidence is obtained that the validation of domain authorization or mailbox control for
any email address in the Certificate should not be relied upon.

LRAs or JCAN Public CA receives notice or otherwise becomes aware of unexpected

termination of a Subscriber's or Subject's agreement or business functions

LT O&M4 T T, LRA X JCAN FRiEmIE 24 FEELINIC JCAN FEEZ 2T 5 ¢

JCAN FEHEN A 2 h—/L ST PC UTBARD D OBl - 72 2 & 2RI HE s
L7586

LRA 288UE L= BANCRI M EX L7256,

FMENEREDO K &2 HET 252 EE T GEHFELRIT L. LRA / JCAN FBIER (2)
REE L5 8E,

FIRAFE 3, T OFERAE RS wéﬁ’bfio O3 MERNCERE T E L T2 & & LRA
NI¥ JCAN B HE)%’\L%D L7

GERAEO ARG L xHZ 72 5) F] ﬂﬂ%‘®*ﬁ%ﬁ¥7ﬁ§fi§é1lﬁ L7z &) R RGELA, LRA X
1L JCAN FRGER S EUS L7556,

AEE O NGRSV THIAE ORBERZ ARG ITEHATE 5, EIRFAUTFEH SN
k%, LRA X% JCAN RiLRB#E# L7=H4A, (Bl x 1L, Debian OMa55 ek &
https://wiki.debian.org/SSLkeys % £:Ha)

FEEAFICEENDE A — VT FLRANEML 72, F A4 VHEEEXII A —LT F LR OHETE
IS 2 T R DR R A~ KL R E T v ) EHLZ IS L 2564,
FHEZEXZY 7V =27 FEDOBREXIIEBEN THETKR T LI &, BHXITZEOMO L
T. LRA X}I JCAN BRLRNFEak L7856,

LRAs or JCAN Public CA revoke(s) JCAN certificates within twenty-four (24) hours and is

performed within 5 days if one or more of the following occurs:

The Certificate no longer complies with the requirements for algorithm type and key size of

the Baseline Requirements, as specified in Sections 6.1.5 and 6.1.6.
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LRAs or JCAN Public CA obtain(s) the evidence that the Certificate was misused.

LRAs or JCAN Public CA receive(s) notice or otherwise becomes aware that the Subscriber
violated any of its material obligations under the Subscriber Agreement or Terms of Use.
LRAs or JCAN Public CA receive(s) notice or otherwise becomes aware of a material change
in the information contained in the Certificate. (e.g. The Subject became not related to the
ORGANIZATION due to the work termination, organization transfer, or termination of the
organization.)

LRAs or JCAN Public CA are/is made aware that the Certificate was not issued in
accordance with Mozilla requirements and/or JCAN CP or CPS.

LRAs or JCAN Public CA determine(s) that any of the information appearing in the
Certificate is not accurate or is misleading.

The right of LRAs or JCAN Public CA to issue Certificates under the JTS requirements
and/or this CPS expires or is revoked or terminated, unless GlobalSign has made
arrangements to continue maintaining the CRL/OCSP Repository.

LRA or JCAN Public CA are/is made aware of a demonstrated or proven method that
exposes the Subscriber’ s Private Key to compromise or if there is clear evidence that the
specific method used to generate the Private Key was flawed.

Revocation is required by JCAN CP and/or CPS.

LRAs or JCAN Public CA receive(s) notice or otherwise becomes aware of any circumstance
indicating that use of the email address in the Certificate is no longer legally permitted.
The CA Private Key used in issuing the Certificate is suspected to have been compromised.
LRAs or JCAN Public CA cease(s) operations for any reason and another LRA/CA has not
been arranged to provide revocation support for the Certificate.

When the reliability of the JCAN Certificates may be damaged.

JCAN GEHEFEDLZNIT.LRA Xix JCAN FFRERICE Y 24 FFFLINICERSN D RETH Y |
UFTD5H 120 EORWNBFEE LTSS, 5 ALUNICERShD -

FEAAZEDY, 6.1.56 THE N 6.1.6 HHIZHE I N TV 5D X 912, Baseline Requirements @7 /L
Y LD FHELOERICOWVTOEMEZ H XU L TWh WA,

REBES AR s 2 & 2R3 EE LA . LRA X3 JCAN REERPEAE L7256,
FIRZEPRRARKICHE SN EBEERFZFICH LiER%Z LZE. LRA XX JCAN FRitH
DA ST D T Bk LA

AEAFICE ENOBERICERREENH o2, LRA XX JCAN REER1 £ D@ % 5=
Jo, E2OMOFETH -T2, Bl ZRKT - Bk, RZE, HkoRA#HZEIC L &
7T x 7 MOV EELARE & EBILRIC e o TG

FERAEDS Mozilla OEA:H /80 % JCAN CP XX CPS IZ9E-> THITI L b D Tl
W2 & LRA XiE JCAN FRRERDFEE L 7=5A,
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o FEHEICEH SN AEROMNNIEM TRV, B2 HE B hnH 5L, LRA Xz
JCAN FEFERNHIEE LI-5A,

* CRL/OCSP VAT bV OHEFFERZ kT 5 720 OFEN 7o 7. LRA Xix JCAN
RRERY JTS BEkDHAEH S/ CPS 1T - ToiE A E ZFAT T MR T35, K%
T5, OIFBEE S NS A,

o FIAFEOMBHIEIALE BT b T FEIASULFEHFE 4O FEIZ >\ T LRA Xit JCAN
AR L2 hE . XUSFIAE OSSR Z AT 5 DICAW D FIEIC RGN H 5 &
VD BRI B B A

+ JCANCP KWVXix CPS IZ& Y ENERSh-BE,

* LRA X% JCAN LA, FEAEICEEH INZE T A —T KL 2O RS ERIFF AT
SINTWARNWZ & 2R TBMESZ TR D2, XX, ZOMOFETH> %A,

o FAEZRITIOBICER SN CA OMBENFR LIZRVWRH D54,

e LRA I JCAN LRI L OEH TEBAEL L, i LRA/ CA DSFEHED KL
ZRBT 2 LR TR TWARWEA,

o JCAN GEHEDOEHEMEN BRI DI D FEEEDR & 5556

Revocation of JCAN certificates may also be performed by LRAs or JCAN Public CA within a

commercially reasonable period of time under the following circumstances:

*  The Subscriber or organization administrator requests revocation of the Certificate through
GCC account which controls the lifecycle of the Certificate.

*  The Subscriber requests revocation through an authenticated request to GlobalSign's report
abuse.

* LRA or JCAN Public CA receives notice or otherwise becomes aware that the Subscriber
has been added as a denied party or prohibited person to a blocklist, or is operating from a
prohibited destination under the laws of the applicable jurisdiction of operation.

*  Overdue payment of applicable fees by the Subscriber.

*  Under certain licensing arrangements, LRA of JCAN Public CA may revoke Certificates
following expiration or termination of the license agreement.

* LRA or JCAN Public CA determines the continued use of the Certificate is otherwise
harmful to the business of LRA, GlobalSign, or third parties. When considering whether
Certificate usage is harmful to GlobalSign’ s or a third party’ s business or reputation,
LRA or JCAN Public CA will consider, among other things, the nature and number of
complaints received, the identity of the complainant(s), relevant legislation in force, and
responses to the alleged harmful use by the Subscriber.

e If Microsoft, in its sole discretion, identifies a certificate whose usage or attributes are
determined to be contrary to the objectives of the Trusted Root Program, Microsoft will

notify GlobalSign and request that it revoke the certificate. GlobalSign will either revoke
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the certificate or request an exception from Microsoft within 24 hours of receiving
Microsoft's notice. Microsoft will review submitted material and inform GlobalSign of its
final decision to grant or deny the exception at its sole discretion. In the event that Microsoft

does not grant the exception, GlobalSign will revoke the certificate within 24 hours of the

exception being denied.
*  Death of a Subscriber.
e LRA or JCAN Public CA decides to revoke any certificates for other reasons.

Revocation of JCAN Public CA Certificate is performed by GlobalSign within seven (7) days

under the following circumstances:
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GlobalSign obtains reasonable evidence that the JCAN Public CA’ s Private Key
corresponding to the Public Key in the Certificate suffered a Key Compromise or no longer
complies with the requirements for algorithm type and key size of the Baseline
Requirements as specified in Sections 6.1.5 and 6.1.6

GlobalSign obtains evidence that the Certificate was misused.

GlobalSign is made aware that the Certificate was not issued in accordance with or that the
JCAN Public CA has not complied with Mozilla requirements and/or applicable CP or CPS.
GlobalSign determines that any of the information appearing in the Certificate is
inaccurate or misleading.

GlobalSign or JCAN Public CA ceases operations for any reason and has not arranged for
another CA to provide revocation support for the Certificate

GlobalSign’ s or a Subordinate CA’ s right to issue Certificates under JTS requirements
and/or this CPS expires or is revoked or terminated, unless the issuing CA has made
arrangements to continue maintaining the CRL/OCSP Repository.

Revocation is required by the Issuing CA’ s CP and/or CPS.

The technical content or format of the Certificate presents an unacceptable risk to
Application Software Suppliers or Relying Parties (e.g., the CA/B Forum might determine
that a deprecated cryptographic/signature algorithm or key size presents an unacceptable
risk and that such Certificates should be revoked and replaced by CAs within a given period

of time).

ROYE . GlobalSign (3 JCAN FBREROFEHEZ 7 HLUANIZKT 5,

AERIEN O ABSICKIE T 2 JCAN REER OREH#E I Lz, XX, 6.1.5 HED
6.1.6 HEHIZHE S TW5D XL 912, Baseline Requirements O 7 /L= U X ADOFEEE K OFED
YA RO B E TR S /20 &y O B ERRYRREMLE . GlobalSign 28HUfG L 72356
REBAENARIEEH SN2 2 & 2R3 BUS L e85 A,

FAERAEDY Mozilla OEM:H /8 id JCAN CP XX CPS IZ#t»> THRITS N TV W T
&, BT JCAN FRGER 23 Mozilla A4 H S/ T JCAN CP X% CPS ##5F L T
W22 L&, GlobalSign 23% A L7356,

GlobalSign 728, FEBAEIZE R S D IHEROMNDP DB AR EM TH D00, L H<BNhrH D
&Rl L 72 35A

GlobalSign XI% JCAN FRGERIN. M6 OHBATEREZEILL, tho CA DNFEHED K
a2 K 9 FEPITOILTORNEE,

CRL/OCSP VAR RV OHEFFEBR Akt T 2 7= D OFR%EEZ 35 Z & 72 <, GlobalSign I
JCAN FEGERA JTS Bk D IAE) D/ E721E CPS ([Tt - TofE-E %2 AT MR 23 T3
D KT D, BWITEEE S NS A

JCAN CP KR OVXIE CPS I LV K ERINDHE,
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o GEHEOEMMAANEUIERD, 7TV r—va v Y7 Ny =TT T A Y UIRGEE
I, FRTERWVWIRI 20386, BIE, #HEShRWEE/EALT LT Y AL
IOV A ANE RBTEARVWIR7E2 60, £OX I REHEN—EOHHANIZ CA
ICE-oTHRVHEN, B& X O5N5X&THDH L, CABForum 2VHIETT 5 AIREMEN H

55 E)

4.9.2 Who Can Request Revocation (J<%hod H §E#)

GlobalSign and JCAN LRAs will accept authenticated requests for revocation. Authorization for
revocation shall be accepted if the revocation request is received from either the Subscriber or
an affiliated organization named in the Certificate.

Subscribers, Relying Parties, Application Software Suppliers, and other third parties may
submit Certificate Problem Reports to notify GlobalSign of a suspected reasonable cause to

revoke a Certificate.

GlobalSign MU' LRA (I, KHHFESHEREZE T 2 LBAEC X G5 ICERZ &GRS 5, KW
i, FIAE ARANSITEEHEFR ICEE S -l SRS 56, #HRoH 2%ke LT
ZMINn5,

FIFE, BEEE, 770 75—y avy 7y vaT7H 774, RUMOE =313, GEBAFEZEY
HIAHEN RS RDbON 256, EFiIHEOMERE ZRE L. 2 D8 % GlobalSign <@
HTbZLenTE S,

4.9.3 Procedure for Revocation Request (4% H1 5 D ALER Tt &)

Due to the nature of revocation requests and the need for efficiency, GlobalSign provides
automated mechanisms for requesting and authenticating revocation requests. The primary
method is through the GCC account used to issue the Certificate that is requested to be revoked.
Alternative out of band methods may be used, such as receipt of a fax/letter/phone call, the
origins of which must be authenticated using shared secrets from the GCC account.
Alternatively, where GCC accounts are not provided, methods may be used which rely on a
demonstration of control of one or more elements of the Subject DN of the Certificate. For
S/MIME Certificates, it could include demonstration of control of the email address. GlobalSign
and JCAN LRAs will record each request for revocation and authenticate the source, taking

appropriate action to revoke the Certificate if the request is authentic and approved.

Subscribers, Relying Parties, Application Software Suppliers, and other third parties may
submit Certificate Problem Report via report-abuse@globalsign.com. GlobalSign may or may
not revoke in response to this request. See section 4.9.5 for detail of actions performed by

GlobalSign for making this decision.
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If revoked, the serial number of the Certificate and the date and time shall be added to the

appropriate CRL. CRL reason codes may be included. CRLs are published according to this
CPS.

KN DR O L R OB A 5. GlobalSign 1ZEMHFELER L, HAT 57-00H
BNz A =X 0% 1T 2, Tk, GCC TAH Y v P %@L THRITL LiEAZEO K
WEEERAT O Tk 5, KR Hike L<, 77 v 7 A, B, Bifih L &2@EL T, 2 v b
7 — 7 R BAETICRNEERT LB TESL, /2, GCC THY v F ARt i wFlH
FHiIowTIL, iAFOY 7Y = 7 Ml cBES 2 2 Lo BRI I 2 BHER % %
AEY BT, KAHEER AT 5 2 &b T% 3, SMIME FFHEICOWwWTid, BT A —1
7 FL 2 OBFEHEROMGEZ b > TREL T2 LBAHETH 3,

GlobalSign KU RA (., KXIHFEZRIE L. ZOERE 2T %, ERPEIETH ) KL X
N6 3, YRR TR 25, MAE. REatE. 770 75 —va vy 7 v =797
F7A¥—. HOZ D =F X, reportabuse@globalsign.com IZaEHE O FEE#RE 22 32
T L HRTE S, GlobalSign &, TOHFFICHIEL TRITIEAERL, LanwEERH L, 2O
EEWRED GlobalSign IC X 2 ¥IWiFHEL, 4.9.5 HASWBT 2 2 &, RIS niid. GEHE
DY TAFEE, KME, KBEZIA CRL ICid#Ing, iz —F2&L2e¢dH %, CRL
IR CPS ICHEJLL CTRITI N5,

4.9.4 Revocation Request Grace Period (J<%h 55 £ TORET HiMH)

The revocation request grace period is the time available for a Subscriber to take any necessary
actions themselves to request revocation of a suspected Key Compromise, use of a weak key or
discovery of inaccurate information within an issued Certificate. A risk analysis shall be
completed and recorded for any revocations that cannot be processed by Subscribers, JCAN

LRAs, or GlobalSign for any reason. Subscribers have 48 hours to inform GlobalSign or the
JCAN LRA of a key compromise.

fEsfb DB 23 H 5856, Missaitz M L7256, TR0 it HE il sl 3 Lz fiRkich
IEMEARNAEDREEN TG A R &I, FIHE R % ZRKT 5 AN LB RN K2 AL S 72 Dl
MzfEd. FM#E. GlobalSign D23, {152 DHEIC X ) KMZUHTE LnGe, U X
7 M ATV, ReERT %,

M 1E 48 IFHEILANIC GlobalSign X% LRA ICH#EOIRERZEAIT 5,

4.9.5 Time Within Which CA Must Process the Revocation Request (GElE/m 23 2% H i % AL
B~ X HI[H)
GlobalSign shall begin investigating Certificate Problem Reports within twenty-four (24) hours
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of receipt of the report.

GlobalSign maintains 24 x 7 ability to respond internally to a high-priority Certificate Problem
Report and, where appropriate, forward such a complaint to law enforcement authorities, and/or
revoke a Certificate that is the subject of such a complaint. GlobalSign will begin investigation
procedures for a suspected Key Compromise or misuse of a Certificate within 24 hours of receipt

of the report.

GlobalSign decide(s) whether revocation or other action is warranted based on at least the
following criteria:

* The nature of the alleged problem.

* The number of reports received about a particular Certificate or Subscriber.

* The entity making the complaint; and

* Relevant legislations.

4.9.6 Revocation Checking Requirements for Relying Parties (J<%hi% iz C B9 2 Miks
D EREIH)

Prior to relying upon a Certificate, Relying Parties must validate the suitability of the
Certificate to the purpose intended and ensure the Certificate is valid, otherwise all warranties

become void.

Relying Parties will need to consult the CRL or OCSP information for each Certificate in the
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chain as well as validating that the Certificate chain itself is complete. This may include the
validation of Authority Key Identifier (AKI) and Subject Key Identifier (SKI).

GlobalSign will include all applicable URLs within the Certificate to aid Relying Parties in

performing the revocation checking process.

AL ICRCH S N7 T2 (S LARBLS- 2 AiNC . BREEE 13, AEE S EIE R HRY D 7z 0 I &
NTW3Z L AEIAENTH S Z L 2R LRI NIE AL T, TheRBokHAIcid, &£7T
DIRGEIZIER) & 72 %,

BREEE TR L X5 &3 23EHELRF = — v I N2 2 TOREDAEAEFIC>Ww»T, CRL XX
OCSP DfF#Hh%z ZHMIRETHY, I DF =z —VBREETHL I LERIALTZTH 5,
i, RRAER#EER (AT, TAKL W i) RS 7 = 7 FEEHFOAT, TSKIJ &w»
2) D+ HERGEE &,

GlobalSign (3. MEEH 2 RIEROBGELEZ A% I1CfTZ 5 £ 9 URL ZatMEFICE#T 5.

4.9.7 CRL Issuance Frequency (CRL D F1THE)

If GlobalSign decides or is required to terminate a CRL or revoke an Issuing CA, GlobalSign
issues and publishes at the corresponding CRL Distribution Point a last CRL with a nextUpdate
field value of “99991231235959Z”. GlobalSign does not issue a last CRL until all certificates in
the scope of the CRL are either expired or revoked. The last CRL is made available until the
expiry of the Issuing CA certificate and the integrity of the CRL is preserved during this

period.

For the status of Subscriber Certificates: For CAs that publish a CRL, the CRL will be updated
and re-issued at least once every seven days, and the value of the nextUpdate field will not be

more than ten days beyond the value of the thisUpdate field.

For the status of Subordinate CA Certificates: If the Subordinate CA contains a CDP, CRLs will
be updated and re-issued at least (i) once every 3 months and (ii) within 24 hours after revoking
a Subordinate CA Certificate, and the value of the nextUpdate field will not be more than twelve
months beyond the value of the thisUpdate field.

GlobalSign 73 CRL % T ¥ 3 0FITRZRMI T2 Z L ZIRE L 7o, XITHLELD 255,
GlobalSign (¥ nextUpdate 7 4 —/L F DA [99991231235959Z | T % it D CRL % F¥A7T
L. X535 CRL EfiHrA v T RITEDD LT 5, GlobalSign X, CRL DHiHHN D4
TOREAESRYIN 3 K3T 5 £ T, &#%D CRL ¥ fTL7%& v, %D CRL I CA Gk
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HEOHZNIRA YN 5 £ CHAAIEEL %2 Y. D] CRL DEalzrob DL T3,

FHFAEHEDO R T — 2 Xic2oWwT ¢ CA 28 CRL #®#{173554,. CRL 347%<td 7 H
ISR, FFEIT & 41, nextUpdate 7 4 —/ F Ofil, thisUpdate 7 4+ — FOfi2»5H 10 H
ZHZ TR R bR,

AL CA FEHEDO R 7 — £ 212w ¢ Tz CA fFBAEIC CDP(CRL distribution point) 73
HENTVWBEEAE, CRL X, () 27 ed 3 22HIC 1 8, Gi) F{Z CA SFFAEOKEE 24
RER AN IC B HT, FFFAT X 4L, nextUpdate 7 4 —/v F OfilZ, thisUpdate 7 4+ —/L F DfE &
D 12 » HEZBZTIE &b,

4.9.8 Maximum Latency for CRLs (CRL O #x Kif 15 R

CRLs are posted to the repository within a commercially reasonable time after generation.

CRL 34EptR. MENICABENRBIBRANICY K Y IickimI g,

4.9.9 On-Line Revocation/Status Checking Availability (4> 7 A > TO RN E WM OMER)

GlobalSign supports OCSP responses in addition to CRLs. Response times are generally no
longer than 10 seconds under normal network operating conditions. GlobalSign OCSP responses
conform to RFC6960 and/or RFC5019. OCSP responses are signed by an OCSP Responder whose
Certificate is signed by the CA that issued the Certificate whose revocation status is being

checked. OCSP signing Certificate contains an extension of type id-pkixocsp-nocheck, as defined
by RFC6960.

GlobalSign (¥, CRL Ofth, OCSP L XK v X X b K&zt 2, @EOL Yy b7 —7
BRIEICHEWTIE, OCSP I X 2)5%F £ CORFERHEIT@ET 10 W28 7%\, GlobalSign
OCSP J5& 1. RFC6960 X /X ix RFC5019 ICHEHLL T\ 3, OCSP Ju&iX. KA T7—4
AR IN TV BHHEEZRIT L2 CA ICX > TELINLAHELFEHF S OCSP L 2KV
KICkoTEHEHLIND, OCSP FEAGEHFIZ. RFC6960 IC X o TEEI N2 X Hic, id-pkix-
ocsp-nocheck ! DYLIEF % &L,

4.9.10 On-Line Revocation Checking Requirements (4> 7 A o T KB IE R O R D L)

For the status of Subscriber Certificates:

1. OCSP responses have a validity interval greater than or equal to eight hours.

2. OCSP responses have a validity interval less than or equal to ten days.

3. For OCSP responses with validity intervals less than sixteen hours, GlobalSign updates the
information provided via an Online Certificate Status Protocol prior to one-half of the validity

period before the nextUpdate.
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4. For OCSP responses with validity intervals greater than or equal to sixteen hours, GlobalSign
updates the information provided via an Online Certificate Status Protocol at least eight hours

prior to the nextUpdate, and no later than four days after the thisUpdate.

For the status of Subordinate CA Certificates:
+ GlobalSign updates information provided via an OCSP Responder (i) at least every twelve

months and (ii) within 24 hours after revoking a Subordinate CA Certificate.

OCSP Responders that receive a request for status of a Certificate that has not been issued,

shall not respond with a "good" status for such Certificates.

OCSP Responders for CAs which are not Technically Constrained, in line with Section 7.1.5, will

not respond with a "good" status for such Certificates.

GlobalSign requires OCSP requests to contain the following data:
* Protocol version
* Service request

* Target Certificate identifier
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GlobalSign ¥, OCSP V7 TR MIRDT—L2%2EH 5 X 5HKT 25 :
e Juban -V gV

© F— RER

N SRGEERHE

4.9.11 Other Forms of Revocation Advertisements Available (Z DD 51T L A LhEHR O
Ffit)

No stipulation

HUER L

4.9.12 Special Requirements Related to Key Compromise (GEAER DFED fEFELIZFE D KEBI 72
)

GlobalSign and JCAN LRAs shall use commercially reasonable methods to inform Subscribers
that their Private Key may have been Compromised. This includes cases where new
vulnerabilities have been discovered or where the Issuing CA at their own discretion decides
that evidence suggests a possible Key Compromise has taken place. Where Key Compromise is
not disputed, GlobalSign shall revoke Issuing CA Certificates or Subscriber end entity
Certificates within 24 hours and publish online CRLs within 30 minutes of creation and ARLs

within 12 hours.

Parties may use the following methods to demonstrate key Compromise:
* Submission of a CSR file, created and signed by the private key. The CSR file needs to contain
one of the following:

o) A specific string that GlobalSign has provided to the reporter.

OR

o) A string of text that clearly indicates compromise.
* Providing references to vulnerability and/or security incident sources from which the
Compromise is verifiable
* Submission of binaries that contain a Compromised Private Key, including the method to

extract the Private Key

GlobalSign MU LRA ¥, Z OMEF# LI LL 7280035 5 & 2k, BB TEEZD -
THHEZEICZDE DMz $ 5, Zhiclx, fsEsRR I NE=5E. KT GlobalSign 43H
COEBEIC XV HEOMGIMLDEE V2D 5 LHMW L GaEREREENS, BOGIHRILICEE D
KD 7 WG, GlobalSign 13517 CA DFEHE. = v Fx Y74 T 4itHAFER &% 24 I
BIANIC KA L. CRL &4 ¥ 74 v T 30 4rANIC, MUY ARL % 12 RfELANICHEIT 5,
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4.9.13 Circumstances for Suspension GEHZE D% 1) O —KHE1E &2 1T 9 5:40F)

Certificate suspension is not applicable to JCAN.

4.9.14 Who Can Request Suspension GEHED %N D HFEE)
Certificate suspension is not applicable to JCAN.

4.9.15 Procedure for Suspension Request GIEBHE D %h 1) O — K& 1E Fofee %)
Certificate suspension is not applicable to JCAN.

4.9.16 Limits on Suspension Period GiERHE D %) /1 D —EEE (- HIFR)
Certificate suspension is not applicable to JCAN.

4.10. Certificate Status Services GEFAED AT — & A {FR—E X)
JCAN Public CA provides Subscribers and Relying Parties with CRL services. JCAN Public

CA offers certificate status confirmation services, including Web interfaces, to LRAs.

4.11. End of subscription (FJfH D& T)
Subscription of JCAN certificate ends when a certificate is revoked, expired, or the service is

terminated.
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4.12.Key Escrow and Recovery (¥ —— A7 m—L U /N1 —)

CA Private Keys are never escrowed. GlobalSign does not offer key escrow services to

Subscribers.
FAER OMEHIITERE (A7 1—) SN TIER L2, GlobalSign IFRIHFIZH L TH F—
TR u—H—Ex% Bt L7,

5. Management, Operational, and Physical Controls (BHH), ERK. WEMNEHE
)

5.1. Physical Security Controls (#yE )% )
JCAN Public CA implements high-security controls within the data center. These include

restricting personnel and physical access using electronic security mechanisms. Especially

in certificate generation and revocation management, monitoring and alarming systems are

equipped to detect, record, and react in a timely manner upon any unauthorized and/or

irregular attempts of access.

The Data Center implements preventive measures against water damage, earthquakes, fire,

and other disasters as well as other structural measures to prevent physical damage to the

facility.

The access to the CA 1is restricted to the members who are designated on the Access

management list. Visitors to the Data Center must always be accompanied by these members.
JCAN 8GR 1X. CA OR(FOBEENEICKHE L T, AW - W27 7 & A & . EFHY7
X2 VT4 A= AL b omEREX 2T raryba—NEk, T —HNICHE
T 5, FHCREFAR KL CRAE BTV TIE, MR Bl L B N £ 0 ) Y — 2T 7
T RT 5RO UIARHAN RS E M, Bk, MG 52 & EZAMREICT 7R IT b D,
T2 r—iE KE, HE, KK, ZOMOKELZESITZITRVEE L HRIEEZH T
D

CA BE~DT 78R, 77 BAEHY 2 MITH SN A U A_A—IZHIBT 5, T—X2 L4
—~OFEE T, FICYZEA NI RE S TW R IF T2 57220,

5.2. Procedural Controls (G- X 1% #i)

JCAN Public CA follows personnel practices that provide reasonable assurance of the staff’s
trustworthiness and competence in technical operation.

All JCAN Public CA personnel in trusted roles shall be free from monetary or internal or
external pressures that might impact the equity of CA operations.

The trusted role of JCAN public CA is following.
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Certification Authority Manager : The responsibility for all the necessary tasks concerning
operation of CAs, including any outsourced JCAN public CA.
JCAN Public CA implements risk assessment to evaluate risks and determine the necessary
security requirements and operational procedures. The risk analysis is regularly reviewed
and revised if necessary.
JCAN FERER 13, R OEHME & BN OCBIN R ZTICOW T, BB R IRIEZ 24T
THNFELEERT D,
EEHINL%EZH 5 JCAN #Fibm OFEBIEX, CA BEHOAEIZR/OELIND LtV
AN ZREININE R OS2 & DIEN DB ZZ T RN E D LT 5,
JCAN FiEm DOEH SN &ZENTIILL T2 & T,
BRI A CA OEMICED R TOLEREEDOELEEA S, EHlEIZ JCAN i
R OEFEEICHEAT 5,
JCAN GRGER X, VA ZHMIiL, MERtXx =27 BERFHLEEFIRZRET H72HD
YR TRAA L NeFEHT D, VA HITERFRLEL, NENHIUTEET 2,

5.3. Personnel Controls (A= hr—/)L)

5.3.1. Qualifications, Experience, Clearance Requirements (&%, #&ER M O\ 45 D EEAF)
The personnel to be assigned to trusted positions are screened and managed following Section
5.2.
FBRESNIEEBICOSERIL, 52HIZH EOWTHASNERH N,

5.3.2. Training Requirements (AFHE /)

JCAN Public CA offers training to their personnel assigned to CA operations.
JCAN FIERIX. BAEBE EITTH00MEEL, ZFOEEICEMT 5,

5.3.3. Retraining Frequency and Requirements (FR-AFHE 05 FE K OB {4:)

Personnel are retrained for the purpose of renewing and keeping the knowledge of

operational procedures on an annual basis.

Foe SOV T OHERD BT & MR &2 BJIC, RIS THIMEZ €T DEEIZEMR T 5,

5.3.4. Sanctions for Unauthorized Actions G&¥ 5L TWR W TENZ %3 2 1#5)

JCAN Public CA will take disciplinary actions toward personnel who perform unauthorized
behaviors, use unauthorized authority, or use unauthorized systems.
JCAN LR X, BO LN TWRWTE), BOOLN TV RVWEROER, O LA TRV
AT LAOMHEZ LT-EEICK L, WE TRV &Il LRI AT Y 2 &3 D,

45 | 68
Ver 7.1



5.3.5. Documentation Supplied to Personnel (% & (Z#2ft42 &F})

JCAN Public CA publishes documents to personnel on the first day of training and between

other training sessions.

5.4. Audit Logging Procedures (B545 = 7" D Fofi &)
JCAN Public CA shall implement Audit logging procedures. These include logging of audit
events, and audit systems implemented for the purpose of keeping a secure environment.
JCAN Public CA records the following information from startup to shutdown of the CA

system.

5.4.1. Types of Logs to be Audited (Bi #5925 1 7 O FEH)
JCAN Public CA implements the following logs:

(1) System Logs & 2T ALICET+ %1 2)

Issuance of certificates;

Revocation of certificates;
Publishing of CRL;

Others (such as Logs containing local network components).

(2) Records regarding entry/exit and operation of CA private key (NiE=E & CA FUEHED
TEICBE9 25080

* Records of physical entry/exit to the rooms where CA systems are located;

* Records of operation and lifecycle management of CA private key.

5.4.2. Audit trail records contain (4> —/L oo ZIZE&ENHIEH)
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e Identification of the operation;

e Date and time of the operation;

e Identification of the certificates involved in the operation;
e Identification of the persons that performed the operation;
e A reference to the request for the operation.

o BRAEOHI

o HED A, KAl

o BMEICE D AEE O

o BREZ SN L 72 N ORI

o EMEZRICEAT 52 MRIEH

5.4.3. Frequency of Processing Log (87 7' % JLER 3~ 2 AH )

Designated personnel are periodically assigned to inspect the log file for detecting and
reporting anomalies.
—EORIRET, HEMmINTEEN e 7 77 A LV Ex L, BEEREZRAL, ETELHL 91
.a—éc

5.4.4. Storage and Protection of Records and Backup GL&kDIRIT &R, ROV 7 T v )

The log files and audit trails are recorded. These are appropriately protected with access
controls. These log files can only be accessed by a person assigned to JCAN Public CA or by
the appointed auditor.
The event logs cannot be easily deleted or destroyed during the retention period. Backup
containing sensitive data is securely disposed of when no longer required.
JCAN FiER L0 fEMmINc A, KO ESNTEEBENCIDREDTD, v /77 ANV EE
BAEBNIRIF SN D, T biE, 77 2 AHEEEIC L EOICk#ES L. Ny 2T vy T ER
D
AN a7 REPER SN DI TICESITHIBRROBIE S N D Z E N TE 220, T —
BaaieNy 7T v R, BEEINBRWERIIERIINTEIND,

5.5. Records Archival (77— 14 7 % 550680

5.5.1. Types of Records Archived (7 —% A 7 X415 itk D FiH)

JCAN Public CA maintains the details of all CA Certificates, audit trail of issuance and
revocation of CA Certificates, certificate request information of CA Certificates, CRLs, log
files, and other records which support the application of CA Certificates. These records are
maintained through reliable methods.

LRAs retain the information required for Subject’s registration (c.f. consent forms and
agreements, vetting records, verification records, etc.) through reliable methods.

47 | 68
Ver 7.1



JCAN SBGE/ 3. CA GEME. CA FEMIEDFAT - RO HRT —4 . CRL, CA iEWEHEE
i, 777 A0, RO CA GEHERFEOEM T EROREZ ., BEEDSH 5 71E TR
Do

LRA 1%, $7 V=7 FOBFGIMEN SN2 HR(FIES., FEAIR, ANMREEE) 2 FEEEo
bHITETHRRET %, API e+ %5 LRA (X, JCAN GEHERITICR S v G WA [FELEO &
% ik TIRFFT %,

5.5.2. Retention Period for Archive (7 — % 1 71517 H1[5)

JCAN Public CA retains records of JCAN Certificates, JCAN Public CA Certificate, and LRA
Operator Certificates (where these certificates are issued from JCAN Public CA) for at least
10 years after the Certificate is expired or revoked.

Archive containing sensitive data is securely destroyed when no longer required.

LRAs retain the information required for Subject’s registration (c.f. consent forms and
agreements, vetting records, verification records, etc.) for at least 7 years after the Certificate
is expired or revoked. LRAs accessing the Admin portal by API retain the logs of certificate
issuance for at least 1 year.

JCAN §8iiE/m 13, JCAN FEIE. JCAN R fEHEKR D 77 & AZGEHGENE &7 LT

) Oitkkz . ARMIREINE, XIRE, DR LD 10 FRIRETT D,

BET — 252807 — A4 713, LELESNRVIGEITERITHEES LD,

LRA X, V7 V=7 FOBRGITHEA SN OEHRE, AHIBROINE, TEE, bl é
b 7TEMGEET S, API #%i1 5 LRA 1%, JCAN GFAERITIR S v ZiEHRE. Dl &b
1 FRRFFT 5,

5.6. Key Changeover (§#45#2)
The Key Pair generation of JCAN Public CA is managed by more than 2 authorized staff with

HSMs and m of n controls according to the procedure described in section 6.
The procedure of re-generating JCAN Public CA keys is as same as the procedures in the
previous sections.
JCAN RRGER DOFERT DAL, 2 AL EDIEMSNIEAZ vy 728V, 6 IZiE#HT5F
JIEIZE > T, HSM ETHORELST AT A TEHRIND,
JCAN R DOFERT OFAERFIRT., EROYHORAERLF L TH D,

5.7.  Compromise and Disaster Recovery (fE5a{b K OV E M 5 DI H)
JCAN Public CA maintains the records of reporting, backup/restoration, and handling
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procedures of incidents and compromises in internal documents. JCAN Public CA documents
the recovery procedures for the circumstances where computing resources, software, and/or
data are corrupted or suspected of being corrupted.
When an algorithm is compromised, JCAN Public CA implements the following:
¢ Inform all subscribers and relying parties with whom the CA has any agreements, as
well as the other stakeholders; and
* Revoke the affected certificates.
JCAN R 1. A>T v P RWEFMERTA LG a oG & Ny 77 v 7 & B #
WFEFiZ, WESCGEE LCRFFT 5, JCANFGER 13, 2 Fa—4&KH, Y7 hv=T7, XiT
T —Z DR LTS A T 5 E IR Rt a2 CE b 5 CREEIAER),
TN Y XA LT JCAN #EER ZLL T2 ET 5 ¢
o ATOFMHFE. CA LREHFERDLL TV OMIEE, ZOMBIRE ISR D
o WA IGENELRYT D

5.8. CA or RA Termination GEiE/m XL RA OFEE T)

When CA or RA is terminated in a planned way, Subscribers and Relying Parties are notified
with a sufficient amount of time from the timing of termination. When CA or RA is
terminated unexpectedly, GlobalSign pays effort to minimize the disruption and ensures that
Subscribers and Relying Parties are promptly notified. GlobalSign revokes all issued
certificates in principle and destruct CA private keys.

CA XiZ RA ZFHERICK T 2HA1E. K TR SISO FIRHBZ b > THHE LT

RREE KT gt @+ 2, TPHIRRKE TIZH > T, IBELAER/IRE D K580, FIHZE

K OWRGER DN 22T 5 Z L ARGt T 5, JFRAlE L TRITHEADIEAE LS 2 TRE)
L. CA RESRELIEIET D,

6. Technical Security Controls iz ¥ = U 7 1 BH)

6.1. Key Pair Generation and Installation (J&~=7 A& VA > A F—)L)
6.1.1. Key Pair Generation
(1) CA Key Pairs (CA D7)
A Hardware Security Module "HSM”), which is one of Cryptographic Modules, is used to
securely generate and manage CA private keys.
It is confirmed that HSM has not been tampered with during shipment and delivery.
Certificate and revocation status information signed by HSM is not tampered with during
retention.
CA WEHRHOEX 2T RAEREEHRIZIT, BEFEY2— N0~ ThHEIN—FNy=TtXal
T4 EYV2—/L (HSM) A5
HSM i3, #EfictsA éhﬂ\m\ & EHERT D,
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HSM TE4 L TW5REHE & RZORFERIT. REFESHTODRICHE SR,

(2) Subscriber Key Pairs (FI| i3 D #E~=7")
When JCAN Public CA generates the private key on behalf of subscribers or LRAs, the key pair
and CSR is generated following secure key generating procedures and the key generation policy

described above.

Subscribers do not generate private keys to request JCAN certificates.
JCAN FBFER 2SFIHE T LRA (2> THEROAERZIT O Hald, X =27 etk F
JEZ AT, EFRESEEROR Y o —IZHEHLL T PKI O~7 kT CSR 4T 5,
JCAN GEHFEZ HFET 272012, FIMEIC L 2 WEROAERKITITH 20,

6.1.2. Private Key Delivery to Subscriber (I3~ R D FEAT)

JCAN Public CA obliges subscribers to use strong PIN codes. These PIN codes protect
the generated private keys formatted in PKSC#12.
JCAN FRER (3. HFEEICMEZR PIN OHEZ&EMT, Ui% PIN 2V THEREZ ST
PKCS#12 RO SALGEAE v 7 — (CUF T PKCS#12 JEXGEHE] L1 9) ZAmT
Zo

6.1.3. Public Key Delivery to Certificate Issuer GEHZEIITH ~DABAFEDOEAR)

GlobalSign only accepts Public Keys from RAs that have been protected during transit and have
had the authenticity and integrity of their origin from the RA suitably verified. RA’s shall only
accept Public Keys from Subscribers in accordance with Section 3.2 of this CPS.
GlobalSign iZ, RA "OHRESINLAIBRENRESNTEYD . TORFICHOVWTORIEN &L FEL
PEDRBEONHRFES N ABRED A 22 T ALD, RA 134 CPS @ 3.2 HIZHEHLL TWD5E
DI, FIRENS DREAEZZITT LD LT 5,

6.1.4. CA Public Key Delivery to Relying Parties GRFE/R0> & BraEE ~D /A BHEERE AT )
GlobalSign ensures that its Public Keys are delivered to Relying Parties in such a way as to
prevent substitution attacks. Commercial web browsers and platform operators are encouraged
to embed Root Certificate Public Keys into their root stores and operating systems. Issuing CA
Public Keys are delivered by the Subscriber in the form of a chain of Certificates or via a
Repository operated by GlobalSign and referenced within the profile of the issued Certificate
through AIA (Authority Information Access) .

GlobalSign |IHRFEE ~DABEEDOEAAIZI N T, #OT VR EZ T, FISOHETEHEIT

BIHIZLERIET DY DET5H, METTIUVFRRT Ty hT7+—LbF XL —F—(F, L—Fh
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A RT KO OS 1Z/v— MEFEAREZ A T2 ERHEREIN TN D, FIT CA OARS:
%, FEFAEOREE XL GlobalSign 2NEE 35 LAY MU 24 L CHRIAZE DR S, ATA
GRAEHERE T 7 & 2 fE#H) 2 U TRITHHREAEDO 7 r 7 7 A VN TEREIN D,

6.1.5. Key Sizes (#5)
JCAN Public CA private RSA key length is 2048 bit or longer with the signing algorithm of SHA-
2 (256) or above.
JCAN FRGERRAEET, #R)% 2048bit UL 1> RSA # T, SHA-2 (256) UL LOELT L
RNV i h RSN

6.1.6. Public Key Parameters Generation and Quality Checking (/ABR#E/XT A — & — A K O
HIRE)

GlobalSign generates Key Pairs in accordance with FIPS 186 and uses reasonable techniques to

validate the suitability of Public Keys presented by Subscribers. Known weak keys are tested

for and rejected at the point of submission. GlobalSign references the Baseline Requirements
Section 6.1.6 on quality checking.
GlobalSign (I FIPS 186 DOMEITHEVEEAAER L, EFAENSRRSNOHOBEEMEE
WY e B e W THREET 2 b D &3 2, BEMOMETRgEITMAES 11, ERIHFIES S
%, GlobalSign %, fWEMRAIZES L Baseline Requirements @ 6.1.6 HAZ ST 5H 0D &9
2o

6.1.7. Key Usage Purposes (as per X.509 v3 Key Usage Field) #o{#H HAI(X.509 v3 §fE 7
#{ =V RIZBWO)
GlobalSign sets key usage of Certificates depending on their proposed field of application via
the v3 Key Usage Field for X.509 v3 (see Section 7.1). The Private Key of JCAN Public CA is
used to sign JCAN Certificates and CRLs.
GlobalSign 1%, HFETREIND 7 4 —/L RIZ LR, GEAFIZE T 280 Hikz, X.509 v3
BEM 7 =V NCXOVRETDHDOLT D, (7.1 HESMR) JCAN FBRER O #EIT, JCAN
AERAE LAEHERSD ) R FOELIER IS,

6.2. Private Key Protection and Cryptographic Module Engineering Controls (f4%&

PR K OG- S = — VTS 1)
6.2.1. Cryptographic Module Standards and Controls (I 5{LE ¥ = — /LD e} OVE ER)
GlobalSign generates the private key of JCAN Public CA with the devices of FIPS 140-2 level 3

or above.
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6.2.2. Private Key (n out of m) Multi-Person Control fZ#(m 1 n) O NBIZ L HEH

JCAN Public CA manages the CA private keys following its documented procedures.

The generation of the CA private key requires multi-personnel control by more than two

authorized staff serving in trustworthy positions.

6.2.3. Private Key Escrow (gD 2 7 1 —)

GlobalSign does not escrow Private Keys for any reason.

6.2.4. Private Key Backup (FAEHED /N 7 T )
If required for business continuity GlobalSign backs up Root and Subordinate Private Keys

under the same multi-person control as the original Private Key.

6.2.5. Private Key Archival (FED T —H A 7)
GlobalSign does not archive Subscriber Private Keys and ensures that any temporary
location where a Private Key may have existed in any memory location during the generation

process is purged. Once the subscriber or LRA receives the PKSC#12 file, GlobalSign destroys

all the relevant instances none of the generated private keys and PIN codes are archived.

6.2.6. Private Key Transfer into or from a Cryptographic Module (§f5-E ¥ = — /L [8] DO FLE #ER
7)
GlobalSign Private Keys are generated, activated, and stored in Hardware Security Modules.

When Private Keys are outside of a Hardware Security Module (either for storage or transfer),
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they are encrypted. Private Keys never exist in plain text outside of a cryptographic module.

6.2.7. Private Key Storage on Cryptographic Module (1§75 ¥ = — /VIZH5 1) 5 B FEDLR-AT)
GlobalSign stores the private key of JCAN Public CA in the devices of FIPS 140-2 level 3 or

)
o
S
2
®

6.2.8. Method of Activating Private Key (&8> 7 7 7 « 7L 51%)
GlobalSign is responsible for activating the Private Key in accordance with the instructions and
documentation provided by the manufacturer of the hardware security module. Subscribers are

responsible for protecting Private Keys in accordance with the obligations that are presented in

the form of a Subscriber Agreement.

6.2.9. Method of Deactivating Private Key (BE#DIET 7 7 ¢« 7L 1E)

GlobalSign ensures that Hardware Security Modules that have been activated are not left
unattended or otherwise available to unauthorized access. During the time a GlobalSign CA’s
Hardware Security Module is on-line and operational, it is only used to sign Certificates and
CRL/OCSPs from an authenticated RA. When a CA is no longer operational, Private Keys are

removed from the Hardware Security Module.
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6.2.10. Method of Destroying Private Key (F% §t DO REHE )7 15)

CA Key Pair re-generation and re-installation is, following the Sections of 6.2, implemented at

any suitable time before the expiration of the previous pair.

GlobalSign Private Keys are destroyed under multi-personnel control at least by two trusted
personnel when they are no longer needed or when the Certificates to which they correspond
have expired or have been revoked. Destroying Private Keys means that GlobalSign destroys
all associated CA secret activation data, including backups, in the HSM in such a manner that
no information can be used to deduce any part of the Private Key. The Key destruction process

is documented and relevant records are archived.
CA 87 ORAER L A v X b—/1id, 6.2 HORREITHE, A MR OEEIZRFHIAT 5
GlobalSign DOFESEIL, RNME & 72 o TR rids L <133 D iEEF S IR SUT RS LTz
BRI, BiEShe 2 AU EOBEEON VWO FTICHESND, MERLZHMET DICHY
GlobalSign |ZFAESEDAA 72 D E N bHEE S NRNE D, Ny 7T v 7% EH, HSM WD
I LFAROM BT /T 4 X—a T — R TEWET D, HOBFEDLIITCE L,
B9~ 2 FRdRkI I IRATT D

6.2.11. Cryptographic Module Rating (I &€ 3 = — /L)

See Section 6.2.1
6.2.1 HZZM,

6.3. Other Aspects of Key Pair Management (7 & HIZ BT 5 F D oMlH)
6.3.1. Public Key Archival (ABRSED T — DA 7)
Issuing CAs must archive Public Keys from Certificates.

GlobalSign ITREEDOAREEZ T — 1 A 7 LIRITHULR 720,

6.3.2. Certificate Operational Periods and Key Pair Usage Periods GiEBHZ D E/E Al HEHA ] &2 Y
AT o fif HI )

Certificates shall have a maximum validity period as in the chart below.

The Key Pair usage period can be up to the Certificate Validity Period. Certificates signed by a
specific CA must expire before or at the end of that CA Certificate Validity period.

Issuing CAs must comply with the external requirements with respect to the maximum validity
period, in some cases thereby reducing the effective available Certificate term. In some cases,
the maximum validity period may not be realized by the Subscriber in the event the current or
future external requirements impose requirements on Certification Authorities relative to
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Certificate issuance that were not in place at the time the Certificate was originally issued,
particularly in the case of a request for reissuance, e.g., additional requirements are included
for identification and authentication for certain Certificate type, or maximum Validity Period is
decreased.
T Y v ZIfGHEHEND GlobalSign DOFEBIEIIHRE T TROEKIC
LT 5%,
AT ORI, HRRTIEAE L R CADYRICRET LI LN TE S, FHED CAICE
> TEL SNEAEIL. €0 CATEHEOFIHIRE /2L LN R L2 IT TR 670y,
GlobalSign FEHZEFIL, READHIMICE LAMBERICHEIL L 21T TR 60 e, £ 1€
> CGERZEO WM 28T 2580 & 5, FIMEOFEHEN TN LY bENAHIREOSE
I3, BIRR BSEIN - RICTEOA I E THIEITV L 2D, BUTUITROINBE RS, FE
B EN BN RAT SN TIEFER SN TR Do T2 R ERATION U CERAFHERIC Bk %2
TS, FICHBITORGER R INTEHEICBW I, FAIAEIRRD Ao EE% TE
RN EDRHD, Bl b DAEHEOTIHIC OV THBI R UREREIC R 2 BIMEERS G £ 55
B MTRROBEMR DB EN D56

B HBMEZFEOL O

Type / FE2E Private key usage / % #&?D | Max validity period / &EFH
FIRSE AT

JCAN Public CA Certificate | Certificate Signing, 18 years
Off-line CRL Signing,
CRL Signing (06)

JCAN Certificates Digital Signature, 825 days

Key Encipherment,
Data Encipherment (b0)

6.4. Activation Data (77 7 1 7{bT — %)
JCAN Public CA securely stores activation data associated with its own private key and

operations.

JCAN BBRER) 13, HCOMER L EBICEET DIEM LT -2 2 X2 TITRET 5,

6.5. Computer Security Controls (2> B a—% X2 VT 232 ha—/l)
JCAN Public CA implements computer security controls such as keeping integrity and
confidentiality of CA systems, such as protection against obsolescence and deterioration of
media, etc.
JCAN F8FE/R 1E, CA v AT A KO IFHRDTE
ytn—&t%n)?4%@%£%¢éo

EPEHERF. BHEDRIL & HILOREED =
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6.6. Lifecycle Security Controls (74 7% A 7/ X2 U7 s a2 hr—/L)

When develop, install, or change software, this software is analyzed from the designing phase
and subject to tests on the test environment. The release of this software is implemented
after the approval by the responsible personnel.
V7 b7 ORFE, . BEEEZITOGEIE. BEX a2V T 4 ERFEHZEZOICEITESY
TREHEAR DD DT L, &RitE L7 ETTF X FREETT X b L, HEE OEFBDOE,
ERE ~V U —RF 5,

6.7. Network Security Controls (x v NV —27 &% =2 U7 s 2> ba—/)

JCAN Public CA network is protected by firewall and intrusion detection system.
JCAN #iEm Ox v hU— T, 77AT U4 IVERERMU AT AMILVIREIND,

6.8. Timestamping (¥ A LA X )

(No stipulation)
(BEZRL)

7. Certificate and CRL Profiles GEBHE K W fEAELRZIY A b oF v 7 7 A )V)
7.1. Certificate Profile GEHE Y17 7 7 1 /L)
7.1.1. Version numbers ('N"— 3 V&K E)

The profile of JCAN certificate follows the X.509 Version 3 Format.
GlobalSign %, X.509 N— = 3 (- CT VX IILGEAEELRITTHHD LT 5,

7.1.2. Certificate Extensions GIEBHZEJLIE)

GlobalSign issues Certificates in compliance with RFC 5280 and applicable best practice
including compliance to the current Baseline Requirements section 7.1.2.1 through 7.1.2.5.
Criticality also follows best practice to prevent unnecessary risks to Relying Parties when
applied to name constraints.
Subordinate CA and end entity certificates include an Extended Key Usage extension containing
KeyPurposeld(s) describing the intended usage(s) of the certificate. The KeyPurposeld
anyExtendedKeyUsage is not included in publicly trusted end entity certificates.
GlobalSign IZ.RFC5280 K ONHIFED Baseline Requirements @ 7.2.1.1 /5 7.2.1.5 HA &
BHABERRA ST I 7T 4 2V, iEHFZEITT 200 LT 5, AETOH R
(NameConstramts)ﬁ)E;’“cﬁé%’Lﬁ_7;7:: . MREEE EARERY R NOSFHOI, BEEWG VT
AAY T ANODWTUINRA N T T 7T 4 R > TREEND, Y THIEEEKR T R
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T 4T AREAEX, GEHEOHMA B AT 5 KeyPurposeld(s) % & 7r Extended Key
Usage =7 A7 3 a &5 Te, KeyPurposeld 20 ExtendedKeyUsage (%, /X7 V v 7215
SN DEHE IZITEEnR,

7.1.3. Algorithm Object Identifiers (7 /L =V X L35 5I1+)

GlobalSign issues Certificates with algorithms indicated by the following OIDs:

SHA256WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 11}

SHA384WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 12}

SHA512WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 13}
GlobalSign i, FFi® OID ([T RENHT NI Y AL TIEHEZRITTHHDET 5,
SHA256WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 11}
SHA384WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 12}
SHA512WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 13}

7.1.4. Name Forms (& HITE)

GlobalSign issues Certificates with name forms compliant to RFC 5280 and section 7.1.4 of the
Baseline Requirements..
GlobalSign ¥, RFC5280 (27 5 4 i (¥ Baseline Requirements @ 7.1.4 IHICEHLL
CREAEZFITT D,

7.1.5. Name Constraints (% Riifil))

GlobalSign may issue Subordinate CA Certificates with name constraints where necessary and
mark as critical where necessary as part of the Trusted Root program. When name constraints
are NOT set on a Subordinate CA, such CA must be subject for full audit specified in section 8.0
of this CPS.

GlobalSign name constrains using the following methods:

If the certificate includes the id-kp-serverAuth extended key usage, then the certificate MUST
be name constrained with constraints on dNSName, iPAddress and DirectoryName as described
in section 7.1.5 of version 1.3 or later of the Baseline Requirements.

If the certificate includes the id-kp-emailProtection extended key usage, it MUST include the
name constraints X.509v3 extension with constraints on rfc822Name, with at least one name in
permittedSubtrees, each such name having its ownership validated according to section 3.2.2.4
of the Baseline Requirements.

GlobalSign MAY also include name constraints on certificates with the id-kpemailProtection
extended key usage with constraints on dNSName, iPAddress and DirectoryName as described
in section 7.1.5 of the Baseline Requirements
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7.1.6. Certificate Policy Object Identifier GEFER U > —ik3]+)
GlobalSign follows Section 7.1.6 of the Baseline Requirements.

7.1.7. Usage of Policy Constraints Extension (7R U > —fil#I4E3E Ok )

No stipulation

7.1.8. Policy Qualifiers Syntax and Semantics (AR U o —{&£fi - DA% L & ER)

GlobalSign issues Certificates with a policy qualifier and may include suitable text to aid

Relying Parties in determining applicability.

7.1.9. Processing Semantics for the Critical Certificate Policies Extension (7 U 7 « 51 /L 725

ERY 2 —IEIRIZ OV T ORER51E)
(No stipulation)
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7.1.10. Serial Numbers (- V 7 /L& =)

Each Issuing CA must issue certificates that include a unique (within the context of the Issuer
Subject DN and CA certificate serial number) non-sequential Certificate serial number greater
than zero (0) containing at least 64 bits of output from a CSPRNG.
#%47 CA 1Z, CSPRNG 76 D&KIK 64 £y b7V M7y FaEde, 0 LLEOEE TRVH
HO GITEY 7V =7 Fil4 RO CA GEHES Y 7AVEENOa T 7 X N iEAES YT
NFE G B LREAEZFIT LR ER 6720,

7.2. CRL Profile GEFZERZNY A b v 7 7 A1)
7.2.1. Version Number(s) X— 3 V& 5)

GlobalSign issues Version 2 CRLs in compliance with RFC 5280. CRLs have the following fields:

o Issuer The Subject DN of the issuing CA

o Effective date Date and Time

e Next update Date and Time

e Signature Algorithm sha256RSA etc. (Depending upon product)
e Signature Hash Algorithm  sha256 etc. (Depending upon product)

e Serial Number(s) List of revoked serial numbers

¢ Revocation Date Date of Revocation

GlobalSign I RFC5280 (ZHtvy, X—Y 3 2 @ CRL 2772560 ET 5, KU A |
XL TFD 7 4 — v REETe,

.« FAITE GlobalSign XXX Z(#hi2 X %)
« BxhBHAEH B £+ & OV

+ NextUpdate H £ & OVRF#]

c BATALAY XA sha256RSA ZE(#HIZ X 2)

c BNy 2T TY XA sha256 (I L D)

s VIUTNAES KNS NIFERAZEDO Y T LES
« REH KZhA

7.2.2. CRL and CRL Entry Extensions (CRL &' CRL = kU §55ET)
CRLs have the following extensions:
e CRL Number Monotonically increasing serial number for each CRL

e Authority Key Identifier =~ AKI of the issuing CA for chaining/validation requirements

Following extensions are supported:

e ReasonCode Identifies the reason for the Certificate revocation.

The extension is present for a CRL entry for a Root CA or Subordinate CA Certificate, including
Cross Certificates. Supported values are keyCompromise (1), affiliationChanged (3), superseded
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(4), cessationOfOperation (5). The extension may be present for a CRL entry for a Subscriber

end entity Certificate. Supported values are keyCompromise (1), affiliationChanged (3),
superseded (4), certificateHold (6). The value certificateHold (6) is not supported for SSL
Certificates. The value keyCompromise (1) is not supported for SSL Certificates revoked via
ACME protocols

7.3. OCSP Profile (OCSP 7177 A /V)

GlobalSign operates an Online Certificate Status Profile (OCSP) responder in compliance with
RFC 6960 and RFC 5019 and highlights this within the AIA extension via an OCSP responder
URL.

7.3.1. Version Number(s) (X— = 3% 5)

GlobalSign issues Version 1 OCSP responses with following fields:
e  Responder ID SHA-1 Hash of responder’s Public Key
e  Produced Time The time at which this response was signed
e  Certificate Status Certificate status referenced (good/revoked/unknown)
e ThisUpdate/NextUpdate Recommended validity interval for the response
e Signature Algorithm SHA256 RSA etc. (depending upon product)
e Signature Signature value generated by the responder

o  Certificates The OCSP Responder’s Certificate

An OCSP request must contain the following data:
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e  Protocol version

e  Service request

Target Certificate identifier Following fields are supported:

e revocationReason Identifies the reason for the Certificate revocation.

This field is present for OCSP responses for a Root CA or Subordinate CA Certificate, including
Cross Certificates, and may be present for a Subscriber end entity Certificate, if the Certificate
is revoked. The CRLReason indicated contains a value permitted for CRLs, as specified in
Section 7.2.2.

7.3.2. OCSP Extensions (OCSP J3E)

(No stipulation)

8. Compliance Audit and Other Assessment (FEHLEEEZT & OVF Dt o> FE4ifh)
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8.1. Frequency and Requirement of Audit (%2 DO#EE K ON5A44)

JCAN Public CA annually receives compliance audit to ensure the conformity of this service

to the requirements, standards, procedures, and service levels of this CPS.

LRASs receive the re-registration to JTS Registration requirements at least once a year in
order to have their service ensured of its conformity to the requirements, standards,
procedures, and service levels of this CPS. For this re-registration, LRAs implement internal

audit on themselves.

JCAN FERE/R 13, A2 1 [ELLE, RYy—E 23, K CPS OFEM:, #EHE, Ffi, KO —E R
LAYUIZHEE LTWD 2 & Z2RGEST 272010, EIMEEZZ#HT 5,

LRA /X, 2 1 RILLE, AUy —ERAM, K CPS OEM:, W, Fhi. KO —E R L~ULTHE
ALTWVDZ EERFET D -0IC, IJTS BER(LRA) Z %37 5, 0 JTS BEFEH D=5, LRA
IS A Z F T 5,

8.2. Auditor’s Identity and Qualification (Bi# A\ D& ot & UVRE 17)
Compliance audit is carried out by auditors with a firm auditing experience:

e Independence from the subject of the audit.

. Employs individuals who have proficiency in examining Public Key Infrastructure
technology, information security tools and techniques, information technology and
security auditing, and the third-party attestation function.

. Certified, accredited, licensed, or otherwise assessed as meeting the qualification
requirements of auditors under the audit scheme.

e  Bound by law, government regulation, or professional code of ethics

Internal audit of LRAs for re-registration to JTS Registration requirements is carried out by
auditors with a firm auditing experience.
WERERE AT, T O REERREATOIEEABTO D LT D, ¢
o BEEEXIGN O OPMNIME
o  ABREEFVEEAN., BlEX=2U T 4 VL ROHEIN, IT KO eXx2 U7 BEE, B
FEoHERAT O BICOVWTEET LHICHY, AHLIABZEMALTWD
o B, WIE. RAEATDHHLD, MTEEAF—ACESWEENORE RN 2=
LMl D& - . ABEIBEGEREICLVBEIN TN DLHE
JTS BEF T D 7= 01T LRA 735%21F DM A M O FE i 2 WEEE AL, FoREARRE AT
LDEENPTOIBD LTS,

8.3. Relationship between Auditors and Non-auditing sectors (45 A & #E: A #iFH
o BAfR)

The auditors are independent from the other departments. These auditors’ involvement with
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the other departments is limited to audit.
The internal auditors of LRAs are independent from the business operations in the

departments subject to this internal audit.
AN, HEEMADOEBNPOMSL LIESIGICH LD LT 5,
LRA OWNFEEANIT, BT OER LM LRIl H D b D ET 5,

8.4. Audit processing matters (B2 xf 5 TEH H)

The focal point of JTS Registrationis based on the conformance to JCAN CP and CPS.
JTS D& X, JCAN CP KN CPS ~O#EHLEZ .0 Thivd,

9. Other Business and Legal Matters (fti® £ % 2 K OVEHEIR)
9.1. Fees (#H)

The issuance of JCAN certificates requires reasonable fees.
JCAN GEHFEDORITICIE, BIEREMENREIND,

9.2. Financial Responsibility (4% o EF)

JCAN Public CA keeps sufficient financial funding to offer these services.
JCAN RFER 1. AV —ERAORMITHTZY | +0kMBERZMERT 2,

9.3. Confidentiality of Business Information (GE#51##H O IE)

Business information which JCAN Public CA maintains is regarded as confidential except
for public items such as certificates and CRL, [CP], this CPS, and other policy documents.
These are disclosed intentionally.
JCAN LR DMRFEFT 2 (B #IT. FEFE,. CRL. [CPIXUE CPS % CTHRMIZAR S
56 DERRE ., BERESE L TEHRDILD,

9.4. Privacy of Personal Information (il A\ 1% {#%i#)
The retention of personal information by LRA and/or JCAN Public CA shall follow the
concerning laws and regulations of the applicable country if any.
The Privacy  Policy  is published  on GlobalSign’s web site at

https://lwww.globalsign.com/repository.

Personal information which LRA and/or JCAN Public CA maintains is regarded as

confidential except for explicitly published items such as certificates and CRL.

LRA KOV i% JCAN Bk 12 LA EANEROREIX. b LHIUXZEDOEDBFRT D IEFITHE
)z L,
63 | 68
Ver 7.1


https://www.globalsign.com/repository

7T AN —R U —IiX, GlobalSign @7 = 71 b httpsi//jp.globalsign.com/repository/ FE
TSNS,

LRA } OYXi% JCAN FBGER 2RFr 4 2 AEHIZ, FEB#E. CRL & L THRIIZAREIND
bOERE, BERFRISRLE L TEHRDNLD,

9.5. Intellectual Property Rights (G5 FEHE)

GlobalSign owns and reserves all intellectual property rights associated with publications

originating from GlobalSign, including this CPS.
A CPS %% 7 GlobalSign 2173 22 TOHITH OB FEMHEIZ DUV T, GlobalSign (X%
DR Z BBIRT 2,

9.6. Representations and Warranties (2B {£5E)
JCAN Public CA retains trust in the operation of authentication by following the content

prescribed in this CPS, performs vetting prior to issuing certificates, provides authenticated

services including registration, issuance, and revocation of certificates, and guarantees the

integrity of CA private keys.
JCAN BERE/R 13, A& CPS ITHE LI-NAEZ BT L CGEHERGEICET 2% A, EHFOBE,
FAT RN GLRRRE Y — B A 242k L CA MER DTN 4 5 LRAEG OE Rt 2R T 5,

9.7. Disclaimers of Warranties ({20 %0 &5 - IH)

JCAN Public CA does not warrant anything except the guarantees prescribed in this CPS.
JCAN BEER) 1%, R CPS ITHE SNTRFEEFRE . —BIDRIEEITIO/R0),

9.8. Limitations of Liability (5 R (T)

JCAN Public CA is not responsible for damages regarding authentication services against

Subscribers, Relying Parties or other third parties.

All damages not caused by JCAN Public CA

Any damages caused by not fulfilling the obligation of Subscribers or Relying Parties
Any damages originated from the systems of subscribers or relying parties

Damages caused by the negligence or failures of Hardware or Software used by JCAN
Public CA and other parties

Damages resulted into secondary or indirect loss of profit from use of certificates or
digital signatures.

Damages originated from information published on the certificate and CRLs but cannot
be attributed to the responsibility of JCAN Public CA.

Damages resulted from improvement in cryptographic algorithm decoding technology
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beyond current expectations.
*  Any responsibilities originated from the termination of JCAN Public CA
* Any damages originated from the suspension of JCAN Public CA which resulted from
natural disasters, wars, upheavals, terrorism, and other inevitable accidents.
* Any responsibilities originated from the suspension of JCAN Public CA
JCAN FBFE)m 1%, FBAE—ERICET 2L TOEFIZHOWT, FIAE . BEEE I OfMoE =
FIZ LT, —UIoELEEZADRNEDET D,
* JCAN ZRER IZERK Lian—gloEFE
o FIRFEIHGEEE OBGOBIT 2R lo AL 5 —H0RE
o FIRFEXITREEE OV AT KMIRRKT 5 —HI0HE
* JCANGERER MOZOMYFEEDHMT O N —F U =7, V7 by =7 OB - FEAIC
L 2EE
o FEHIENIIEFELICEE L THRAET S, KW, MEER, BEFIEO—TIOEFE
o JCAN FiE/R OBEIZIFTHZ L OHRARNWER T, EHERY CRL 2R I E#H
(CERNTDIRE
o HBIFFSTOTHEEBA, K5 TV X AMigmchiffiom iR+ 518%E
+ JCANGERER O TIZERKT 2 —HI0EE
o REMBE, ZothoBREE, BE BEL. 7T, TOMORAHAICERKT S JCAN
e TV vs CA OV —ERADEILICERNT S —UDEE

9.9. Indemnities (ffif&)
JCAN Public CA shall indemnify to Subscribers, Relying Parties, or other third parties for

the damages which are not specified in Section 9.8.
In any cases, the amount of money received is set as an upper limit for Liability for damages
which JCAN Public CA bears.
Subscribers, Relying Parties, or other third parties shall indemnify for the damages JCAN
Public CA suffers originated from the failure in fulfilling the obligations or responsibilities
stated in this CPS. To the extent permitted by law, Subscribers, Relying Parties, or other
third parties shall indemnify JCAN Public CA and its stakeholders against any loss,
damage, or expense, including reasonable attorney’s fees related to claim, dissent, lawsuit
resulting, etc.
LRA shall indemnify the damages of JCAN Public CA in connection with the requirements
specified in Application Form and Terms of Use for LRAs. To the extent permitted by law,
LRA shall indemnify JCAN Public CA and its stakeholders against any loss, damage, or
expense, including reasonable attorney’s fees, related to claim, dissent, lawsuit resulting, etc.
JCAN FEAER 13X, 9.8 THIZHHE L TWARWEEIZHOW T, FIHE . BilEE EZ Do =351
HLTEEZAI D LT D,
72 25 A28 W ThH, JCAN bR NAET LMEREIE, TRz LIRET 5,
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FIRE K OBGEE 13, A CPS ICREHDOFS IIBEEOANEITICER T % JCAN FBIER 2345
HEZMETL2b0L L, HEOFTHM T, 7 L—»i, BREMOHFBFIERT2H 50 5H
&, BELWVITHE, Fh bl 2% LE N % JCANRIER KUZ OEE Lo /1B
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# LT JCANRERER 23~ 7 BEZME L. (FHEOFFFEH T, 7 b—24, RERUEFAEIC
BERT2HOp oML, BEFSVITHE, 6B T 27 EE % JCAN ZRERAD
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9.10. Term and Termination (HA[E] & W& T)

This CPS remains in force until notice is published on the repository.
A CPS iZ, UARY MY Rz, sl ol L BAMINDE T, WNhEFbET 5,

9.11.Individual notices and communications with participants (Bt~ 518 2
M M5 iE)
GlobalSign accepts notices related to this CPS by means of digitally signed messages or in
paper form. Upon receipt of a valid, digitally signed acknowledgment of receipt from
GlobalSign the sender of the notice deems its communication effective. The sender must
receive such acknowledgment within twenty (20) business days, or else written notice must
then be sent in paper form through a courier service that confirms delivery or via certified or
registered mail, postage prepaid, return receipt requested, addressed to the sender.
Individuals communications made to GlobalSign must be addressed to:
legal.jp@globalsign.com or by post to GlobalSign in the address provided in Section 1.5.2.
GlobalSign (%, A CPSIZBL CTT VX INEL STz A vt — Y TR Z V2@ 2 5 )
A5, GlobalSign 76 DHEMNDOT X NEL SNTZZ BN - TR T, BHOEE
BREOBENENThHoT L Mﬁéh‘é HDET D, ﬂé{a% ZOZEBHE 20 AW
WLTZETED OO LT D, FFE@MELDHEIE. ﬁﬂi%%ftﬁﬂﬁ% DELEY —E AT LD Fik
INdh, b LLITEEEIE, ﬁﬁ@ﬂ%ﬁﬂ%b\ EREEZEBENEZMNALE LT, ZH AL TIC
HEHT5H D ET D, GlobalSign ~DfE B DHEAE I, legal.Jp@globalslgn.com 56, XA
CPS ® 1.5.2 HHIZFEE & D GlobalSign O H THRICEMEINDI LD LT 5,

9.12. Amendments (2 1FZF1H)
The GlobalSign PACOM1 - CA Governance Policy Authority, which is composed of members

of the GlobalSign management team and appointed by its Board of Directors, is responsible
for maintaining this CPS.
GlobalSign notifies JIPDEC of any major or significant changes to this CPS.

GlobalSign @ PACOM1 — CA Governance Policy Authority 1%, GlobalSign D&% F— A
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9.13. Dispute Resolution Provisions (i F+# Z B4 2 H &)

Before resorting to any dispute resolution mechanism including adjudication or any type of

Alternative Dispute Resolution, the party agrees to notify JCAN Public CA.

9.14. Governing Law (YE#Li%)
This CPS is governed, construed, and interpreted in accordance with the laws and regulations
of Japan. Tokyo District Court shall have the exclusive jurisdiction over all disputes arising

in connection with JCAN Public CA services.

9.15. Compliance with Applicable Law G % D 1245F)
JCAN Public CA complies with applicable laws and regulations of Japan.

9.16. Miscellaneous Provisions (—#%=51H)

(1) Survival (f7f¢)

The legal obligations and restrictions survive even after the termination of JCAN Public CA.

(2) Severability (43#f)
If any provision of this CPS, including limitation of liability clauses, is found to be invalid or

unenforceable, the remainder of this CPS should be interpreted in such manner as to represent

the original intention of the parties.
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9.17. Other Provisions (OO E)

This CPS shall be binding upon the successors, executors, heirs, representatives,

administrators, and assigns, whether express, implied, or apparent, the parties that this CPS

applies to.
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