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9.12 DB ZETE oottt ettt ettt ettt e et et et et et er et ea e n et e ne et ea et enene 72
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9.12.2 TBFTTTIETE OFBBET cvoeeeeeeeeeeeeeeeeeeeeeee e e ev et et s et e vt et s en s s sn v s se e 73
9.12.3 OID (772 = 2 Pkl 1) EZH LIRVTFULTL 5 72UV GBS e, 73
9.13 Y TR T B D T oottt ettt ettt ettt ettt e e e e 73
9.14 TEHILTES oottt et ettt ettt et et et e e ettt et et et e s e s enenen et t et et nenaenenes 73
9.15 T T DD TEST oottt ettt ettt ettt ettt a ettt ettt e en st s 73
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Version

Release Date

Status & Description

V4.0

V4.1
V4.2
V4.3
V4.4

V4.5

V4.6

V4.7

V4.8

V4.9

V5.0

V5.1

V5.2
V5.3

V5.4

V5.5

V5.6
V5.7

V5.8
V5.9

V6

22/03/12

29/03/12
07/06/12
01/07/12
15/03/13

31/03/13

07/03/14

25/06/14

02/09/14

05/03/15

15/08/15

02/05/16

16/06/16
11/08/16

02/02/17

07/08/17

14/12/17
03/04/18

06/15/18
09/28/2018

03/12/2019

Administrative update — Inclusion of additional WebTrust 2.0
and CA/BForum Baseline Requirements for issuance of SSL
Certificates.

Addition of support for NAESB.

Additional CA/BForum Baseline Requirements support
Additional CA/BForum Baseline Requirements

Extended validity period of PersonalSign, Administrative
updates.

Modification to NAESB Certificates incorporating WEQ-012
v 3.0 updates

Statement of compliance to CA/Browser Forum Baseline
Requirements, EPKI specification update

Administrative updates/clarifications

Modified provisions to ensure compliance with CA/Browser
Forum Baseline Requirements

Modified availability requirement and maximum process time
for revocation

Administrative update/clarifications

Modifications to enhance the description of domain validation
processes, highlighted by public review.

Modified maximum validity period of Code Signing certificate
GlobalSign’s new R6 root and readability enhancements to
cover new AATL offerings

Policy OIDs and Publication of all of GlobalSign’s Non
Constrained Subordinate CAs

Annual Review

Modified NAESB EIR requirements to reflect non WEQ
energy participants requirements

Adding Root R7 and R8 Certificates

Adding Test CA OID

Reflected changes from CABF Ballot 173

Clarification on Certificate Transparency

Removal of Root R2 & R4; addition of code signing minimum
requirements

Updates for AATL Digital Signing Service

Added CAA record checking requirement

Annual update/review to fix bugs

Updates related to Annual BR Self Assessment

Max SSL validity set to 825 days

Specified that GlobalSign no longer generates keys for SSL
certificates

Updates for NAESB identify requirements

Updates for Qualified Certificates

Updates to revocation timelines in accordance with CABF
Ballot SC6

Made a variety of definition/acronym updates to comply with
360 Browser root policy requirements

Updated roles requiring separation of duties

Added new ICAs for AATL and Timestamping

Added new Email Domain Validation methods and definitions
Added new Phone Domain Validation methods and
definitions

Added new loT policy OIDs

GlobalSign CP (Certificate Policy)
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V6.1

V6.2

V6.3

V6.4

V6.5

V6.6

V6.7

V6.8

05/30/2019

09/25/2019

03/31/2020

07/07/2020

09/30/2020

12/29/2020

03/30/2021

30/09/2021

Added new GlobalSign R46/E46 Root Certificates

Added new Private Client Certificate Policy OID

Support for Qualified Timestamping and Qualified Web
Authentication Certificates

Changed “re-key” definition to match WebTrust

Removed reference to NAESB High Assurance certificates
Removed “any other” method for IP Address approval

Added non-TLS roots

Updated address in section 1.5

Added more detail to AATL Individual/Organization vetting
requirements

Added new Timestamping Token OID

Added advanced electronic signature/seal (or higher) as an
alternative means to confirm authority following COVID-19
emergency

Added notification period for subscribers regarding expiration of
certificates

Added new CABF code signing requirements

Support for qualified certificates (hon-QSCD) and QSCD managed
by GlobalSign.

Max SSL validity set to 397 days.

Removed code signing certificates for individuals.

Added hierarchy validation approach for eIDAS.

Updates for uniqueness of Names.

Disclosure of Registration / Incorporating Agency.

Added S/MIME and Client Authentication certificate products and
OIDs.

Added revocation at GlobalSign’s discretion.

Updates to revocation reasons.

Removal of Root R7, R8.

Updates for UK trust services

Revision of revocation requirements

Revision of OIDs

Updates for ballots SC28, SC30, SC31, SC33

Grammatical updates, language consistency, RFCs

Relying party liability for PSD2 certificates

Root inclusion feedback

Specification of KeyPurposelds

Updates for UK trust services

Including affiliated entities

Added Timestamping Root E46

Revision of OIDs, including LRA OIDs

Clarified non-verified subscriber information

Grammatical updates, language consistency

Updates to operational periods and key pair usage periods
Updates for ballots SC42, SC48

Clarification of reuse periods

Added support for ACME domain validation method

Added OID for UK elDAS Qualified Timestamping

Revised OID description for JCAN
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1.0 XC®»IZ

AFEHERY >—@LLF, A CPJ &\ 9)i%, GlobalSign NV/ISA K UEES4E (LA R, [GlobalSign] &\ %)
DT 2R E O — R CEAT 5, ACP L, ETEAZEORITE, GEAZEOFIET = v 7 —1
ARG T A 7Y A 7 OVEBRE RIS, £72, GlobalSign (X, # A LAY 7EOBIMY—E R L g
95, K CP X, 15 H IRV —&H) ICHET L 2EY, #BEEHINDL, K CP ORFMRIT
GlobalSign 7' /v—7"2%ED VR kU (https: //WWW.gIobaIsign.com/repository)L:/\F'aﬁéﬂéo (AL 3 K
OFIHE KR LA CP OB 2 MBI T 272912, ACP OB LI Z LndH b, (HL, SiElc L -
THNEDR—EBNH D356, FEERAEA - %I)ﬂ D)

CP %, THEOEX =2V T ¢ BHEFFOREDERMBE N XILT 7V r—a Oy 7 A~OETFEHED
WHBEEZ R, —EHOBA TH D, ACP 1E 2003 4 11 AT Internet Engineering Task Force(LL T,
NETF] &0 9)23381T L7z RFC 3647 ITE® LAVIEAERITHE - TRl 9~ 5 (RFC 3647 DFATIZfEV RFC
2527 [IFEIEE N TWB), Zd RFC I, ﬁ%%%&ﬁ%%@%ﬁh%ﬁéﬁﬁ%@%%%ﬁ OV
WLIEAKOFEETH D, RACPIZBWT, &« Hi/e &% RFC 3647 ORERUZHENL L TRRIFTWDHR, &
_TWOA%WQﬁGDMB@1@#—tZTi§ éﬂfw&v%@ B0 ThsrHacix,. A
ER L] LRI L TW A, ANt A LT 2 NEN H DAL, ARER AR/ NER 212 TE
:K%ﬁbfbéoMC3M7@%ﬁKAbﬁé:&T\m@#~FN—?4%ﬁ%&@K@%é%ﬂ%V
L. HHEEREZED D,

K CP T FOERFIHITHER S 5 L2 HRYET D,

e Browsers’ root programs
RFC3647, Request for Comments: 3647, Internet X.509 Public Key Infrastructure: Certificate Policy
and Certification Practices Framework, Chokhani, et al, November 2003.

e North American Energy Standards Board (NAESB) Accreditation Requirements for Authorized

Certificate Authorities

WebTrust Principles and Criteria for Certification Authorities

WebTrust Principles and Criteria for Certification Authorities - SSL Baseline with Network Security

WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL

WebTrust Principles and Criteria for Certification Authorities — Code Signing Baseline Requirements

Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on

electronic identification and trust services for electronic transactions in the internal market and

repealing Directive 1999/93/EC

e The Electronic Identification and Trust Services for Electronic Transactions (Amendment etc.) (EU
Exit) Regulations 2019)

e The Electronic Identification and Trust Services for Electronic Transactions Regulation 2016 (2016
No0.696))

A CP I, BRERIZET 2 LU F OSMPERF I ER S 2

e CA/Browser Forum Baseline Requirements for the Issuance and Management of Publicly-Trusted
Certificates (UL T [Baseline Requirements])

e CA/Browser Forum Guidelines for the Issuance and Management of Extended Validation Certificates
(BAFTEV HAKTA])

e CA/Browser Forum Network and Certificate System Security Requirements

e CA/B Forum Baseline Requirements for Code Signing (L. T [Baseline Requirements for Code
SigningJ)

http://Awww.cabforum.org TABHESALD, RLEHE KL O LA EROMICAR —ER3 b o o h . SMBEREIH
DACEHIERE L THEHA SN S,

A CP li\ UUFICR S 20D, GEAEO T A 7 A I NVEBOTODERNORANT T 77 4 A% FTRT
DIeOIERSND, BMAESE, €% =2V 7 ¢ FIH, BERUFIBOLEE L WST72, R —RUFHRE
EORBITHIET D, N— FEEAFEL, A— FEHEFEAFEZERTDE T 4 7 412 & o TEZEHICH]
I EH5MESNTHD2, HIS RV LvZRv 1 2LL RO FAL CA OERL A i L CREM HHE
EEHILZDIHbhs,

A CP L, A CP IZESWTHIHRNIRUET 2F8FE — 2 2R T 2R, RO L, XI3EIL L &
O LT DML FEHRITEAS D,
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ZIK CP IR Z AL T 5, HXFEADM KL NE DO FFEIZIR SR OBIZ THEICA =013 H 55
B EUROBRENEEEN SN D,

11 =

A CP X, GlobalSign 723, BEH D AT A)sb E$Z XX Trusted Root™ (B 2.4 D/V— b EERH T OV
T &G, LARIOMERNE TRoot Sign) )7'm 7' F A5 MIERNCRITT 5 e ERBICE T SN b,
AR CPOHBIZ, /— FMEFFEROIEIT CADOEHICE L GlobalSign MEA T 2 EE P& 4H L, bk
OEFHEHREDO BIFCHER L CEFIEHENRITEN TS I L 2FETH2 L THDH, S5IZ, elDAS HAI
(fﬁElJ(EU)N910/2014) (LLF. TelDAS 1 EVN)) KUY eIDAS (JeE DiEAL) & 1S | OE 7358 & N7 AR —
2B 24 2016 (uT TUK eIDAS] &)L, HERDOFEFEXITEEM LD B CHEH SN 5 EFEA
DORMEEFTDTWVBHH, ZOMIZE L, GlobalSign ¥ —E 2D H =0 | AIEOFEY KB O HFEOH
FHN CIEE 217> T\ 5, HEEITON AN —E (X, GlobalSign »Bi#i< 4t TéHhs GMO GlobalSign LTD.
DIEE L, [FttbEmt CiRftans,

AKCPIE, KCPIZHESERITEINDIMHED S A 7H A4 V7 VT LI ETOEED B, 5, FHLEO)
FHRiEa2TEDDH, Wb, EFTR&EZL] 258887528 T, fEM— BRI T 28 OB
MAZREL TS,

GlobalSign ¢ Certificate Practice Statement(LL T TCPS) & WHNIARCP ##fise L. [REIFRNED I H1

WL %2y Feakd 5, CPS X, =» Fa—#iz, 1T CA (bbb, FIAHI _uEEﬂ%%ﬁfxﬁ”é
FHEMR)BZD LD R EAER LERT DRI 5 7“:1 A, FE, RO RO E & 42
92, [FEkIZ. GlobalSign Trusted Root ®F|fHE H & H3381T CA L 72 2456, T ORIAE TR 285
KO — e RIZH A3 % CPS M B IZHER: - BELT 5,

GlobalSigni%., AXCP K U'CPSIZMZ., BLTF DKL 5 eI LT 2R Y o — 2 RliascE b L TR 5,

o HGKGIAE - SCEEIAGH
o EXaUTF4HYI—

o AMRY —

o HEEBAY T —

o IR

SbiT, MOBESCEIZIE, UTOLDOREEND ¢

e  GlobalSign 7> bk I HIREICEAT 2 FHAZ TV 5 GlobalSign U7 7 ¢ —R Y 3 —
o {EAIEMAH#EICES T 5 GlobalSign 77 A /Sy —R Y v—
e  GlobalSign ®/L— MEEOERFE S 2 MY # 5 GlobalSign CP

i FTRE 72 GlobalSign & TORY —I3HERH 2 = FENLEREEZZITTEBY, Zhb0R D —i
WebTrust & —/L &} 5. L7= GlobalSign @V = 7 %A s TABRIN T2, BIHHRITERZ %1 TREtT
éo

111  FEEAE4
A CPICHESEEHEN D GlobalSign /L —  CAFEHEDAFRILL T O Y

GlobalSign Public Root CA Certificates:

e GlobalSign Root CA — R1 with fingerprint
EBD41040E4BB3EC742C9E381D31EF2A41A48B6685C96E7CEF3C1DF6CD4331C99

e GlobalSign Root CA — R3 with fingerprint
CBB522D7B7F127AD6A0113865BDF1CD4102E7D0759AF635A7CF4720DC963C53B

e GlobalSign Root CA — R5 with fingerprint
179FBC148A3DD0O0FD24EA13458CC43BFA7F59C8182D783A513F6EBEC100C8924

e GlobalSign Root CA — R6 with fingerprint
2CABEAFE37D06CA22ABA7391C0033D25982952C453647349763A3AB5AD6CCF69

e GlobalSign Root CA — R46 with fingerprint
4FA3126D8D3A11D1C4855A4F807CBAD6ECF919D3A5A88B03BEA2C6372D93C40C9

e GlobalSign Root CA — E46 with fingerprint
CBB9C44D84B8043E1050EA31A69F514955D7BFD2E2C6B49301019AD61D9F5058
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https://secure.globalsign.com/cacert/root-r1.crt
https://secure.globalsign.com/cacert/root-r1.crt
https://secure.globalsign.com/cacert/root-r3.crt
https://secure.globalsign.com/cacert/root-r5.crt
https://secure.globalsign.com/cacert/root-r6.crt
http://secure.globalsign.com/cacert/rootr46.crt
http://secure.globalsign.com/cacert/roote46.crt

GlobalSign Public Non-TLS Root CA Certificates:
e GlobalSign Client Authentication Root R45 with fingerprint
165C7E810BD37C1D57CE9849ACCD500E5CBO1EEA37DC550DB07ES98AAD2474A8
e GlobalSign Client Authentication Root E45 with fingerprint
8BOFOFAA2COOFE0532A8A54E7BC5FD139C1922C4F10FOB16E10FB8BE1A634964
e GlobalSign Code Signing Root R45 with fingerprint
7B9D553E1C92CB6E8803E137F4F287D4363757F5D44B37D52F9FCA22FB97DF86
e GlobalSign Code Signing Root E45 with fingerprint
26C6C5FD4928FD57A8A4C5724FDD279745869C60C338E262FFE901C31BD1DB2B
e GlobalSign Document Signing Root R45 with fingerprint
38BE6C7EEB4547D82B9287F243AF32A9DEEB5DC5C9A87A0056F938D91B456A5A
e GlobalSign Document Signing Root E45 with fingerprint
F86973BDD0514735E10C1190D0345BF89C77E1C4ADBD3F65963B803FD3C9EL1FF
e GlobalSign Secure Mail Root R45 with fingerprint
319AF0A7729E6F89269C131EA6A3AL6FCD86389FDCAB3C47A4A675C161A3F974
e GlobalSign Secure Mail Root E45 with fingerprint
5CBF6FB81FD417EA4128CD6F8172A3C9402094F74AB2ED3A06B4405D04F30B19
e GlobalSign Timestamping Root R45 with fingerprint
2BCBBFD66282C680491C8CD7735FDBBAB7A8079B127BEC60C535976834399AF7
e  GlobalSign Timestamping Root E46 with fingerprint
4774674B94B78F5CCBEF89FDDEBDABBD894A71B55576B8CC5E6876BA3EAB4538
e GlobalSign IoT Root R60 with fingerprint
319AF0A7729E6F89269C131EA6A3AL6FCD86389FDCAB3C47A4A675C161A3F974
e GlobalSign IoT Root E60 with fingerprint
5CBF6FB81FD417EA4128CD6F8172A3C9402094F74AB2ED3A06B4405D04F30B19

ERO— FNEEAET TLS LA O RIS S, WebTrust O BERFIE 2 A 22137237 Y v J FE
BHETH Y, GlobalSign Ok~ 7Y —EABMIZNR I D LER-oTND, THHD N — MEAES,
GlobalSign O i CUIFIA)FFI & 0% 4 3 2 Rt ORI, FEELROBEET 25 L) — 2%
FKZHBN—FRU2T RNV 7 b T =T DT Ty b7 4 —bL~flBEAND Z &%, GlobalSign iTHESRE L T 5,
N—bLEHEDO T A T A I VEBREDRNIITO 2N TEDLLORIAET 2720, AR THILIT,
GlobalSign 1¥7°'7 v b7 4 —AD 7T g Z L3 - RakE ki35, L»L. GlobalSign (377 v >
F—LDT A IR L, BEKEICTERN EoFB 72 < GlobalSign o/L— hEHEEZMAAND Z &
HLHELEL TV B,

GlobalSign Non-public Root CA Certificates:

e  GlobalSign Non-Public Root CA — R1 with fingerprint
8D2EEFC79397F86BD4DB5B16A84144156D7EE352B57DE36B2C4FC738081DF9C9

e GlobalSign Non-Public Root CA — R2 with fingerprint
24FD17248F3B76F82AF2FD9C57D60F3EF60551508EE98DC460FD3A67866ECCEA

e GlobalSign Non-Public Root CA — R3 with fingerprint
A3BB9A2462E728818A6D30548BD3950B8C8DAE1B63FC89FEG6E10BB7BAB5725A

e GlobalSign Trusted Platform Module Root CA with fingerprint
F27BF02C6E00C73D915EEB6A6A2F5FBFOC31AE0393149E6B5C31E41B113841C3

e GlobalSign Trusted Platform Module ECC Root CA with fingerprint
5A8C7B5EB888CFCE9322068E80E82B28B554FFEB7FDC9638DCB3763077401D26

GlobalSign (. ZivH D — FFEAED, BEFIEAEHICHISARRN— RO =7 /Y7 vho =T 77 v k
Td—Ah~EHEIND XD BB E & 0T 21T T\, GlobalSign 1%, FIEERGEIZIZT T v b7
Fd— LT aNAFERERERE L, v— FRERAEORNR T A TV A I NEREIT o> TV D, FIFEIZ,
GlobalSign 377 v b7 4 — A7 a A ZRACOKEIZLY , B EoFRE2ADLTICYZ%L— MY
T2 2 & BB LTV 5, . GlobalSign Root CA - R2 & U* GlobalSign Root CA - R4 13
GlobalSign nvisa DA 7> S 44 7-,

Trusted Root & i GlobalSign ®%—E AT, ZH=ZFHMBEHFT 5 CA % T CA %4 LT GlobalSign /L— k
AEAED L DIl F=— 0 TE2 XTI ETHD,

Trusted Root TPM &%, 5 =F N EM 3 2717 CA % L7 GlobalSign Trusted Platform Module ®/L—
AEAED 1 DT = — X85 &V D GlobalSign D% —E X Th 5,
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http://secure.globalsign.com/cacert/clientauthrootr45.crt
http://secure.globalsign.com/cacert/clientauthroote45.crt
http://secure.globalsign.com/cacert/codesigningrootr45.crt
http://secure.globalsign.com/cacert/codesigningroote45.crt
http://secure.globalsign.com/cacert/docsignrootr45.crt
http://secure.globalsign.com/cacert/docsignroote45.crt
http://secure.globalsign.com/cacert/smimerootr45.crt
http://secure.globalsign.com/cacert/smimeroote45.crt
http://secure.globalsign.com/cacert/timestamprootr45.crt
http://secure.globalsign.com/cacert/timestamproote46.crt
http://secure.globalsign.com/cacert/iotrootr60.crt
http://secure.globalsign.com/cacert/iotroote60.crt
http://secure.globalsign.com/cacert/gsnonpublicroot1.crt
http://secure.globalsign.com/cacert/gsnonpublicroot2.crt
http://secure.globalsign.com/cacert/gsnonpublicroot3.crt
http://secure.globalsign.net/cacert/TPMRoot.crt
https://secure.globalsign.com/cacert/tpmeccroot.crt

FERAEIZ LD, =0T 4 T A IXETHRGIOE, toBEIZINEFEICACOETTEAMH L2, 7—#IZ
TFUINELE L2 THZENTED, ibRiE, BFREAEIC X 0 FIRAE R OF OE#O BEEE 278
FE9 %, Trusted Root 1%, HE&DOFIT CA OFEHEME~OEHEN EXD, V=T 7 I 0 binolof =38
DT TV r—va VRO XD GERERRIE A RIS 2 Z L2 HAVE L. GlobalSign OFEIEREIC AN Z
Fh 2%, Trusted Root F{T CA D &1L, HIZ GlobalSign D% —EADF|EEZEH L TN ZETH D,

FEHEZ XTS5 e 23, 22—V O, ARTHR, FERE, e S LIk, ETREREO%R

1T Kb, AOMIREG T & Vo iEHELZEH T LD DOFRE PG END, AKRY =i,
GlobalSign 73, FEBIEOFREIT 28 U CRRHENMEN T 2 AR EZRET 2 Z LIk > T, dEHEFEOZ—F
DARNTH D Z L &iEHT 5,
CDAVABZLADTUT 4T 41I21E, = l\:L *)‘X HORBIER NG EN D HEEND D,
GlobalSign 23292 EFREAFIL. Madliik, Wafb, EREICHEM §72 248 TE %, LnLansb,
U707 4—RY = TEEHENMER S5 7 7 ) r—varoffezid T, ERAEELRFEDOE TR A
), B OLV_VTORMEM T2 L IRESND Z LR H D,

GlobalSign 1Z, A CPIZBT2a A &, 15 R Y O —FHIZFHHM SN TWAEFSEIZZIT 2,

1.1.2 Trusted Root F1T CA ~DBIMNEREIH

K CP TIL, ¥V — v AORIH % FFEIN731T CA MO TrustedRoot $—E RSN T H s, 2
#UiZ. GlobalSign 2% TrustedRoot D77 o R4 @ FIZiRHET 5F8FEROFEHETF = —=0 77 v /I Lk i@
U. #17 CA O HRIFEH# % GlobalSign Bf@IcF = —> T 5% —E 2 Th %, TrustedRoot FEHEDIRILIC
DNWTIEHBLFO X 5 s 5 -

o TE A ARV R UK AERFHEW 2TV — NN—F ¢ NIEHT D RIT CA KL
GlobalSign 73 #177 5.,

o RENICELINTZRIERNEDT Z 2 RO TFIZEDOFRITRRE T SSLAEAE « SIMIME FiEH
EBEFITTL2HMICBNTOR, BITT D,

o F¥—xRJBu— (BOFE-FHE) FEHE, OCSPIZL Y EL SNIZEAER SICR ST, FEHE
DTATYA I NVERERMET D72 DICLERZOMD X A T OREFAEERITT 52 ERFFTEN
HHENRD D,

o I— RY A=V IRAEESRITTHHNTIHERTLZ &N TE AR,

o H—RX—F 1 GlobalSign EIEIDOME % R#ET 57, SSL, SIMIME @ HEIZBWTHRE
OEEHNTHEAT S L5 HIBEN TN D,

GlobalSign (37 = — > ¥ —E 2 MITM (Man in the Middle)iZ . % SSL/TLS 1% 4% F 4 —7 + 24w |«
AVART va ER SN D T L ERRRICEIET D,

1.2 X&EA LR

A FHIT GlobalSign FEHERY > —Th 5,

GlobalSign NVISA ®A# 7 ¥ =7 Fghl+ (LLF. TOID] &5, ) X, 1SO (1), @Al iz (3).

DoD (6)., > #—>xv b (1), KM (4). 42 (1). GlobalSign (4146)T¥ %, GlobalSign ¥4 CP 23xt5 &
T DRk & RRERE, FEITH L, kO OID 21595

Category OID Description
TLS 1.3.6.1.4.1.4146.10.1 TLS Policies Arc
1.3.6.1.4.1.4146.10.1.1 Extended Validation TLS Policy
1.3.6.1.4.1.4146.10.1.2 Organization Validation TLS Policy
1.3.6.1.4.1.4146.10.1.3 Domain Validation TLS Policy
Authentication 1.3.6.1.4.1.4146.10.2 Authentication Policies Arc
GlobalSign CP (Certificate Policy) 14/75
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Category

oD

Description

1.3.6.1.4.1.4146.10.2.1

Extended Validation Auth Policy

1.3.6.1.4.1.4146.10.2.2

Organization Validation Auth Policy

1.3.6.1.4.1.4146.10.2.3

Domain Validation Auth Policy

1.3.6.1.4.1.4146.10.2.4

Individual Validation Auth Policy

S/IMIME 1.3.6.1.4.1.4146.10.3 S/MIME Policies Arc
1.3.6.1.4.1.4146.10.3.1 Extended Validation S/IMIME Policy
1.3.6.1.4.1.4146.10.3.2 Organization Validation S/IMIME Policy
1.3.6.1.4.1.4146.10.3.3 Domain Validation S/IMIME Policy
1.3.6.1.4.1.4146.10.3.4 Individual Validation S/IMIME Policy
1.3.6.1.4.1.4146.1.40.70 Client Certificates Policy (Email Protection)

Code Signing 1.3.6.1.4.1.4146.10.4 Code Signing Policies Arc
1.3.6.1.4.1.4146.10.4.1 Extended Validation Code Signing Policy
1.3.6.1.4.1.4146.10.4.2 Organization Validation Code Signing Policy

g%%‘f%em 1.3.6.1.4.1.4146.10.5 Document Signing Policies Arc

Qualified 1.3.6.1.4.1.4146.1.40.36 elDAS Qualified Certificates for Signing (subscriber QSCD)

1.3.6.1.4.1.4146.1.40.36.1

Qualified Certificates for Electronic Signatures - Signing (Natural
Persons with QCSD) - managed by Subscriber

1.3.6.1.4.1.4146.1.40.36.2

Qualified Certificates for Electronic Seals - Signing (Legal Persons
with QSCD) - managed by Subscriber

1.3.6.1.4.1.4146.1.40.37

elDAS Qualified Certificates for Signing (non-QSCD)

1.3.6.1.4.1.4146.1.40.37.1

Qualified Certificates for Electronic Signatures - Signing (Natural
Persons without QSCD) managed by Subscriber

1.3.6.1.4.1.4146.1.40.37.2

Qualified Certificates for Electronic Seals - Signing (Legal Persons
without QSCD) - managed by Subscriber

1.3.6.1.4.1.4146.1.40.37.3

Qualified Certificates for Electronic Seals - Signing (Legal Persons
without QSCD)- PSD2 - managed by Subscriber

1.3.6.1.4.1.4146.1.40.38

elDAS Qualified Certificates for Signing (remote QSCD)

1.3.6.1.4.1.4146.1.40.38.1

Qualified Certificates for Electronic Signatures — Signing (Natural
Persons with QSCD) - managed by GlobalSign

1.3.6.1.4.1.4146.1.40.38.2

Qualified Certificates for Electronic Seals - Signing (Legal Persons
with QSCD) - managed by GlobalSign

1.3.6.1.4.1.4146.1.40.39

Qualified Certificates for Authentication (non-QSCD)

1.3.6.1.4.1.4146.1.40.39.1

Qualified Certificates for Electronic Signatures - Authentication
(Natural Persons without QSCD) - managed by subscriber

GlobalSign CP (Certificate Policy)

Version: J-6.8.b.

15/75




Category

oD

Description

1.3.6.1.4.1.4146.1.40.39.2

Qualified Certificates for Electronic Seals - Authentication (Legal
Persons without QSCD) - managed by subscriber

1.3.6.1.4.1.4146.1.40.40

elDAS Qualified Certificates for Server Authentication (non-
QSCD)

1.3.6.1.4.1.4146.1.40.40.1

Qualified Certificates for Qualified Web Authentication Certificates
(QWAC)

1.3.6.1.4.1.4146.1.40.40.2

Qualified Certificates for Qualified Web Authentication Certificates
(QWAC) — PSD2

1.3.6.1.4.1.4146.1.44.36

UK elDAS Qualified Certificates for Signing (subscriber QSCD)

1.3.6.1.4.1.4146.1.44.36.1

Qualified Certificates for Electronic Signatures - Signing (Natural
Persons with QCSD) - managed by Subscriber

1.3.6.1.4.1.4146.1.44.36.2

Qualified Certificates for Electronic Seals - Signing (Legal Persons
with QSCD) - managed by Subscriber

1.3.6.1.4.1.4146.1.44.37

UK elDAS Qualified Certificates for Sighing (non-QSCD)

1.3.6.1.4.1.4146.1.44.37.1

Qualified Certificates for Electronic Signatures - Signing (Natural
Persons without QSCD) managed by Subscriber

1.3.6.1.4.1.4146.1.44.37.2

Qualified Certificates for Electronic Seals - Signing (Legal Persons
without QSCD) - managed by Subscriber

1.3.6.1.4.1.4146.1.44.37.3

Qualified Certificates for Electronic Seals - Signing (Legal Persons
without QSCD) - PSD2 - managed by Subscriber

1.3.6.1.4.1.4146.1.44.38

UK elDAS Qualified Certificates for Signing (remote QSCD)

1.3.6.1.4.1.4146.1.44.38.1

Qualified Certificates for Electronic Signatures — Signing (Natural
Persons with QSCD) - managed by GlobalSign

1.3.6.1.4.1.4146.1.44.38.2

Qualified Certificates for Electronic Seals - Signing (Legal Persons
with QSCD) - managed by GlobalSign

1.3.6.1.4.1.4146.1.44.39

UK Qualified Certificates for Authentication (non-QSCD)

1.3.6.1.4.1.4146.1.44.39.1

Qualified Certificates for Electronic Signatures - Authentication
(Natural Persons without QSCD) - managed by subscriber

1.3.6.1.4.1.4146.1.44.39.2

Qualified Certificates for Electronic Seals - Authentication (Legal
Persons without QSCD) - managed by subscriber

1.3.6.1.4.1.4146.1.44.40

UK elDAS Qualified Certificates for Server Authentication (non-
QSCD)

1.3.6.1.4.1.4146.1.44.40.1

Qualified Certificates for Qualified Web Authentication Certificates
(QWAC)

1.3.6.1.4.1.4146.1.44.40.2

Qualified Certificates for Qualified Web Authentication Certificates
(QWAC) — PSD2

Registration
Authorities

1.3.6.1.4.1.4146.1.45.1

LRA for Qualified certificates

1.3.6.1.4.1.4146.1.45.2

External RA for Qualified certificates

Timestamping

1.3.6.1.4.1.4146.1.30

Timestamping Certificates Policy

GlobalSign CP (Certificate Policy)
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Category

oD

Description

1.3.6.1.4.1.4146.1.31

Timestamping Certificates Policy — AATL

1.3.6.1.4.1.4146.1.32

Timestamping Certificate Policy — Certificates for Qualified Time
Stamping (QTS) under elDAS regulation

1.3.6.1.4.1.4146.1.33

Timestamping Certificate Policy — Certificates for Qualified Time
Stamping (QTS) under UK elDAS regulation

1.3.6.1.4.1.4146.2

Policy by which the timestamping services operated by GlobalSign
incorporates the time into IETF RFC 3161 responses

1.3.6.1.4.1.4146.2.1

CDS Timestamp Test Policy

1.3.6.1.4.1.4146.2.2

Timestamping policy covering Timestamp Tokens (TST) issued
under IETF RFC 3161 with a Secure Hash Algorithm version 1
(SHAL)

1.3.6.1.4.1.4146.2.3

Timestamping policy covering Timestamp Tokens (TST) issued
under IETF RFC 3161 with a Secure Hash Algorithm version 2
(SHA2)

1.3.6.1.4.1.4146.2.3.1

Timestamping policy covering Timestamp Tokens (TST) issued
under IETF RFC 3161 with a Secure Hash Algorithm version 2
(SHA2) with R6 CA hierarchy

1.3.6.1.4.1.4146.2.3.1.1

Trusted Timestamping policy covering Timestamp Tokens (TST)
issued under IETF RFC 3161 with a Secure Hash Algorithm version
2 (SHA2) with R6 CA hierarchy

1.3.6.1.4.1.4146.2.3.1.2

CodeSign Timestamping policy covering Timestamp Tokens (TST)
issued under IETF RFC 3161 with a Secure Hash Algorithm version
2 (SHA2) with R6 CA hierarchy

1.3.6.1.4.1.4146.2.4

RFC3161 Timestamp Test Policy ECC

1.3.6.1.4.1.4146.2.5

Qualified Timestamping Tokens for eIDAS

1.3.6.1.4.1.4146.2.6

JP Accredited Timestamping Tokens - AATL

1.3.6.1.4.1.4146.2.7

JP Accredited Timestamping Tokens - non-AATL

Other
Certificate
Policies

1.3.6.1.4.1.4146.1.40

Non-Generic use Certificates Policy

1.3.6.1.4.1.4146.1.40.20

Japan Certificate Authority Network (JCAN) Issuing CA Policy

1.3.6.1.4.1.4146.1.40.30

GlobalSign AATL Certificates Policy

1.3.6.1.4.1.4146.1.40.30.2

GlobalSign AATL Certificates Policy (Class 2)

1.3.6.1.4.1.4146.1.80

Retail Industry Electronic Data Interchange Client Certificate Policy

1.3.6.1.4.1.4146.1.81

Retail Industry Electronic Data Interchange Server Certificate Policy

1.3.6.1.4.1.4146.1.90

Trusted Root TPM Policy

1.3.6.1.4.1.4146.1.95

Online Certificate Status Protocol Policy

1.3.6.1.4.1.4146.3

GlobalSign's documents (such as Certificate Policy (CP) and
Certification Practice Statement (CPS))

1.3.6.1.4.1.4146.4

GlobalSign-specific certificate extensions Internet of Things (IoT)
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Category

oD

Description

1.3.6.1.4.1.4146.5

GlobalSign Time Assessment policies

1.3.6.1.4.1.4146.5.1

GlobalSign Japan Accredited Time Assessment Service Policy

1.3.6.1.4.1.4146.11.1.1

CA Chaining 1.3.6.1.4.1.4146.1.60 CA Chaining Policy — Trusted Root and Hosted Root

and Cross

Signing 136.1.4.1.4146.1.60.1 CA Cha!nlng Policy — Trusted Root (Baseline Requirements
Compatible)

Private 1.3.6.1.4.1.4146.11.1 Private Hierarchy Certificate Policy Arc

hierarchy

Non-public Certificate Policy Arc

1.3.6.1.4.1.4146.11.1.11

IntranetSSL

1.3.6.1.4.1.4146.11.1.1.2

IntranetSMIME

1.3.6.1.4.1.4146.11.1.1.3

Demo Certificates Policy (Private GlobalSign Hierarchy) — Should
not be trusted as it may not contain accurate information. This is to
be used for testing and integration purposes.

1.3.6.1.4.1.4146.11.1.2

Private GlobalSign Internal Certificate Policy Arc

1.3.6.1.4.1.4146.11.1.3

Private Customer Internal Certificate Policy Arc
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Version: J-6.8.b.

18/75




Legacy OIDs

UFOOID IEL AL —, L Te—2&3NTEY, S T35 A LORITRENZH LV EREICES 2 51D,

Category OoID Description
TLS 1.3.6.1.4.1.4146.1.1 Extended Validation Certificates Policy — SSL - Legacy
Qualified Certificates under elIDAS Regulation — Qualified Web
1.3.6.1.4.1.4146.1.1.1 Authentication Certificates (QWAC) - Legacy
Qualified Certificates under elIDAS Regulation — Qualified Web
1.3.6.1.4.1.4146.1.1.2 Authentication Certificates (QWAC) — PSD2 - Legacy
1.3.6.1.4.1.4146.1.2 Extended Validation Certificates Policy — Code Signing - Legacy
1.3.6.1.4.1.4146.1.10 Domain Validation Certificates Policy - Legacy
1.3.6.1.4.1.4146.1.10.10 Domain Validation Certificates Policy — AlphaSSL - Legacy
1.3.6.1.4.1.4146.1.20 Organization Validation Certificates Policy - Legacy
1.3.6.1.4.1.4146.1.25 IntranetSSL Validation Certificates Policy - Legacy
Qualified 1.3.6.1.4.1.4146.1.40.35 elDAS Qualified Certificates (Generic) - Legacy
Qualified Certificates for Electronic Seals (Legal Persons with
1.3.6.1.4.1.4146.1.40.35.1 QSCD) - managed by Subscriber - Legacy
13.6.1.4.1.4146.1.40 35.1.1 Qualified Certificates for Electronic Seals (Legal Persons) - PSD2 -
Legacy
Qualified Certificates for Electronic Signatures (Natural Persons with
1.3.6.1.4.1.4146.1.40.35.2 QSCD) - managed by Subscriber — Legacy
Code signing Code Signing Certificates Policy (Certificates issued by GlobalSign
1.3.6.1.4.1.4146.1.50 containing 1.3.6.1.4.1.4146.1.50 are issued and managed in
accordance with the Baseline Requirements for Code Signing)
Authentication 1.3.6.1.4.1.4146.1.40.60 Client Certificates Policy (Client Authentication)
Client 1.3.6.1.4.1.4146.1.40.10 Client Certificates Policy (EPKI — Enterprise PKI - Legacy)
certificates
1.3.6.1.4.1.4146.1.40.40 Client Certificates Policy (EPKI for private CAs - Legacy)
1.3.6.1.4.1.4146.1.40.50 Client Certificates Policy (Private Hierarchy - AEG - Legacy)
Others Test Certificate Policy —Should not be trusted as it may not contain
1.3.6.1.4.1.4146.1.26 accurate information. This is to be used for testing and integration
purposes. (Legacy)
1.3.6.1.4.1.4146.1.70 High Volume CA Policy
1.3.6.1.4.1.4146.1.100 Internet of Things Device Certificates Policy (legacy)

Community OIDs

T DA =T A DOECHEIL S HAEAZFITIE, LT OBINOFEAF DD & 1D,
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Community OID Description
CA/Browser 2.23.140.11 Extended Validation Certificate Policy
Forum
2.23.140.1.2.1 Domain Validation Certificates Policy
2.23.140.1.2.2 Organization Validation Certificates Policy
2.23.140.1.3 EV Code Signing Certificates Policy
2.23.140.1.4.1 Code Signing Minimum Requirements Policy
ETSI 0.4.0194112.1.0 QCP-n: certificate policy for EU qualified certificates issued to natural
persons
0.4.0194112.1.1 QCP-I: certificate policy for EU qualified certificates issued to legal
persons
QCP-n-gscd: certificate policy for EU qualified certificates issued to
0.4.0.194112.1.2 natural persons with private key related to the certified public key in a
QSCD
QCP-l-gscd: certificate policy for EU qualified certificates issued to
0.4.0.194112.1.3 legal persons with private key related to the certified public key in a
QSCD
QCP-w: certificate for EU qualified website certificate issued to a
04019411214 natural or a legal person and linking the website to that person
NAESB 2.16.840.1.114505.1.12.1.2 NAESB Rudimentary Assurance
2.16.840.1.114505.1.12.2.2 NAESB Basic Assurance
2.16.840.1.114505.1.12.3.2 NAESB Medium Assurance

1.3 PKlzBIT3EEE
1.3.1 FEER ( TF1T CAl)

FREROFE —OEBITAREEME (LITF, TPKI W) 1T 2HE. T2RbbiHED T A 79 A 2
NVEBRR FIREBER, ROGEAEORIT, T Zff. K7 ST 2543797562 L Th D, FEH
EBORT—Z AHFRIL, GEAELZY 2~ (LAIF, TCRLI £\W9H, ) OEAARA » hXUIA > T A W
25— 27m han (BLF. TOCSP] 2W9H) LARUVAXOERT, VAT NI ZEUT, ABEh
%, ZOFRAERIL, GlobalSign 73 B2 X MEMICE IR A AL CA (3725, TrustedRoot 317 CA) @
ekm (LT, TRAL LW o) MHOEKIHICESEIENELZRITT 2 &L R TEWRT BITH) X
(317 CAl DA TIEINDZ ERH 5,

GlobalSign @ Policy Authority i%. GlobalSign O#% F— 4, K " GlobalSign O EfiE&eS TRB S NZ A v
N—THEE SN TH Y, GlobalSign DFFAEMKEICTF = — L ENHETOEFIHEREDIFHHERY > —0
HEFFE LIS A2 A ., GlobalSign @ Policy Authority 1%, 2 TOFEHED T A 7% A 7 VEBIZET 5 &
KHERZ AT D, ZOREAEICIE, v— FEAE, KO TrustedRoot M#1T CA % & 1r GlobalSign CA FEH]
EIEE AT D TALRIT CA OFEHER YNNG EN D,

T, 2L 5710, ACPICESEEHAELRITT 22 CORGER (GlobalSign 2&1Te) #4T
(31T CAl PRI 2,

AT CA VL, BTSN DEAEOER ) — AR EMICIMET 5, KLY FEZNLE SRR EIC SV
TOHEREMEEICNMDZENTEDL L), HERERERDBLETH D, 1T CA L, EHEDRT—F R
Bz, BFEAZEO T v 37 ¢ NIZEEHO®@Y . CRL OFAIARA > F XX OCSP L AR DA T,
UARY MY & Uit 3,
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FITCAX, TOT X —T T4 X RA NET 25N S OFEHERGEZMRIET D720, =¥ —T T4
AXRAZRETHILENTE D, T X —T T4 X RAICBWT, FIFEOMAIZRIEN ONHATERE S,
VAT AMERICL o TR SN b ETD
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Trusted Root DF|HE X, LTFOX S REZ WS -

o GEAEICEHENLSY TV FOFREDT-D CA FEAEREBIZI W TERRIEY — B X 2173 5 1
KA AT D

e GlobalSign TrustedRoot ¥ —t 2 D Fii &, L OHINE R EEOMEIZIIT 52K b, A -,
EORY —TEDLNZERFHEEZZE L, BITT5

o  MFENTHL LN PKI DRRIEDLFFRI SN D, A PKI W — B 2 OFRAHIFFAT S 417220,

o GlobalSign IZMEBRAMRIZ L W KA A v OF A & HIFPICHIR T 2R 26T 5, (o & 2IE,
RFC 5280 dNSName THE X415 Name Constraints 72 £)
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e PersonalSign 2

e GlobalSign for AATL
e Qualified certificates for electronic signatures
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PersonalSign 2 Pro

PersonalSign 3 Pro

NAESB v3.0

GlobalSign for AATL

Qualified certificates for electronic seals

b O WP L TIENE MG SNIZIEAN, BUFEBRIILL T OREHEOY 7Y =7 MIE#SND ¢

Extended Validation SSL

GlobalSign Timestamping

Extended Validation Code Signing
Qualified certificates for electronic seals

BN BEFEZEIUTORHEDOY 7V =2 MIE#sSh 5 -

e OrganizationSSL
e ICPEdu
e Code Signing

DNS ZIZLL FOFFAEOY 7V = 7 MIE#H SN 5 -

e DomainSSL
e AlphaSSL

RFC822 ICHESNDIETFA—/NT RLRAZLUTOFHEDY 7V =7 MR IND :

e PersonalSign 1
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