JCAN Certificate Policy
JCAN FERAERY o —

GMO 7 1 — b A Rt

1] 61



Document Change Control

SGT IR
Version Release Date | Status + Description Author Approver
7 01/10/2022 Administrative update GMO 7' a— 39 A > | GMO 7 e — 314 A
SMEREERICE DR T ETE
6.1 15/05/2022 Administrative update GMO 7 m— 1A > | GMO 71— 3o o
JTS FHEIZHDEEIE
6.0 01/04/2022 Administrative update GMO 7 m— LA > | GMO 72— b o o
SMEREER DS B % 52 1 T AE IE
5.0 01/10/2021 Administrative update GMO Za— ¥ A | GMO e — 41 v
NN JIPDEC JIFDEC
Managing Director
JIPDEC # %84
(JCAN $H34)
4.0 25/07/2016 Administrative update ITC/JCAN rep Managing Director
ETSI 2278 Ik 12 £k 5 & 1E ITC/JCAN 224 WHELE(JCAN 1)
3.9 28/03/2014 Administrative update DUPC/JCAN rep Managing Director
ETSI &5t D& E DUPC/JCAN 4 HEHEEJCAN 1)
3.1 18/04/2013 Administrative update DUPC/JCAN rep Managing Director
ETSI S ERS OEE DUPC/JCAN 224 WHEE(JCAN $124)
3.0 02/04/2012 Administrative update DUPC/JCAN rep Managing Director
ETSI 3 E RS DIEE DUPC/JCAN #124 HHEER(JCAN $14)
2.0 16/10/2011 Administrative update DUPC/JCAN rep Managing Director
ETSI 3 E RS DIEE DUPC/JCAN #124 HHEER(JCAN $14)
1.0 17/10/2010 Initial Version DUPC/JCAN rep Managing Director
HIHR DUPC/JCAN #134 B EFE(JCAN $1124)
2 | 61

Ver 7




—Table of Contents —

1. INTRODUCTION (FE T BIT) cuuuuvieirieirieieesttseeeeseieie ettt sttt sttt ettt st ettt enenenenenas 6
1.1. OVERVIEW (BEZE) ...ttt ettt sens 6
1.2. DOCUMENT NAME AND IDENTIFICATION (LA R & G F) oo, 8
1.3. PKI PARTICIPANTS (PKI D BIFRTT) c.ecvieiiiieirieieitieiei ettt 8
1.4. CERTIFICATE USAGE GIEFATE D 715 1o 12
1.5. POLICY ADMINISTRATION (7R U 3/ =) ..ot 13
1.6. DEFINITIONS AND ACRONYMS (TE & & BEFE) 1..vvvveieieieeeieieieieiee e 15

2. PUBLICATION AND REPOSITORY RESPONSIBILITIES (AR & VRY ) OFEM)............. 20
2.1. REPOSITORIES (U 7R 27 B U)ottt 20
2.2. PUBLICATION OF CERTIFICATE INFORMATION G ZEEH D) v 20
2.3. TIME OR FREQUENCY OF PUBLICATION (ZABH D IRFHI K& UML) ..o 20
2.4. ACCESS CONTROLS ON REPOSITORIES (U AR Y R U DT 7 E AL (e 21

3. IDENTIFICATION AND AUTHENTICATION (A< AERB & BBEE) cueoveveeveereeereeieeereeeeeieeereaennns 22
3.1. NAMING (Z3R) 1.ttt 22
3.2. INITIAL IDENTITY VALIDATION (#][5] D A A GRBIEH D FREE coevveeeeeeeeeeeeeeeecee e 22
3.3. IDENTIFICATION AND AUTHENTICATION FOR RE-KEY REQUEST (8 5387 H 5 RE I 35 1) 2 ik
TIIJZTNTERIED cvveveveveveteteeeteeeiese ettt sttt es bbb s bt a st s s s s s s s bbb bbb bbb bbbttt e s aneees 23
THE IDENTIFICATION PROCEDURES FOR THE RE-KEY IS DEFINED IN SECTION 3.2.2 AND 3.2.3......... 23
3.4. IDENTIFICATION AND AUTHENTICATION FOR REVOCATION REQUEST (2 IR A
N L HEBRODTREIE vttt 23

4. CERTIFICATE LIFECYCLE OPERATIONAL REQUIREMENTS GEHED T A 7% 4 7 MTxt

T BB EDERIIE) ..ottt ettt e e ettt a b aebe b e be s ebe s essebentenan 24
4.1. CERTIFICATE APPLICATION (GEFHZEFIFE) ovevieiieieieeiieeeee et 24
4.2. CERTIFICATE APPLICATION PROCESSING GEFIZEFEETHE X ) oo 24
4.3. CERTIFICATE ISSUANCE GEFHTED FETT) 1ot 24
4.4, CERTIFICATE ACCEPTANCE GIEFHZE D SZHE) w.ovivieieiii e 25
4.5. KEY PAIR AND CERTIFICATE USAGE (#~=7 & GEBZE DT oo 26
4.6. CERTIFICATE RENEWAL GEFHZED BT c.cvevieiiieiceecee e 26
4.17. CERTIFICATE RE-KEY GEATEDFEFT B 1.oovovieiieieeeee et 26
4.8. CERTIFICATE MODIFICATION GEFIFEFEHIE BMOMELE) oo 26
4.9. CERTIFICATE REVOCATION AND SUSPENSION (GIEBA 70D 2758 Je OV3h 1) O —WeEE IE) ......... 26
4.10. CERTIFICATE STATUS SERVICES GEHED AT — & ZIEHRT—E A) e 40
4.11. END OF SUBSCRIPTION (FIF 0084 1) oviuiiiieiciiieieiee ettt 40
4.12. KEY ESCROW AND RECOVERY (Ff—T A7 B — & U /30 =) e 40

31 61

Ver 7



5. MANAGEMENT, OPERATIONAL, AND PHYSICAL CONTROLS (F##., ER, WEAEHE

BB ettt ettt ettt et e et et e e s s e e s e e e e s e e s e s s e ea e e s e et e eaeeseea e st eseesees e et eeseeseese et eeseeseeseesaeseeneeneesenne 40
5.1. PHYSICAL SECURITY CONTROLS (AT TR ..ottt ettt ee e eeeeeaeenes 40
5.2. PROCEDURAL CONTROLS (T Z AU TI) oottt 41
5.3. PERSONNEL CONTROLS (A B TT L B L) ottt 41
5.4. AUDIT LOGGING PROCEDURES (BEHE 17 77 D FTHEE) o 42
5.5. RECORDS ARCHIVAL (7 = A 7 X ZEEEEE) oottt 44
5.6. KEY CHANGEOVER (BBEATH) ..ottt e et eeeeeeaeeseesneeeneeenes 44
5.7. COMPROMISE AND DISASTER RECOVERY (f&FA LM O ED B D) v, 44
5.8. CA OR RA TERMINATION GEFED XIE RA DOFEBIFE T coeeoeeeeeeeeeeeeeeeeee e, 45

6. TECHNICAL SECURITY CONTROLS (B X 2 U T £ BED cvceeeeeereeieeeieeeseveaees 46
6.1. KEY PAIR GENERATION AND INSTALLATION (ST AN A A F—IL) v 46
6.2. PRIVATE KEY PROTECTION AND CRYPTOGRAPHIC MODULE ENGINEERING CONTROLS (i
IR L K O B S0 o LA IR B TH) ettt ettt ettt et enan 48
6.3. OTHER ASPECTS OF KEY PATR MANAGEMENT ($#~7 EHIZ 1T 5 DM OMIH) ... 50
6.4. ACTIVATION DATA (77 7 T 4 7 T ) oo e e sene e 51
6.5. COMPUTER SECURITY CONTROLS (2> Vo —#% X a2 T 1 ha—/b) . 51
6.6. LIFECYCLE SECURITY CONTROLS (7 A 7Y A 7 )b X =2 VT 3 ha—)V) ... 51
6.7. NETWORK SECURITY CONTROLS (2> hU —27 X2V F rar ha—/L) .., 52
6.8. TIMESTAMPING (Z A I8 A L T) ettt e seesee s et eeneeeeenaes 52

7. CERTIFICATE AND CRL PROFILES GEIER UREHERZ Y A FOTHT 7 4 ) . 53
7.1. CERTIFICATE PROFILE GIEBHEE T T 77 7 A I oot ooeeeeeeeeeeeee e eeeeee e ee e seaeseaeseaeseseaenean 53
7.2. CRL PROFILE (CRL 7T 7 7 A 7L ettt oottt eee et e e eee e et eeaesee e 54
7.3. OCSP PROFILE (OCSP T TT 7 T A JL) oottt eeee e e s eeeeeeeen 55

8. COMPLIANCE AUDIT AND OTHER ASSESSMENT (BT & (RZ DAL DFEA)............... 56
8.1. FREQUENCY AND REQUIREMENT OF AUDIT (B5 2 DAL J2 ORI v 56
8.2. AUDITOR’S IDENTITY AND QUALIFICATION (B 5 A D& TE L UFETD) e 56
8.3. RELATIONSHIP BETWEEN AUDITORS AND NON-AUDITING SECTORS (B5 %% A & W EE 2 E5FH
DOEtR) 56
8.4. MATTERS SUBJECT TO INTERNAL AUDIT (BEHE KT ZRIE H ) v 56

9. OTHER BUSINESS AND LEGAL MATTERS (Z Dt "R A BT OERIEIE) ovvceeeeeeeeeeeesenes 57
9.1. FEES (B ) oottt ettt ettt e et et et eae et ea et e e s eaeeeeeeeeeeneean 57
9.2. FINANCIAL RESPONSIBILITY (FAF5 D) oo 57
9.3. CONFIDENTIALITY OF BUSINESS INFORMATION CGEFS1E R OMEBEME) oeeeeeeeeeeeeeeeeeen 57
9.4. PRIVACY OF PERSONAL INFORMATION (fIE] ATEERERTE) .o 57

4| 61

Ver 7



9.5.
9.6.
9.7.
9.8.
9.9.
9.10.
9.11.
WMBiE)
9.12.
9.13.
9.14.
9.15.
9.16.
9.17.

Ver 7

INTELLECTUAL PROPERTY RIGHTS (FIFIRAEEME) c.oooveeeeeeeeeeeeeeeeeeeee e 57

REPRESENTATIONS AND WARRANTIES (FEIAPRAE) ..ot 58
DISCLAIMERS OF WARRANTIES (fRAED FLETFIE) (..ot 58
LIMITATIONS OF LIABILITY (FFFREIMT) oottt 58
INDEMNITIES (FHED ©.vevevivieieieiiiiet ettt besenes 59
TERM AND TERMINATION G L UVKE T) 1ottt 60

INDIVIDUAL NOTICES AND COMMUNICATIONS WITH PARTICIPANTS (BEfRE ~ D8 51|38 %0 &
60

AMENDMENTS (BIE ) ..ottt ettt se st ssesesesenas 60

DISPUTE RESOLUTION PROVISIONS (3 iR 12 BIT™ 2 BUIED .o 61

GOVERNING LAW (HEHLIE) ..ottt 61

COMPLIANCE WITH APPLICABLE LAW G FHTE D BESF) ..o 61

MISCELLANEOUS PROVISIONS (M5 ....evieiiiiiieeeee e 61

OTHER PROVISIONS (Z DMLOBITE) cv.vvivieiiieieiecccee e 61
5| 61



1. Introduction (i3 U ®i2)

1.1. Overview (B5)

This document (CP) applies to JCAN Certificates, and defines policies for the scope of usage.
This CP aims to be compliant with JIPDEC Trusted Service (JTS) Registration requirements
and WebTrust for CA, and is formatted in accordance with RFC 3647.

JCAN is a service, offered by GlobalSign, to issue digital certificates. JCAN certificates are
issued by JCAN Public CA which has an adequate system for quality and information security
management.

The company profile of GlobalSign is as below:

Commercial Registration Number: 0110-01-040181
Company Registration Number: 1011001040181

The GlobalSign PACOM1 - CA Governance Policy Authority, which is composed of members

of the GlobalSign management team and appointed by its Board of Directors, is responsible

for maintaining this CP.

JCAN CP (Certificate Policy) Page 6| 61
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1.1.1. Diagram of JCAN Certificate (JCAN FERAZEDIX])

The JCAN certificate hierarchy and the structure of JCAN certificate management system
are shown in the following:

JCAN FEHEOMSE 2~ TRAEIL, JCANGEHEFEEH S 2T LA DEZ FA IR,

GlobalSign Root CA

GlobalSign Root CA - R3

Trusted Root nonTLS

CA SHA256 G3 GlobalSign CA
| |
JCAN Public CAl1- G4 JCAN Public CA
| |
JCAN End Certificate LRA

JCAN Certificates are issued from JCAN Public CA based on requests from LRAs.

LRAs are registered as accredited by JIPDEC after JIPDEC confirms the existence of their
organization and their pass of the vetting on JIPDEC Trusted Service (JTS) Registration
requirements (for LRAs), and then are authorized for the operation of the LRA.

JCAN Public CA is one of CAs which is accredited by JIPDEC on their pass of the vetting on
JTS Registration requirements (for CAs).

JCAN GERAEIT, LRA OZERIZH S Z JCAN ZFAERNOLRITSND,

LRA IZ. LRA B AT O Mk D FIEMEMER & LRA ¥(BOH =7 %2 —RIMETEN B ARG

Wkt (LUF, JIPDEC) 2% L, [JIPDEC K7 X7 > K - h—E 2%k (E
TREFIERIRES) ORMEITRLER) (LLF, JTS BE(LRA)) IZE#K%, BEkSi, LRA &

MOWEREE D,

JCAN §8GE/RI%. JIPDEC I & % JIPDEC F 7 27 » R« —E 2%k GREER) OREAEICIR
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LEBIEH LT CATHD,

1.2. Document Name and Identification CCEL & i%BI+)

Document name: Refer to the cover.

Version: Refer to the cover.
OID: 1.3.6.1.4.1.4146.1.40.20.1

1.3. PKI participants (PKI D Ef%E)
(1) Subscribers (FIJ )

Subscribers are the subjects or users of JCAN Certificates.

The obligations of Subscribers are the followings:

To agree to the use/disclosure of their personal information by the LRA (for LRA’s
operation, LRA’s response to audit/accreditation/legal-proceedings, etc) and to agree to
the use/disclosure of their personal information recorded on a certificate by Relying
Parties (for Relying Parties’ operation, certificate validation by Relying Parties, etc) ;
To agree with the LRA (= the representative of the subscribers) to back up the
certificates in PKCS#12 format and their PIN codes in case these PINs have been
generated by the LRA;

To use the certificate only for the permitted usages after agreeing to this CP;

To use the certificate under secure conditions, protect certificates from unauthorized use,
and discontinue the use upon expiration or revocation;

To notify the LRA promptly of any changes in the certificate information;

To notify the LRA promptly of the loss or theft of PCs or media in which JCAN
Certificates are installed;

To notify the LRA promptly when the reliability of the JCAN Certificates may be
damaged, such as an unauthorized access by cracking and a virus/malware infection;
and

To accept a revocation of the certificate by the LRA or the JCAN Public CA.

FAFEIT, JCANGEBED EER X JCAN GEBEOFEHE TH 5,
FIHBEOFRBIILLTOHEY TH 5,

JCAN FERAZERATICER L., LRA (R, BEABEGFAXS) 12X 2 EANEROF]H/BHR

IZOWNWTRORRGESE (GEF. RGERIS) 12X 5 JCAN FERAZEICFEHR S - A EHROF]

IBI/REAT 9 Z L ICRIET D,

LRA (FIHZEDRZE) 28 PIN 4K L7356, PRKCS#12 FERGEHEKR R PIN 23y 7 7

YT THZEICFRET S,

A CP DFE M % A LAl S HRIC D& JCAN GEREA AT 5 2 &,

JCAN FEEZ GHRZRERE FCHEH L, NERBIENGET 52 &, £72 JCAN FE
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HENAN TR BT GHIE, HEHEZSHDZ &,

o  JCANGEHIEOFREHFHOET L, LRAIZ, HONTHMLED Z &,

o JCANGERAENA R b= &z PC XIFEAR DK I, EEHX, LRAIZ, HELOITH S
N R

o U ITURUITILEDBRERA, VA NARRYNAT =T EGE, JCAN FEREOEHEMED R
RONDAHEMENH D56 1E. LRA L, #ONZHMbLED Z L,

*  LRA F721% GlobalSign (2 L 5 JCAN GEHHED KA THET 5,

(2) LRA (LRA)
LRA is the LRA which passed the JTS Registration vetting as the representative of

Subscribers.
LRA vets the authenticity of the DN and verifies the identity of the Subscriber of JCAN

Certificates. Furthermore, the LRA operates the certificate life-cycle management of the

certificate under JCAN Certificate Policies.

The obligations of LRAs are the followings:

1. General obligations

To comply with the JTS requirements for LRAs

To inform the obligation of Subscribers to Subscribers;

To record the consent by Subscribers;

To acquire the information disclosed on JCAN Repository to make Subscribers
aware of the information necessary for them. Especially in case notified by
GlobalSign, the awareness of Subscribers is to be promptly implemented.

To make those serving for the operation of the LRA to declare not to implement

unauthorized issuance and disclosure;

2. Obligations related to certificate issuance

To guarantee the unique identification allotted to OrganizationUnitName2 and
CommonName within the Subject;

To securely distribute the certificates in PKCS#12 format with the corresponding
PIN to Subscribers in case this PIN is created by the Accredited LAR themselves;
To securely manage the backup of the certificates in PKCS#12 format and the
corresponding in case this backup is implemented by the LAR themselves; and

To save the record of certificate issuance and revocation (c.f. identity verification

records, agreements, etc.) after the certificate issuance.

3. Obligations related to certificate revocation

Ver 7

To revoke the certificates promptly in case the Subjects/users became not related to
the applicable organization due to the work termination, organization transfer, or

termination of the organization;
9 | 61



e To revoke the certificates promptly when any Subscriber has breached the
obligations under this CP and/or the rules of the LRAs;

¢ Torevoke the certificates promptly when an error or false is recorded there;

¢ Torevoke the certificates promptly when private key becomes compromised such as
suffering at the time of disasters or the compromise of the LRA Operator certificates;

¢ To revoke the certificates promptly when this revocation is decided by the LRA

themselves for any reasons other than listed above.

JCAN CP (Certificate Policy) Page 10 | 61
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(3)Relying Party (MRzE#&)
Relying Parties are the persons who trust any certificates and/or digital signatures of
Subscribers.
The obligations of Relying Parties are the followings:
* To verify the validity or revocation of the certificate using current revocation status
information as disclosed to the Relying Party; and

e To rely on and trust the JCAN Certificates only under reasonable circumstances.

MEEF X, FIFE O JCAN GEHEAEEHT 2%, IFIABEOETEL X EEH T ETH S,

MRS DEBIL., UTOBEY Th D,

o RIEE IR SNIZBUEDEZIRIUE R ZE > T, JCAN FEFHEOA NN, UL & R
T5,

o JCANGIHEZ, AHMARRE FTOAEET DI &,

(4)JCAN Public CA (JCAN EFEfR)
JCAN Public CA is the CA which issues JCAN Certificates following this JCAN
Certificate Policy regarding the purpose of use, scope of use, and procedures.
Subscribers are contacted through the LRA.
The obligations of the JCAN Public CA are the followings:

e After generating the certificates (formatted in pkes#12), JCAN Public CA protects the
private key with PIN codes. These PIN codes are not retained but destroyed by JCAN
Public CA.

o JCAN Public CA guarantees the unique identification allotted to the subscribers within
the domain of its JCAN Public CA. JCAN Public CA guarantees the unique
identification allotted to OrganizationUnitNamel within Subject;

e JCAN Public CA manages the policies of JCAN Public CA;

o The confidentiality and integrity of registered data is ensured by JCAN Public CA

through adequate controls at all times.

JCAN FEAERIL, JCAN GEBHER Y v —I2fEW JCAN FEEZ . ZOF|H B/, #H%HE. T
fr X EITHEIL L THRATT DA/ TH D,
FIHZE~OEREIT LRA 28 L TIT 9,
A CA X, GlobalSign 2MEHT 5, A CA DEBKBIILLTO@EY TH D,
e JCAN FRGERIX. PRCS#12 W GEHFEZ A LIckiL, FIHFEHEOE# %
PKCS#12 & PIN TfRE L, xHitnd 5 PIN 13— URFETHIET 5,
e JCANEGLFIZ., JCAN wupﬁ)%@ﬂafilj\j ZBWTHIHEIZE D 4T o i-iknsa ot
— AR RAET D, £72. 7Y =7 O OrganizationUnitNamel OME—4: 2 {RFET 5,
e JCAN ORV v —DEH
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(5) JIPDEC Trusted Service Registration (JIPDEC k< A7 v K « ¥— b 2% §k)
JIPDEC Trusted Service (JTS) Registration a private accreditation system operated
independently by JIPDEC.
The obligations of JIPDEC are the followings:
¢ To have LRAs receive the vetting on JTS Registration requirements;
¢ To ensure that the LRAs are registered as LRAs through their pass of JTS

Registration requirements.

1.4. Certificate Usage GEHZ D H J71%)

(1) JCAN Certificate (JCAN FFBAZE)
JCAN Certificates are issued from LRAs to natural persons or ORGANIZATION’s
internal/external Subjectsand can be used for authentication, encryption and digital
signature.
When using a JCAN Certificate, it follows the applicable laws and regulations of the country

if any.

Certificates issued under this CP may not be used:

¢ For any application requiring fail safe performance

¢  For any application or mechanism where issues with the certificate could cause a safety
risk (e.g., human, or environmental risk)

¢ Where prohibited by law

JCAN CP (Certificate Policy) Page 12 | 61
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(2) LRA Operator Certificates (77 7 & A FRGEHAGEAE)
LRA Operator Certificates are the certificates issued to LRAs.
LRA Operator Certificates are used to access “JCAN certificates issuance service site” at the
time of JCAN Certificates’ issuance or revocation.
7 7 AWEEAGEEIX. LRA ITBITSNHEHETH 5,
7 7 & AZFEMEEAFIL, JCAN GEEDORIT/IRRIC [JCAN GEERITH—E X% A1 K
~DT 7/ AIZHWS,

(3) Test Certificate (7 A hFEHE)
For the purpose of testing the operational status of JCAN Public CA, JCAN Public CA

1ssues Test Certificates.
JCAN AR OBMBRER & A I, JCAN RALRITT 2 MEAEE BT 5.

1.5. Policy Administration (A8 U o — % 2)
1.5.1. Document administrator (GCE4E HE)

The GlobalSign PACOM1 - CA Governance Policy Authority, which is composed of members
of the GlobalSign management team and appointed by its Board of Directors, is responsible
for maintaining this CP.

GlobalSign @ PACOM1 — CA Governance Policy Authority I, GlobalSign D#&E F— A
KN GlobalSign @ Hififif e CHRRB SN A VX —THRINTEY | K CP ZHEFFEHT 5
HfExH9,

1.5.2. Contact Address GHE#%4t)
(1LRA
The contact of JCAN Certificate issuance/revocation is the LRA. These contacts are
disclosed to Subscribers from the LRA themselves.
NOTE: These contacts are open only during the office hours of each LRA.
FIRFE DD D JCAN FERAERITIRNASR 58/ 51T LRA TH Y . LRA 3FIHEIZ L TE
DEAE 2 AT D,
7E) #A& L LRA OF ER MO

(2)JCAN Public CA
The contact of JCAN Public CA (GlobalSign) is as follows:
NOTE: The contact is open during the office hours only.

GMO GlobalSign K.K.

Shibuya Fukuras 9-16F
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1-2-3, Dogenzaka, Shibuya-ku
Tokyo 150-0043, JAPAN

Tel: +81 3 6370 6500

Fax: +81 3 6370 6505

Email: legal.jp@globalsign.com

URL: www.globalsign.com

. Contact to report the abuse of certificates

Anti-Malware Organizations, Subscribers, Relying Parties, Application Software

Suppliers, and other third parties may report suspected Private Key Compromise,
Certificate misuse, Takeover Attacks, or other types of fraud, compromise, misuse,

inappropriate conduct, or any other matter related to Certificates by sending email to:

report-abuse@globalsign.com

GlobalSign may or may not revoke in response to this request. See section 4.8 for detail of

actions performed by GlobalSign for making this decision.

Page 14 | 61
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1.6. Definitions and acronyms (%% & I
1.6.1. Definitions (%)

=il

Baseline Requirements
CA/Browser Forum Baseline Requirements for the Issuance and Management of Publicly-
Trusted Certificates
CA/BForm |28 5, N7V v ZIZEFB SN OFEAFEORIT R WVEB D 1= D DB

CA (FEFER)

A subject that issues, renews or revokes a certificates and creates the keys of CAs
(Certification Authorities).

AERAEDIAT - BH - K2, CARBOAEREITO EREZ VD,

Certificate Applicants GEFHEH#HH)
Certificate applicants are those whom assigned by the person in charge of the LRA. A
certificate applicant is a person who applies for a certificate on behalf of the Subject.
AEFAERFER L. LRA OBELHE R R4 LiH,
REERGEIL, Y7V =7 FORDVICGGEAELHFET 28 Th D,

Certificate Profile GEHZE 77 7 7 A /L)
The certificate usages specified in x.509 certificate.

W72 x.509 FERAFICK LT, GEAFEOMHEA T EE PR INTND HDE VD,

CP GEFAZERY v —)
Regulation document regarding types of certificates, application, subject of issuance,

usages, etc.

CA 3 ATY HREMAE ORI, B AHI, TR, Hid%, iEAEICET MR E LV I,

CPS GEREXEERAHFE)
Document which explains the procedures and security criteria in operating CAs.

CAZEMT L7 ATOEMFRELEF 2V T 4 BBEZIHRLEXEEL VD,

CRL GEEAZERZY R 1)
CRL (Certificate Revocation List) is a list of certificates that are revoked before their

expiration, recorded by the applicable CA.
FEAEOF RN bbb b TR SN EE R AT LY A h 2V 5,
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CSR GEHH&EE 4 ER)
CSR (Certificate Signing Request) is a machine-readable application form to request a
digital certificate. It is sent from LRAs to the issuing CA.
If issuing CA is requested for key generation, CSR and a key pair is created by RA and
CSR is sent to the Issuing Authority
LRA 725 CA ~, BFiEAZFLZERTDERITE LN 2B AT D HIAE XAV 5,
., CA TOERTARETR SN HET, BERTHE~T & CSR 4 L., H17/RIC CSR
kT 5,

JCAN Certificate (JCAN FEFHE)
JCAN Certificates can be used for authentication, encryption, and digital signature.
Use of JCAN Certificates shall follow the laws and regulations of the applicable country
if any.
JCAN FEHIEIZ, 3Gk, Biofb, EFE4 THATE 5.
JCAN GEAEZ A 5 Haid. b LENIZOEDERIZES 2 &,

JCAN Public CA (JCAN F87E/)
JCAN Public CA consists of the JT'S Registration -Accredited CA, and is being the Sub
CA of Public Root CA.
JCAN FdiiE/miL, JIPDEC I2X % JIPDEC 7 27 v R - —E 2% GERLR) DHEYEIC
RAOFEICGK LIZCATHY, T Yy 7 L—hKCADYT CAThD,

JTS Requirements (JTS &gk H#E)
Requirements for JIPDEC Trusted Service by JIPDEC
JIPDEC (2 X % JIPDEC K 7 A7 v K « B — & R B gk B D H g

LRA (7 — 7 VB8 R)

LRA (Local Registration Authority) is the representative of Subscribers which passed the
vetting on JTS Registration requirements as LRA. LRA manages certificate lifecycle through
the vetting on the validity of DN to be included in JCAN certificates and identity verification
under JCAN CP and CPS.

LRA &%, FIFEZEDORFE L LTJIIPDEC (2L 5 JIPDEC K7 A7 v K« —E R E gD HHAE
(LRAIZIR D HFEIZAH L= LRA TH Y JCANFEHERY v — R OEKEHRED F.JCAN
AEAEIZRLH T 5 DN OEIEMEDOHFE EFIHEOARNFHEZR 21TV, GEAET A 7 A 7 1~ =%
—U XA GEIT. KB &=1T O,
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LRA Operator Certificate (7 7 & AZBFEHFEHE)
LRA Operator Certificate is the certificate issued by GlobalSign to a person who is
assigned by the LRA.

This certificate is used to authenticate the access to the certificate management services.

MEMBER (£ /3 —)
MEMBER is the ORGANIZATION’s internal individual person.

Mozilla Root Store Policy
Root store policy by Mozilla

ORGANIZATION (4 3%#8#%)
ORGANIZATION is the organization which operates LRA.

PERSON (A)
PERSON is a natural person.

PARTNER (/3— k7—)
PARTNER is the ORGANIZATION’s external person (who is contract party, group-

company staff, member of any group, constituent of any committee, student, who are

authenticated with reliable document sources, or who registered his/her credit card, etc.).

PKCS#12
Encrypted package format of certificate and private key using PIN code

Public Root CA (X7 Y » 7 )L— b CA)
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The top-level Certification Authority whose Root Certificate is distributed by Application
Software Suppliers and that issues Subordinate CA Certificates.
TV = ars Y7 =TI IAY—PEAT DY T P = TICHEE I N D — MEE
HEZRITTD by THEICH 2RFER T, MEGREROERAEEZFITT 2,

QGIS (7B DfERIEHIR)
QGIS (Qualified Government Information Source) is a Trustworthy Government
Information Source approved by the EV Guidelines, CA/Browser Forum.

It is a database managed by the government and is published online and updated
regularly. The reporting of the data is an obligation under law and a false report will lead to
criminal and civil punishment.

EV A RIA L TROLNTVDS MEBHTE HITEHREBADOEHRIE) 215, 74 TA
PASH., EHRNCER SND, ITEBEREANEE 57 — 4 N—A T, T—F OREDIEHETHE
BT b, BBEOBEIITIHNFUIRFHIFELN DL DE VD,

QIIS (BB=AHKEBDfFFHIR)

QIIS (Qualified Independent Information Source) is a Trustworthy Independent
Information Source approved by the EV Guidelines, CA/Browser Forum. It is a database
published online and updated regularly, and managed by a private organization.
EVIARTA L TROONTWD MEFHTE 2N LB =MEDFRE 2o, T 7
A RS, EHRICEHR SN D REEENEE T07 -4 N—2% 1 9,

RA (B &/R)
RA (Registration Authority) in any network that verifies LRA requests for a certificate

and requests CA for the certificate issuance.
Xy NI =7 2B T 588/ T, LRA b OFEAEOERIIK L, ZOHSFEEEEZITV,
CA ITHITIREZAT 9,

Relying Party (FR3EH)
Relying Party is a person that relies on a Subscriber’s certificates and/or digital signatures.

Relying Party shall refer to the revocation information of the CA in order to verify the validity
of JCAN certificates.

MREA L, FIAE OREAEZEET 25, XEIAMHEDOEFZEAEZEHTLHETH S, JCAN
FEHEDO AN Z REET 572012, BEEE 134T CRL 22 L2210 iER 6wy,

Repository (V R V)

Repository is a database and/or directory listing certificates and other relevant
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http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci213831,00.html

information accessible on-line.

Sub CA (¥ 7 CA)
CA which gets its validity authenticated upon the authentication from the upper CAs.

Subjects (» 7P =7 b)
It is the target of certificate issuance.

The Subjects of JCAN Certificates are prescribed in Section 1.4.

X.400

One of the recommendations of ITU-TS and is the prescribed standard of emails.

X.500
X.509 prescribes the standard format of public key authentication.

1.6.2. References (%)
CPS of JCAN Public CA
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2. Publication and Repository Responsibilities (ABH & U AR b U D EAE)
2.1. Repositories (VKT ~ V)

GlobalSign reserves the right to publish the information about this CP, [CPS], and JCAN
certificates that are published on the repository. GlobalSign publishes the information about
CRL on the repository.

These public information are made available by 24x365.

GlobalSign I%, A& CP, [CPS]. kO, #4179 % JCAN FEHEIZBIT 5 E#H % GlobalSign @V
WY N UIZABT %, GlobalSign (%, CRL IZBIT %1% GlobalSign @ U ARk UIZABAS
Ay

ANBRATEHIT 24 FFfHIx365 A ZMATRE L 775,

2.2. Publication of Certificate Information (GiEBHEEF#H D ZAEH)
GlobalSign reserves the right to publish the following information on the repository to enable
Subscribers and Relying Parties to refer to it online.
GlobalSign notifies the stakeholders as necessary of any change made on the repository.
Archived records shall be disclosed if required for the purposes of providing evidences to any
legal disputes or audits.
GlobalSign i, WONEEK Y ARY FVIZAB L, FIHERORRGEE N A 74 TERTE
5E95127 %,
GlobalSign i%, VAT M Z2EE LSE, LEICL U CEFREFICEMT 5,
FRRA ST EE A0t IS DBRIZERAEDORERL A 24T 5 H D 7= DI B 22 HIX, RE S AL7-Foski LB
REND,

(1) Repository (VAR V)

o Public Root CA Certificate and Sub CA certificates
. The latest versions of this CP
. Other information regarding JCAN
https://jp.globalsign.com/repository/
. RTY w7 — b CAGEFE &7 CAGE#E
. BH DA CP

o JCAN [ZB8¥ 2% % DD fE
https://jp.globalsign.com/repository/

2.3. Time or Frequency of Publication (/B D REHA K OBEFE)

Updates of this CP are published on the repository after the approval by PACOM1.

The status of JTS Registration of LRAs is published on the website of JIPDEC.

CRL is updated periodically and whenever any change happens during the validity period.
Update frequency of the CRL is within 24 hours.
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The information of revocation is listed on CRL at least until the certificate expiration.

2.4. Access controls on repositories (V7R ~ U D7 7 & 2 & H)
JCAN Public CA maintains its repository publicly available.
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3. Identification and Authentication OK A\fiEs8 & 7850
3.1. Naming (4 )

In order to identify Subscribers, JCAN Public CA follows the specific naming (c.f. type of
names allocated to Subject) and identification of Subscribers such as Distinguished Names
defined in X.500, Names defined in RFC 822, and Names defined in X.400.

When applying for the JCAN Certificates, the name of the Subscriber shall be structured as
prescribed in this CP.

GlobalSign 1%, FIHZE ZARNGENT 257201, il 21X X.500 @ Distinguished Names, RFC
822 @ Names, & X.400 ® Names D L 912, 7 V=7 MZEID Y ToHNI4ARIOY AT
rEte, FrEDMA & ARNFEOBRANIIE S,

JCAN FEHEZ BT 556, FME OAHNL, A CP THESNIZAHTRITNITR L2200,

3.2. Initial Identity Validation (#][F] DA A G#BI 1 H 0O FR5IE)
3.2.1. Validation of Organization Gk DHERR)
GlobalSign authenticates the LRA entity registered as organization in Subject.
Authentication is implemented by whatever method GlobalSign deems reliable, including
- verification of the existence of the Organization concerned, or
- reference to Standard Company Code, JAPAN Corporate Number, official documents
1ssued by the state and local governments, reliable databases which are managed by the state
and/or the local public institution (hereinafter called “QGIS”), and third party databases
(hereinafter called “QIIS”) which JCAN relies on.
GlobalSign i, 7= 7 b ® organization & L C&E I 25 LRA OMEEZFRIET 5, Mi%
FARE D FIENE, R — N BEAES. EOHT AR R T T 2 AER. Eo)
NEFENERT LHEHETE 57— X—ZX(LLFTQGISI £ 9), GlobalSign 2ME#ET 55
=T =2 _X—=ZLITFIQIIS) & H)&E % AT, GlobalSign 728, 1E#EMENH D & ¥k L=
B X - TEET 5,

3.2.2. Validation of Subject (7' = 7 k OHER)
When JCAN Certificates are issued, LRAs authenticate subjects. LRAs accept all the
responsibilities regarding the authentication of the applicable Subject.
JCAN FEHEORITIZEE L T, LRARY 7V =7 NOFFEEIT 9. AARFECEDL L2 TORE
fEIX LRA 23895,

3.2.3. Required Information for Subject’s Registration (%t 7' = 7 ks DEFRIZ ML
23R

The referential information for the Subject registration and the record of certificate issuance

(c.f. identity verification records, agreements, etc.)” are archived in paper or digital form except

the case where the information is archived in other department of the ORGANIZATION.
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BTV =7 PBRERHCEZR SN D HEREOEITORE (KAMREEE, FEES) 3. Mkl
WOMBPITHRE SR TV HEERE, BUIT—# L LTRE SN D,

3.2.4. Authentication of Email addresses (81 A —/L7 KL X DFGE)
If an email address is to be recorded in rfc822Name field, GlobalSign confirms that the

Applicant has control of or right to use email addresses:

GlobalSign %, rfc822Name (& Email 7 L A Z #2854, FiENEFA—ILT FL
2% EHIMER T oMM EZ AT 25 2 & 2R T 5,

3.3. Identification and Authentication for Re-Key Request (# 5 B iERFIZB 1T 5
R B OVRGIE)
The identification procedures for the re-key is defined in Section 3.2.2 and 3.2.3.
FEERTERIC R 2 AR ARERIL 8.2.2 XN 8.2.3 HIZHET 5,

3.4. Identification and Authentication for Revocation Request (e HFEIZEIT D
ARNHERR & MR DFERE)

All revocation requests are authenticated by LRAs or GlobalSign.

Revocation requests may be granted following a suitable challenge response such as proving
possession of unique elements incorporated into the Certificate (e.g., Domain Name or email
address) or authentication of specific information from within the account which is
authenticated out of band.

LRA Xi% GlobalSign I%, & TORHFFEIZOWTRIET 5,

FIAED D ORDBFE L, GEAFICTEH SN RAA VARE T A—VT RLRAERERED
AT 26D THDZ LDOMR. v MU —7 ikl LRV TE TREER DR E DE ]2 AV
THRAEZEATO R ED, WY RTF ¥ LY« LARCVAGADRH - TCHEITHEO 6N D,
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4. Certificate Lifecycle Operational Requirements GEIHED 7 4 741 7 L
(Zxtd %A _EOEREIR)

4.1. Certificate Application (GiFBHE H 5
GlobalSign maintains its own blocklists of individuals from whom and entities from which
it will not accept Certificate applications. In addition, other external sources such as
government denied lists or internationally recognized denied persons lists which are applicable
to the jurisdictions in which GlobalSign operates are used to screen out unwanted Applicants.
GlobalSign does not issue Certificates to entities that reside in Countries where the laws of

a GlobalSign office location prohibit doing business.

LRAs have the duty to provide the JCAN Public CA with accurate information on certificate

requests on behalf of the applicants.

Private keys bundled with the certificate issuance requests shall be brand-new per each time.

GlobalSign %, JCAN FEHEDHFEEKRBLARVEAITITY T 47 4 DU A R &MhEI/E
T %, AT, GlobalSign 78 % —bERXZ R4 5 E - Ml OEEEBHF L /13 HITT 5, X
IFEBEIC R SN RB AR IR R B35 Y 2 7 EOANESIE KL L T, JCAN ZERHE % %
1T LRV HEER 23853 5,

GlobalSign X, ZDOHEEFTOFHEEDIEHEMNEG| 225U 5 %5412 JCAN FEEZ %17 L72
W,

LRA (. HFEE LMo TR 25 JCAN FGEEZRIZIE N T, JCAN FREER I IEME 2 R
ZiRHT 8B ZA D,

JCAN FEFAERITOHFEICHOT b TV HMERIT, &HFEBIOIR TERSNZ D TR
TR B2V,

4.2. Certificate Application Processing GiFBH & H 5% T <)
LRAs shall verify the Subjects and users through the verification steps prescribed in Section
3.2.2 and 3.2.3 at the time of vetting per every certificate issuance request.
LRA (%, JCAN FEBE DA BT 2 FARIC, 3.22 KV 323 HICHESNWTY 7P =2 b
DA & E OMER AT ORITIUTR B 720,

4.3. Certificate Issuance GEAEDFEIT)
After the verification of Certificate application, LRAs submit the Certificate issuance
request to the JCAN Public CA securely.
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If there is no problem in the request, JCAN Public CA issues and distributes certificates

following these procedures:

If PIN code is included in the request, JCAN Public CA generates Key Pairs securely,
issues certificates, creates PKCS#12 file, and enables downloading the file.

Then LRA downloads the file and lend it to the user;

If PIN code is not included in the request, after inputting the PIN code, JCAN Public
CA generates Key Pairs securely, issues certificates, creates PKCS#12 file, and enables
downloading the file. The user then downloads the file directly from the download

servers. The passwords required at the time of downloading is separately informed from
the LRA to the user.

After certificate issuance, LRAs record the user name.

JCAN FERAEHGEOMAE% . LRA 1%, JCAN FERERIC JCAN GEHERITOERZEF 2 7

EET D,
JCAN FBAE/RIZ, JCAN FEA EFEATOERIZHIED 217 i, IROFIET JCAN FEHFE 2 FAT
LB 5,

JCAN FEBHERITOERIC PIN A& EN TV 554, JCAN BRI, #7 2%
TIZARM L, JCANGEBEZRITL, PKCSHI2 77 A VB X v n— RE® 5,

Z D%, LRA X, JCANGEHELZ ¥ v m— K ULERFICEST 5,

JCAN FEFHEEITOERIZ PIN NEEN TV ARWES, JCAN iR, FIFAZE B D

PIN ANit4, $E~T7 %22 7IC4EmR L, JCAN fEPHELZ 34T L, PKCSH#HI2 7 7 A /L

IZL T, FUre—RaligE 32, 20k, EH#EIL. JCAN fEEFELZ ¥ v m— R

—ANHEEL T eE— RT3, FUre— NFICKERFE T o — RS2 T — RiZ

LRA 7> b I 1 hlidEis 4 2,

LRA 1%, JCAN GEMFEOM HE A 25T 5,

4.4. Certificate Acceptance (GIFFAE D 1H)

The issued certificate is deemed to be accepted by Subscribers upon either of these

conditions:

If PIN code is included in the request: when the LRA delivered the certificate to users,
or when the LRA delivered the certificate to the field where users only can access LRA;
If PIN is not included in the request: when the Subscriber finishes downloading the

certificate.

NOTE) Issued certificates will be deleted from the download servers after a certain period

of time has passed.

FAT SN2 JCAN GEBEIL., RICKVFIMENZH L2 L 72T,
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o WEERIC PIN NEENTWVHHEAIL. LRA MFIAHEICEST L2k, XUIFIAH O
DT 7 ATE DHEIBICEAT L7z

o YHBERICPIN REENTWARWESIX, FIFERF U m— REi& R IchF

) FIT I JCAN GE#FIX, —EHHE, FUvrn— Rh—\0biEE SN D,

4.5. Key Pair and Certificate Usage (-7 L FEBZEOF|H)
4.5.1. Usage of Private Key and Certificate by Subscriber (FJH &2 X 2 g, K
OREREOFEH)
The obligations are described in Section 1.3.
F%1T2 1.3 HSHR

4.5.2. Usage of Keys and Certificates by Relying Parties (FiGEE (2 L DA, &
OGERE O M)
The obligations are described in Section 1.3.
#5513 1.3 HBHR

4.6. Certificate Renewal GIERAE 0 5 8T)

If JCAN certificates are renewed, upon receipt of the request, LRA shall authenticate Subject
and identify users following the procedures in section 3.2. Private keys bundled with the
requests shall be brand-new per each time.

JCAN FERAEZ B3 288, LRA IIHFEICK L, 3.2 IZESWTH T V=7 N oOfi] &
FOMEREATORITNITR G720, BEEICHDT LTV LRSI, PFSEICHIB CAERS
NIebDTRLS TR B2,

4.7. Certificate Re-key (GiEFH 2 D § 5 5)

If JCAN certificates are re-keyed, upon receipt of the request, LRA shall authenticate
Subject and identify users following the procedures in section 3.2. Private keys bundled with
the requests shall be brand-new per each time.

JCAN FERIZEICKRT LEFEHT 588, LRAIZHFEICR L, 3.2 HIZHEASWTH 7V =7 hDikhl]

LR OMERZATORITIUIZR LRV, BHFEITH DT 5TV S EEIL, BHFEmITHHET

AR INTE b DO TR TUTR B2,

4.8. Certificate Modification GERAEFL#FH R OIEIE)
Certificates modification does not apply to JCAN certificates.

JCAN GEHEDZER L, #H L7232,

4.9. Certificate Revocation and Suspension GiEBH =D 54 & O%) ) O —BE{E: 1)
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4.9.1 Revocation circumstances (4<%h D 5&44)

LRAs or JCAN CA revoke(s) JCAN certificates within twenty-four (24) hours under the

following circumstances:

¢ The Subscriber reports the loss or theft of PC or Media in which JCAN Certificates are
installed.

*  The Subscriber has breached the rules defined by LRAs;

e The Subscriber requests in writing (to LRA / JCAN Public CA which provided the
Certificate) that they wish to revoke the Certificate.

*  The subscriber indicates that the original certificate request was not authorized and does
not retroactively grant authorization

e LRAs or JCAN Public CA obtain(s) reasonable evidence that the Subscriber's Private Key
corresponding to the Public Key in the Certificate suffered a Key Compromise.

e LRAs or JCAN Public CA is made aware of a demonstrated or proven method that can
easily compute the Subscriber’s Private Key based on the Public Key in the Certificate
(such as a Debian weak key, see https://wiki.debian.org/SSLkeys);

e The evidence is obtained that the validation of domain authorization or mailbox control
for any email address in the Certificate should not be relied upon.

e LRAs or JCAN Public CA receives notice or otherwise becomes aware of unexpected

termination of a Subscriber's or Subject's agreement or business functions

T o T <. LRA Xix JCAN FRiERIT 24 FEfELANIC JCAN FERHEF 2 K403 5 ¢

o JCAN GFHHEZ A v 2 b = S 7e PC XA AHR L B EE I - 7= © & #FIFHE »
&HL7-56,

o LRA 2YHUE L = HANICRIHE 28K L 72854,

o FIHEAHFORMEZHLT 2 542 FHE T GEHEARFKIT L2 LRA/JCAN RZiEH 1)
HEL 254,

o FIHE D, TOMHERFEIAZINTES T, WRINICEKEZME L TnaWnT &%,
LRA I JCAN FEiER~@HL =%H.

o GEHZF ORI HHic 7 2) FIFHZE OMEEDEFRL L 7z & v ) GHEAZARGEL%Z . LRA X
i3 JCAN FZELR 2 HUS L 72354,

o GEHEOAFRICE SV CHIHEOMER LA S IR TR 5, FEIEFA XA I -
Jik%. LRA X3 JCAN FRERR# L 72854, (Fl 21X, Debian D55 iz &
https://wiki.debian.org/SSLkeys % M)

o GFHEICEENDA—NAT FLA~ER LIZ, FAA CHEEHEIA—LT RLAOHE

MRS D HorHERERR DRE R~ LT R & TRV & 9 FEILE BUS L 7256
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o HMAFEXEH 7Y =27 b LDABXIEFFTFHEITKT L L%, BHANXITZ OftD
JiiET. LRA XiZ JCAN FRitR23EEEL 72856,

LRAs or JCAN Public CA revoke(s) JCAN certificates within twenty-four (24) hours and is

performed within 5 days if one or more of the following occurs:

¢ The Certificate no longer complies with the requirements for algorithm type and key size
of the Baseline Requirements, as specified in Sections 6.1.5 and 6.1.6.

¢ LRAs or JCAN Public CA obtain(s) the evidence that the Certificate was misused.

¢ LRAs or JCAN Public CA receive(s) notice or otherwise becomes aware that the Subscriber
violated any of its material obligations under the Subscriber Agreement or Terms of Use.

¢ LRAs or JCAN Public CA receive(s) notice or otherwise becomes aware of a material
change in the information contained in the Certificate. (e.g. The Subject became not
related to the ORGANIZATION due to the work termination, organization transfer, or
termination of the organization.)

e LRAs or JCAN Public CA are/is made aware that the Certificate was not issued in
accordance with Mozilla requirements and/or JCAN CP or CPS.

¢ LRAs or JCAN Public CA determine(s) that any of the information appearing in the
Certificate is not accurate or is misleading.

e The right of LRAs or JCAN Public CA to issue Certificates under JTS requirements and/or
this CP expires or is revoked or terminated, unless GlobalSign has made arrangements to
continue maintaining the CRL/OCSP Repository.

e LRA or JCAN Public CA are/is made aware of a demonstrated or proven method that
exposes the Subscriber’s Private Key to compromise or if there is clear evidence that the
specific method used to generate the Private Key was flawed.

¢ Revocation is required by JCAN CP and/or CPS.

e LRAs or JCAN Public CA receive(s) notice or otherwise becomes aware of any
circumstance indicating that use of the email address in the Certificate is no longer legally
permitted.

¢ The CAPrivate Key used in issuing the Certificate is suspected to have been compromised.

e LRAs or JCAN Public CA cease(s) operations for any reason and another LRA/CA has not
been arranged to provide revocation support for the Certificate.

¢ When the reliability of the JCAN Certificates may be damaged.

JCAN FFBHED L% IZ. LRA Xt JCAN FFIFIC X b 24 BERIMINICEE I NI RETH
D, UTDHIH 1O EDRMBFREL 2856, 5 HUNICEEE 3 :

o GEAHEZ, 6.1.5 HKL W 6.1.6 HICHE XT3 X 5 I, Baseline Requirements O 7
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NI Y ZXLD FHERCBRICOWTOEAZ D FPHEILL T nih,

o GEHESAIEMHA I C & 2R dhEklz, LRA X JCAN FGELR 230G L 7256,

o FMIHBEDHHKRFICHIE S N7 BE LR ICN LiEKZ L7z E. LRA Xix JCAN &k
DSEAE R B XiE WL 7256,

o GEAFICEINAEMICERGRLELH - 72K, LRA Xii JCAN FELR25 % OHl %
X F e, 2 OMDIETH - h, (B ik T - BE, RFE. RO PAHEIC X
DY 727 b A YELHR & BEGRIC TR o 22356, )

o GEPAE 2 Mozilla ®EfFH 2/800 X JCAN CP XiE CPS IZfit-> THITIN 72H DT
2T k%, LRA XiE JCAN FRabR2558ek L 72856,

o AR CEEI NS EROMNLBEM TR VD, BEZHIENEDH S L, LRA Xid
JCAN GRGLR 254 L 72856,

* CRL/OCSP V<t ) DiERFEI 2kl 3 2 70 02 TN F. LRA X JCAN
ealk)m 7S JTS RO FLHE DD/ 7o 13 CP ICHE - 72 RbWHTE 2 479 2 MR 235 757 5 L KA
5, B EBE S LG5,

o FHAEZEOMERICEIMEZ b 72 b FFALIZAAF A DJjiEIC 2T LRA Xid JCAN
RabE 2R L G a, SUIAIHE oE 2 £ 2 DICHV b W7 TEIC R B %
&S IR AL B B 5 A

¢« JCANCP MU/XIE CPS i X W KM ER T Wiz HH

* LRA X3 JCAN ZatR2s, SEHF ICEE I N E T A — A7 F L 2D ENICEF A
INTVARWI LR TEMZR TS 2, Xid, ZoMDTiikTH o 72564,

o GEAEZRITT SRR INS CA OMEHEIIREL 7258235 256,

* LRA XIZ JCAN FRAERMU S 2 DB CHEBF 2 iFi L, ftid LRA / CA 2EEHFED L
MEMBS 2 XX TR TR WEA,

* JCANEHEOEHIEI B LR b 5 WEEMEL D 5 56,

Revocation of JCAN certificates may also be performed by LRAs or JCAN Public CA within a

commercially reasonable period of time under the following circumstances:

e The Subscriber or organization administrator requests revocation of the Certificate
through GCC account which controls the lifecycle of the Certificate.

* The Subscriber requests revocation through an authenticated request to GlobalSign's
report abuse.

* LRA or JCAN Public CA receives notice or otherwise becomes aware that the Subscriber
has been added as a denied party or prohibited person to a blocklist, or is operating from
a prohibited destination under the laws of the applicable jurisdiction of operation.

¢  Overdue payment of applicable fees by the Subscriber.

e Under certain licensing arrangements, LRA of JCAN Public CA may revoke Certificates

following expiration or termination of the license agreement.
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LRA or JCAN Public CA determines the continued use of the Certificate is otherwise
harmful to the business of LRA, GlobalSign, or third parties. When considering whether
Certificate usage is harmful to GlobalSign’s or a third party’s business or reputation, LRA
or JCAN Public CA will consider, among other things, the nature and number of
complaints received, the identity of the complainant(s), relevant legislation in force, and
responses to the alleged harmful use by the Subscriber.

If Microsoft, in its sole discretion, identifies a certificate whose usage or attributes are
determined to be contrary to the objectives of the Trusted Root Program, Microsoft will
notify GlobalSign and request that it revoke the certificate. GlobalSign will either revoke
the certificate or request an exception from Microsoft within 24 hours of receiving
Microsoft's notice. Microsoft will review submitted material and inform GlobalSign of its
final decision to grant or deny the exception at its sole discretion. In the event that
Microsoft does not grant the exception, GlobalSign will revoke the certificate within 24
hours of the exception being denied.

Death of a Subscriber.

LRA or JCAN Public CA decides to revoke any certificates for other reasons.

RICHGT 2HERDH 5 & %iE, LRA XiF JCAN ZEEE X% LA BN 2RI JCAN
ALEO R FEiT s L T 5

o FIHEFEXIGHMOEHE 2, SEHEDO A 794 I V%2 EMT S GCC TAHY v M %L
TAEHE DK 2 HiET 2856,

o FIHFE 2. GlobalSign @ report-abuse@globalsign.com ~~, FRAEF & DHFHHIEIC L -
THRIHFEL 7256,

o FIHEMREZEIENGEFEE LTIy 7 ) R MGBMI N &, NIFEE RO EBEICHE D
LI NSHEASEFEL TS Z LIt T, LRA X JCAN FRiLE 25850 % 3258
T NIFFERA L Y6,

o SHAWEBIEXAHME XY o 56,

e —TEDTAkVAEMICH S EZ, LRA Xix JCAN ZitRiZ. 74 & v RN T i
TR, GAERHEZEDE 32 LA TE B,

e LRA Xii JCAN §%ilt/5 %, JCAN FEBHEF O#MkHifiH 20 LRA, GlobalSign, X I35 =% D
HEICEEICRY S 200¥W%2(TH, FEHFOFIH2 LRA, GlobalSign, X I35 =# D
FEXIIFFHNICERZE 2 KIF T2 L9 2253 2 5. LRA Xix JCAN #ibE 13e 9
b, ZHEL 2 EHOMEE K OHE. SERLADEIT, B2 aBEEER., KUCFIHEIC
L2EEFELINGEH~DOICERET 5,

*  Microsoft ¥, H o Z DHET, IEHFOHRZL W LIEMIEERS Trusted Root Program
DEFFICK LT W5 LREL YA, GlobalSign 1C#E#& L, sEBHEFE O Z EKT 5,
GlobalSign (¥, ARFEHEFEZ K %19 % 2>, Xt Microsoft DEGE % Z % 24 KFEILANIC
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Microsoft ICIF} % HiGES %, Microsoft 1%, RV ZMHEZEL. EoZoHE T, HlHt%
AP AR 9% 2, ARE % GlobalSign I[CHEAIT 5, Microsoft 2344 % 528 7\
%6, GlobalSign X, fHIABER ST 5 24 FRREILIPNICAGEHEZ K5h X ¢ 5,
 FIHFEDIET
e LRA X JCAN #ZitfRA % oftt OB TR % E L 286

Revocation of JCAN Public CA Certificate is performed by GlobalSign within seven (7) days

under the following circumstances:

¢ GlobalSign obtains reasonable evidence that the JCAN Public CA’s Private Key
corresponding to the Public Key in the Certificate suffered a Key Compromise or no longer
complies with the requirements for algorithm type and key size of the Baseline
Requirements as specified in Sections 6.1.5 and 6.1.6

*  GlobalSign obtains evidence that the Certificate was misused.

*  GlobalSign is made aware that the Certificate was not issued in accordance with or that
the JCAN Public CA has not complied with Mozilla requirements and/or applicable CP or
CPS.

* GlobalSign determines that any of the information appearing in the Certificate is
inaccurate or misleading.

e GlobalSign or JCAN Public CA ceases operations for any reason and has not arranged for
another CA to provide revocation support for the Certificate

¢ GlobalSign’s or a Subordinate CA’s right to issue Certificates under JTS requirements
and/or this CP expires or is revoked or terminated, unless the issuing CA has made
arrangements to continue maintaining the CRL/OCSP Repository.

¢ Revocation is required by the Issuing CA’s CP and/or CPS.

* The technical content or format of the Certificate presents an unacceptable risk to
Application Software Suppliers or Relying Parties (e.g., the CA/B Forum might determine
that a deprecated cryptographic/signature algorithm or key size presents an unacceptable
risk and that such Certificates should be revoked and replaced by CAs within a given

period of time).

RDEE.  GlobalSign 13 JCAN FHALR DREHE 2 7 HUWICREN T %,

o GEAENOANFIRICHNIGT 5 JCAN FELR OME a2, Xid, 6.1.5 HEAW
6.1.6 JHICHTE I N T3 X JiC, Baseline Requirements @ 7L 2V X 2 DOFEFHE L O
DI A XD i b IR0 7m0 & v ) AR AL % | GlobalSign 23HUS L 72856,

o GEHEAAIEMFH S & 2R TEELE BUS L 254,

o GEBHE 2 Mozilla D ZfA:H o/ i3 JCAN CP Xix CPS iZft-o THITIN T »wI
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4.9.2 Who Can Request Revocation (45D HzEE)

GlobalSign and JCAN LRAs will accept authenticated requests for revocation. Authorization
for revocation shall be accepted if the revocation request is received from either the Subscriber
or an affiliated organization named in the Certificate.

Subscribers, Relying Parties, Application Software Suppliers, and other third parties may
submit Certificate Problem Reports to notify GlobalSign of a suspected reasonable cause to

revoke a Certificate.

4.9.3 Procedure for Revocation Request (4<% HiEE D WLEE Tt %)

Due to the nature of revocation requests and the need for efficiency, GlobalSign and JCAN
LRAs may provide automated mechanisms for requesting and authenticating revocation
requests; for example, through an account which issued the Certificate that is requested to be

revoked. GlobalSign may also provide manual backup processes in the event that automated
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revocation methods are not possible.

GlobalSign and JCAN LRAs will record each request for revocation and authenticate the
source, taking appropriate action to revoke the Certificate if the request is authentic and

approved.

Once revoked, the serial number of the Certificate and the date and time shall be added to the
appropriate CRL. CRL reason codes may be included. CRLs may be published immediately or
they may be published as defined within GlobalSign’s CPS.

GlobalSign and JCAN LRAs shall prepare methods for Subscribers, Relying Parties,
Application Software Suppliers, and other third parties to submit a Certificate Problem Report.
GlobalSign and JCAN LRAs may or may not revoke in response to this request. See section

4.9.5 for details of actions required for GlobalSign and JCAN LRAs for making this decision

FINHEE DR OME L R OB E 2> 5. GlobalSign &X' LRA 13RBNHRGEZZK L, JEES
57:0D0HEE It h= RLeRMT I35, 22X, TAHAVY FRBUTHE
T L 72EEAE ORI 24T 5 /7iEHL H 5, LRA [FHEML S W= KPFiE & RN Wi5E
o, REFERZIS Z LHARETH 5,

GlobalSign & U LRA (3, K¥HGEZCH L. Z DIFRIEZHEGET 5, HWRHAPHIETS Y &R
INTGEII X, BY AR TR E 25,

KEhx =56, idEHEO VY 7T AF v o— REH, KshiEZ2s CRL Icitdid s, Fil
a—-FZ2&b2tbH B, CRL BEBLICHEITEINS D, 5% GlobalSign ® CPS ICH#EHLL
THRITENG,

CA XU LRA %, FIH#E., K4 EE, 77V 75— a vV 7 v aT7H774%, RUMO
BEHDEEHEOMERE 2RI 2 0 0 iR F T 2 b D & 3 %, GlobalSign & U* RA
. TOERICCCTHOET LR TESE, NIl eddHd, COREEZTI DD
CA XU RA ODRITICHLERT 7y a vOFlliconwTid, 495 HESHIT L L,

4.9.4 Revocation Request Grace Period (KAIHGE £ < O HAfH)

The revocation request grace period is the time available for a Subscriber to take any necessary
actions themselves in order to request revocation of a suspected Key Compromise, use of a
weak key or discovery of inaccurate information within an issued Certificate. GlobalSign

should allow Subscribers a maximum of 48 hours to take appropriate action to revoke or take
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appropriate action on behalf of Subscribers.
FENHFEEE COM TR & 12, fEIab o235 2 556, WS a2z L 256, HiTx2%
J72REE IR S N EHRICA B R NERE N T 256 7% LT, FIHF SRR % B5K
$ 2 RN HE R NR % B 72 0 DIRfE 2 59, GlobalSign . FIFZE ICH&K 48 W DT %
BZ2ZenTELH, ThE@E S ERIT CA IMMEOIEHEZ LT 5. Bz Ot
MMAEZNBL 28U 2 Fhi & 2l 2 LB TE B,

4.9.5 Time Within Which CA Must Process the Revocation Request GREIEE 23 5%h 5 % AL

Mg~ & HAR)

GlobalSign shall begin investigating Certificate Problem Reports within twenty-four (24)

hours of receipt of the report.

All revocation requests for end entity Certificates, both those generated automatically via user
accounts and those initiated by GlobalSign itself, must be processed within a maximum of 30

minutes of receipt.

GlobalSign shall maintain 24 x 7 ability to respond internally to a high-priority Certificate
Problem Report through report abuse channel and, where appropriate, forward such a
complaint to law enforcement authorities, and/or revoke a Certificate that is the subject of
such a complaint. GlobalSign shall begin investigation procedures for a suspected Key

Compromise or misuse of a Certificate within 24 hours of receipt of the report.

GlobalSign and JCAN LRAs shall decide whether revocation or other action is warranted
based on at least following criteria:

* The nature of the alleged problem;

* The number of reports received about a particular Certificate or Subscriber;

* The entity making the complaint; and

* Relevant legislation.
GlobalSign I, i %% 1 7 24 WERILAA 1< AEWI 0 [AAHEES B2 2 Bk 3 5.
TYFIZYT 4T AGEAEORMHFICOCTIR, TH Y v b &l U CEE S KR,
S OF GlobalSign 233 Fit & BB L 72 d oofifiuTcdh > T, T2 LEAKTD 30 7UA

IR X N T X7 s\,

GlobalSign (%, _report-abuse@globalsign.com 73 L 7z % U €, BIEE O &\ akHE R
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4.9.6 Revocation Checking Requirements for Relying Parties (J%hi#hEa21c B3 2 WGk

B~ D ESREIH)

Prior to relying on a Certificate, Relying Parties must validate the suitability of the Certificate

to the purpose intended and ensure the Certificate is valid.

Relying Parties will need to consult CRL or OCSP information for each Certificate in the chain
as well as validating that the Certificate chain itself is complete. This may include the
validation of Authority Key Identifier (AKI) and Subject Key Identifier (SKI). Issuing CAs may
include all applicable URLs within the Certificate to aid Relying Parties in performing the

revocation checking process.

4.9.7 CRL Issuance Frequency (CRL @ FfT48)E)

If CRLs are provided and the CA decides or is required to terminate a CRL, the CA SHALL

issue and publish at the corresponding CRL Distribution Point a last CRL with a nextUpdate
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field value “99991231235959Z”. The CA SHALL NOT issue a last CRL until all certificates in
the scope of the CRL are either expired or revoked and SHALL preserve the integrity and the
availability of the last CRL at least for the period specified in the CPS.

For the status of Subscriber Certificates: If the CA publishes a CRL, then the CA SHALL
update and re-issue CRLs at least once every seven days, and the value of the nextUpdate field
MUST NOT be more than ten days beyond the value of the thisUpdate field.

For the status of Subordinate CA Certificates: If the Subordinate CA contains a CDP, the CA
SHALL update and re-issue CRLs at least (i) once every twelve months and (ii) within 24 hours
after revoking a Subordinate CA Certificate, and the value of the nextUpdate field MUST NOT
be more than twelve months beyond the value of the thisUpdate field.

GlobalSign #3 CRL %Z#& T X2 »FEITREZFMI L2 T L 2RE L2, XIIBERD 25
#. GlobalSign (% nextUpdate 7 4 —/v F OfEAS [99991231235959Z] TH % kD CRL
ERITL, MIGT % CRL BfiR4 v bTA KT 2DDL T 5, GlobalSign (X, CRL DHilH
WD AT OEEAZE AR N I3 K23 % £ T, \®f&D CRL %% 1TL 72w, &#%D CRL Ik
CA FFHHEFEOH MR VI 2 £ CHIAEEL 2V, Zoff] CRL &2 Eodboe F
%,

FIHAEGEHED R 7 — 2 212w T: CA ¢ CRL 2®¥179 %84, CRL 34 74&<&d 7 H
HICHEHT, FFRITE . nextUpdate 7 4 — F DffEIL, thisUpdate 7 4 —/ FDfED 5 10
HZBz2Tixnbdivy,

TAHL CA GEBHEDO R T — X Xic2w»T @ T CA FEBHZEIC CDP (Certificate distribution
point) BEETNTWBEAE, CRL X, @) A&l ed 3 22HIC 1 [\, Gi) FHZ CA FFHEFED
Kihtk 24 FEEILAPICEHT, FFAT X 41, nextUpdate 7 4 —/v FDfEI, thisUpdate 7 1 —
MEDIELY 12 » AZBZTIE %57\,

4.9.8 Maximum Latency for CRLs (CRL @ fx KB {5 R

CRLs are posted to the repository within a commercially reasonable time after generation.

CRL (344, FEEMICEENABIBINICY B2 b ) icEkfEan s,

4.9.9 On-Line Revocation/Status Checking Availability (4 ¥ 7 4 ¥ CTOEENIHFHR D MER

GlobalSign supports OCSP responses in addition to CRLs. Response times are generally no

longer than 10 seconds under normal network operating conditions. GlobalSign OCSP
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responses conform to RFC6960 and/or RFC5019. OCSP responses are signed by an OCSP
Responder whose Certificate is signed by the CA that issued the Certificate whose revocation
status is being checked. OCSP signing Certificate contains an extension of type id-pkixocsp-
nocheck, as defined by RFC6960.
GlobalSign (¥, CRL ofth, OCSP L AK v X Xk b KehiEwz Rt 5, @EOL Y M7 —
7 BREIC B NTIE, OCSP iC X 2 0% £ Cofftiism @i 10 W2 kv, GlobalSign
OCSP 51X, RFC6960 [ Uik RFC5019 ICHEMLL T\ %, OCSP o ix. Khzx7—
ZADPHERINTORIAEEZRIT L CA KX > TEXL I NIIHAZEL > OCSP L %
Ry R Lo TEL IS, OCSP FAAMEIZ. RFC6960 I ko TEFRI NS X5, id-
pkix-ocsp-nocheck ! DR % &L,

4.9.10 On-Line Revocation Checking Requirements (Gt v 7 4 ¥ T D IRANEER D HEE D HAiF)

OCSP responders operated by the CA SHALL support the HTTP GET method, as described in
RFC 6960 and/or RFC 5019. The validity interval of an OCSP response is the difference in
time between the thisUpdate and nextUpdate field, inclusive. For purposes of computing
differences, a difference of 3,600 seconds shall be equal to one hour, and a difference of 86,400

seconds shall be equal to one day, ignoring leap-seconds.

For the status of Subscriber Certificates:

1. OCSP responses MUST have a validity interval greater than or equal to eight hours.

2. OCSP responses MUST have a validity interval less than or equal to ten days.

3. For OCSP responses with validity intervals less than sixteen hours, then the CA SHALL
update the information provided via an Online Certificate Status Protocol prior to one-half of
the validity period before the nextUpdate.

4. For OCSP responses with validity intervals greater than or equal to sixteen hours, then the
CA SHALL update the information provided via an Online Certificate Status Protocol at least
eight hours prior to the nextUpdate, and no later than four days after the thisUpdate.

For the status of Subordinate CA Certificates:
* The CA shall update information provided via an OCSP Responder (i) at least every twelve

months and (ii) within 24 hours after revoking a Subordinate CA Certificate.

OCSP Responders that receive a request for status of a Certificate that has not been issued,
shall not respond with a "good" status for such Certificates. OCSP Responders for CAs which
are not Technically Constrained, in line with Section 7.1.5, shall not respond with a "good"

status for such Certificates.
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Issuing CA shall require OCSP requests to contain the following data:
* Protocol version

* Service request

+ Target Certificate identifier

4.9.11 Other Forms of Revocation Advertisements Available (% Dfthd /51512 X 2 KANIEHR
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D)

No stipulation

BUER L

4.9.12 Special Requirements Related to Key Compromise GEiL/E D ##ED fEFR{LICHE 5 Rl

Z1F)

Issuing CAs and related Registration Authorities shall use commercially reasonable methods
to inform Subscribers that their Private Key may have been Compromised. This includes cases
where new vulnerabilities have been discovered or where the Issuing CA at their own
discretion decides that evidence suggests a possible Key Compromise has taken place. Where
Key Compromise is not disputed Issuing CAs shall revoke Issuing CA Certificates or

Subscriber end entity Certificates and publish a revised CRL within 24 hours.

¥1T CA KU RA X, Z OWERIEIHRIL L7280 d 5 & 2 iz, BN HELZ b - TF
H&EicZz0g 0@z d 5, i, Hf"ﬁgﬁﬁ)%ﬁéﬂf:%é\ S O GlobalSign 23HC. D
HEICLVHOMGIALDOEE 23D 2 LWL GAa R EBEEN 5, BOGEIRLICEE - DRl
B, 1T CAREAE., v P vy 74 7 45tAE AR L % 24 RELANICESI L, &

¥lL7- CRL 4 v 74 v T 30 7LANICHITT %,

4.9.13 Circumstances for Suspension GIEFHE O %)) D —KE IE % 1T 5 54

Certificate suspension is not applicable to JCAN.
AEEAE D% )] D —RfE 1R 13 JCAN GIEBAZEICEZ Y L 7\,

4.9.14 Who Can Request Suspension GIEFHE D% D HEFEE)

Certificate suspension is not applicable to JCAN.
AEEAE D% )] D —RfE 1R 13 JCAN GIEBAZEICEZ Y L 7\,

4.9.15 Procedure for Suspension Request GERHTE D %)) D —Kifst 1k Fhe &)

Certificate suspension is not applicable to JCAN.
AEEAE D% )] O —RfE 1R 13 JCAN GEBAZEICEZ Y L 7\,
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4.9.16 Limits on Suspension Period GERAZE D%#hJ1 D —KiF 1EHHIR)

Certificate suspension is not applicable to JCAN.
AERREOZN ) O—FpE 1R 1L JCAN FERAEIZELY L2 vy,

4.10. Certificate Status Services GEFAED AT — & A FR P —E R)
JCAN Public CA provides Subscribers and Relying Parties with CRL services. JCAN Public
CA offers certificate status confirmation services, including Web interfaces, to LRAs.
JCAN FRAEmIE, FIME R ORGEE 26 LT, CRL Z#i¥ %, JCAN L)L LRA IZxt L
T, VT A ¥ =7 x—R%&ETe, JCAN GEIFER 7T — & A fFHR— R 2 #7495,

4.11. End of subscription (FJFH D& T)
Subscription of JCAN certificate ends when a certificate is revoked, expired, or the service
is terminated.
JCAN GEHAEOH AL, JCAN GEBIEDOKL, ARG T, IV —EABKT LIcL &I
T4 %,

4.12.Key Escrow and Recovery (¥ —= A7 mn—L I 1Y —)
CA Private Keys are never escrowed. GlobalSign does not offer key escrow services to
Subscribers.
AR OREEGIITERE (X 7 v —) SN TUIR LAV, GlobalSign IFFIHFICK L THF—
T27u—H—E A% R7BEELR,

5. Management, Operational, and Physical Controls (& EinY, EHM, ¥

HIAYEEER)

5.1. Physical Security Controls (LY BE)
JCAN Public CA implements high-security controls within the data center. These include
restricting personnel and physical access using electronic security mechanisms. Especially
in certificate generation and revocation management, monitoring and alarming systems
are equipped to detect, record, and react in a timely manner upon any unauthorized and/or
irregular attempts of access.
The Data Center implements preventive measures against water damage, earthquakes,
fire, and other disasters as well as other structural measures to prevent physical damage
to the facility.
The access to the CA is restricted to the members who are designated on the Access
management list. Visitors to the Data Center must always be accompanied by these

members.
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5.2. Procedural Controls (¢ & A9 H)
JCAN Public CA follows personnel practices that provide reasonable assurance of the
staff’s trustworthiness and competence in technical operation.
All JCAN Public CA personnel in trusted roles shall be free from monetary or internal or
external pressures that might impact the equity of CA operations.
The trusted role of JCAN public CA is following.
Certification Authority Manager : The responsibility for all the necessary tasks
concerning operation of CAs, including any outsourced JCAN public CA.
JCAN Public CA implements risk assessment to evaluate risks and determine the
necessary security requirements and operational procedures. The risk analysis is regularly

reviewed and revised if necessary.

5.3. Personnel Controls (AE = hz—)L)

5.3.1. Qualifications, Experience, Clearance Requirements (&#%, &5 M O 75 D Ff)
The personnel to be assigned to trusted positions are screened and managed following
Section 5.2.
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5.3.2. Training Requirements (WF&ZE{})
JCAN Public CA offers training to their personnel assigned to CA operations.
JCAN FRRERIL, FRAEERE ETT A0 EEZ, TOEEIZEET 5,

5.3.3. Retraining Frequency and Requirements (FF-AFHE 0 4 FE K& OVEL{4:)
Personnel are retrained for the purpose of renewing and keeping the knowledge of

operational procedures on an annual basis.

FHEZ SOV T OGO FH L HaRF 2 BAYIC, FRICTHIMELZ Z DEBRIZER T 5

5.3.4. Sanctions for Unauthorized Actions FE& 5V TV 2 TEN k2 k)
JCAN Public CA will take disciplinary actions toward personnel who perform
unauthorized behaviors, use unauthorized authority, or use unauthorized systems.
JCAN LR X, BOLNTWARVTE), B O TORVERDOMEH, 3O 6T
VAT LOMAAE LTCEEICK L, BTV &I LIERHIER AT O 2 &0 h 5,

5.3.5. Documentation Supplied to Personnel (B8 2235 &k
JCAN Public CA publishes documents to personnel on the first day of training and

between other training sessions.

JCAN FERER 13, FIEIOHHE & T DM OHHED IR, ZEEITx L& R 2 24

5.4. Audit Logging Procedures (71 7' D Ff5i &)
JCAN Public CA shall implement Audit logging procedures. These include logging of audit
events, and audit systems implemented for the purpose of keeping a secure environment.
JCAN Public CA records the following information from startup to shutdown of the CA
system.
JCAN FRER 13, AR 7 OFhiaFEMT D, UL, EF =27 RERZHER T2 AR THE
EINFARU ha T LEREY—LOB T EET,
JCAN FEFE/F 1X. CA VAT LADOEBNH VAT LAV ¥ v ME U U E TROERE LGS
Do

5.4.1. Types of Logs to be Audited (B 4545 11 7 DO FE%H)
JCAN Public CA implements the following logs:
JCAN #FEm X, LT oieksEET 5,

(1)System Logs (3 A7 AT 5 1 )
. Issuance of certificates;
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. Revocation of certificates;
. Publishing of CRL;

. Others (such as Logs containing local network components).

(2)Records regarding entry/exit and operation of CA private key (ANiE= & CA Fihs

DEAEIZBET % F8R)
. Records of physical entry/exit to the rooms where CA systems are located;
) Records of operation and lifecycle management of CA private key.

5.4.2. Audit trail records contain (&& Y —/L D0 FIZEENHTEH)

) Identification of the operation;

. Date and time of the operation;

. Identification of the certificates involved in the operation;
. Identification of the persons that performed the operation;
. A reference to the request for the operation.

5.4.3. Frequency of Processing Log (B4 10 7' % JLER3 2 HH FE)

Designated personnel are periodically assigned to inspect the log file for detecting and

reporting anomalies.

5.4.4. Storage and Protection of Records and Backup GLERDLRAT & Ri#E, KOy 7T v )
The log files and audit trails are recorded. These are appropriately protected with
access controls. These log files can only be accessed by a person assigned to JCAN
Public CA or by the appointed auditor.

The event logs cannot be easily deleted or destroyed during the retention period.
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Backup containing sensitive data is securely disposed of when no longer required.
JCAN §RiER X vfEmaIhic A, KOHESNEEEENCLOREDILD, v 777 A NE
BARENIRFE SN D, ZThbid, 77 B AHIEEMEIC L VEDICRESHh, Ny 7T v TS
N5,

AN b ZE RENERSNIHMPICES ICHIBRPBIES LD Z &N TE R, BET
—ZEFLNy 7T v TNE, BBELINRWGRITLZEILHEEIND,

5.5. Records Archival (7 — 7% A 7 % G¢icd%)
5.5.1. Types of Records Archived (7 —# A 7 S 1 5 5eék O FELH)

JCAN Public CA and LRA respectively maintains the archived information through reliable
methods.

JCAN F¥RER & O LRA 1345 % . BRETE MDD & 2 HE TR %,

5.5.2. Retention Period for Archive (77— A 7{%AFH )
JCAN Puclic CA and LRAs respectively retain the information subject to archive for the
designated period of time. .

JCAN FBRE/R M ' LRA 1355 % . 7 — 0 A 7XEOEHR A EOHIRRF§ 5,

5.6. Key Changeover (#A5#4)
The Key Pair generation of JCAN Public CA is managed by more than 2 authorized staff
with HSMs and m of n controls according to the procedure described in section 6.
The procedure of re-generating JCAN Public CA keys is as same as the procedures in the

previous sections.

JCAN F8RER DOFET OAEKIE, 2 AU EDOEMINTZASX 7 (LD, 6 H |[ZRHT D
FNEIZHE- T, HSM ETHOMESHI AT A TEEIND,
JCAN F8iER OHERT OFARTFIEIL, ESRo#HOEERLEFE L TH 5,

5.7. Compromise and Disaster Recovery (f&Fa{b & OV E 0> & DIE IH)

JCAN Public CA maintains the records of reporting, backup/restoration, and handling
procedures of incidents and compromises in internal documents. JCAN Public CA
documents the recovery procedures for the circumstances where computing resources,
software, and/or data are corrupted or suspected of being corrupted.
When an algorithm is compromised, JCAN Public CA implements the following:

* Inform all subscribers and relying parties with whom the CA has any agreements,

as well as the other stakeholders; and

¢ Revoke the affected certificates.
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5.8. CA or RA Termination GRFE/R 1T RA OBEHET)
When CA or RAis terminated in a planned way, Subscribers and Relying Parties are notified
with a sufficient amount of time from the timing of termination. When CA or RA is
terminated unexpectedly, GlobalSign pays effort to minimize the disruption and ensures
that Subscribers and Relying Parties are promptly notified. GlobalSign revokes all issued

certificates in principle and destruct CA private keys.
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6. Technical Security Controls (Fiffii)z % = U 7 ¢ &)

6.1. Key Pair Generation and Installation (<7 A& A > A h—)L)
6.1.1. Key Pair Generation
(1) CA Key Pairs (CA #ED<7)
A Hardware Security Module ("HSM”), which is one of Cryptographic Modules, is used to
securely generate and manage CA private keys.
It is confirmed that HSM has not been tampered with during shipment and delivery.
Certificate and revocation status information signed by HSM is not tampered with during
retention.
CA MBSO X 27 RAEKLEFRIIT, BEEY2—NLO—ETHLIN—FUV=TtFx=2
T4 EY 22— (HSM) #Hv25,
HSM 13, 8P SAINTWARNE L 2R T 5,
HSM TE4 LTV LREAE L RPORERIT. RIFSN TV LREICHE SRV,

(2) Subscriber Key Pairs (Fl| & O #~27")

When JCAN Public CA generates the private key on behalf of subscribers or LRAs, the key
pair and CSR is generated following secure key generating procedures and the key generation
policy described above.

Subscribers do not generate private keys to request JCAN certificates.

JCAN RFER 2 FIHFE XL LRA (2> TRERO AR EZIT 5 GaiE, BF 27 24K
FIEZAWT, EERSAERORY o —ITHEILL T PKI O#~7 K CSR &4 T 2,
JCAN GEHEZ BT 57202, FIMAEFIC X D2WEROERITITHRU,

6.1.2. Private Key Delivery to Subscriber (Fl| 3 ~D R D BCAR)
JCAN Public CA obliges subscribers to use strong PIN codes. These PIN codes protect the
generated private keys formatted in PKSC#12.
JCAN FERE/R 1%, HEEHEICHEZ: PIN O Z#&T. Hi% PIN W THEREL ST
PKCS#12 XD SLIEAE v r— (LUF [ PKCS#12 JEAGEHAE] L\ 9) 4K T
D

6.1.3. Public Key Delivery to Certificate Issuer GIERAEIFTH ~DABHFEDBCAR)

GlobalSign only accepts Public Keys from RAs that have been protected during transit and
have had the authenticity and integrity of their origin from the RA suitably verified. RA’s shall
only accept Public Keys from Subscribers in accordance with Section 3.2 of this CP.

GlobalSign 1%, RA N HnE SN ORENREINTEY , ZORIFIZ OV TOEENM L 5ER
PR EONREES N NBREO S ZZ T AND, RA IA CP @ 3.2 HIZHERLL TW S5

DI, FIHEPL DRAREZZTHT LD LT D,
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6.1.4. CA Public Key Delivery to Relying Parties GEAER D> S MFEE ~D AR HEECAT )
GlobalSign ensures that its Public Keys are delivered to Relying Parties in such a way as to
prevent substitution attacks. Commercial web browsers and platform operators are
encouraged to embed Root Certificate Public Keys into their root stores and operating systems.
Issuing CA Public Keys are delivered by the Subscriber in the form of a chain of Certificates
or via a Repository operated by GlobalSign and referenced within the profile of the issued
Certificate through AIA (Authority Information Access) .
GlobalSign [IMRFEH ~DRFHEEDOEAIZIWT, HOT OV REZ ZP T, MISOHIETHET
HOZLERIET DS DT D, METTUVFROT Ty 74— AN —F—(F, L— b
Z b7 KO OS 12— FEHEAREZMHAATL Z LRI TV D, JIT CA DA
L. FERIEOMEE X GlobalSign 2EE T 5 LAY MY 240 L CHIHZE D HEAR S, ATA
GBREREBI T 7 £ AfFH) 28 L TRITHEZEAFTO T 0 7 7 A VAT EN D,

6.1.5. Key Sizes (#F)
JCAN Public CA private RSA key length is 2048 bit or longer with the signing algorithm of
SHA-2 (256) or above.
JCAN FRAERMEGET, #ED 2048bit LL 1> RSA #T, SHA-2 (256) MU LOELT L=
U X LM%,

6.1.6. Public Key Parameters Generation and Quality Checking (AR XT A — &% — kK
B )

GlobalSign generates Key Pairs in accordance with FIPS 186 and uses reasonable
techniques to validate the suitability of Public Keys presented by Subscribers. Known weak
keys are tested for and rejected at the point of submission. GlobalSign references the Baseline
Requirements Section 6.1.6 on quality checking.

GlobalSign 1% FIPS 186 OMEICIEVEEZ AR L, F2FHE D bIRR SN2 #OBE ML
WU B2 W T BREET Db D& T 5, BEAMOMET 2 IIMFES v, R IERFICHESG S
%, GlobalSign 1%, SWEMA IR L Baseline Requirements @ 6.1.6 JHAZ &R+ 5 L0 L9
D

6.1.7. Key Usage Purposes (as per X.509 v3 Key Usage Field) #{#iH HAI(X.509 v3 & H
7 4 —/L RIZHEWT)

GlobalSign sets key usage of Certificates depending on their proposed field of application via
the v3 Key Usage Field for X.509 v3 (see Section 7.1). The Private Key of JCAN Public CA is
used to sign JCAN Certificates and CRLs.

Ghmmgnﬁ\$%Tﬁ?én574—wkzbtﬁw\ﬁ%%m%ﬁ5%®%ﬁ% X.509
v3 M7 4 — AV FICKVRETH2bD LT 5, (7.1 HzZM) JCAN FEIER OMEHIT
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JCAN FEAE LREERZ Y X FOZLITHEM SIS,

6.2. Private Key Protection and Cryptographic Module Engineering Controls (FA% f{r 3 &
U5 E ¥ = — L EAR S 31
6.2.1. Cryptographic Module Standards and Controls (lf 5{LE ¥ = — /L D FEHE K OVE EE)
GlobalSign generates the private key of JCAN Public CA with the devices of FIPS 140-2 level

3 or above.
GlobalSign 1% JCAN FRiER OfhE#E%Z FIPS 140-2 level3 LA LD T A 22 TR T 5,

6.2.2. Private Key (n out of m) Multi-Person Control (Ft%§#(m H > n) HEDO ANBIZ L DE
)
JCAN Public CA manages the CA private keys following its documented procedures.
The generation of the CA private key requires multi-personnel control by more than two
authorized staff serving in trustworthy positions.
JCAN GRRER 1%, B SN FHICHE- T CA RIEH#HEEHT 5, CA OMEFOARKIT,
BESHIEW 2 AL EOEBIC X HHAEERZLE LT 5,

6.2.3. Private Key Escrow (FAE DT 2 7 17 —)
GlobalSign does not escrow Private Keys for any reason.
GlobalSign (X, a7z 232k L CHMEHRE FEFTEET D b D TIERL,

6.2.4. Private Key Backup (FAESED /> 7 T v )
If required for business continuity GlobalSign backs up Root and Subordinate Private Keys
under the same multi-person control as the original Private Key.
GlobalSign 13K FRFFIEMITD 72 OITMEERIGE Vv — N RO MLE O R #E 2 R DL §E
ERRICEBANBDOEBR T TNy I 7 v T &I bD LT 5,

6.2.5. Private Key Archival (FBbE 8D 7 — 51 A 7))

GlobalSign does not archive Subscriber Private Keys and ensures that any temporary
location where a Private Key may have existed in any memory location during the generation
process is purged. Once the subscriber or LRA receives the PKSC#12 file, GlobalSign destroys
all the relevant instances none of the generated private keys and PIN codes are archived.

GlobalSign IFIME OWERDT — A 7 %AT7207T RO A RIBER TENFEL TV
ATREMED & 2 —IfRI e FE RGN O bHIBR S LD 2 & Z2RGET 2,

GlobalSign %, JCAN FEED PKCS#12 7 7 A LD PIN KUK LI-WEEE T — 14 7
P, BTOA A Z 2% PRCSHI2 HAGEHEFE O ARRZITEET 5,

6.2.6. Private Key Transfer into or from a Cryptographic Module (5 5E ¥ = — /L[] O Fh % g
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BAT)

GlobalSign Private Keys are generated, activated, and stored in Hardware Security Modules.
When Private Keys are outside of a Hardware Security Module (either for storage or transfer),
they are encrypted. Private Keys never exist in plain text outside of a cryptographic module.

GlobalSign OMEHRIX, N— RV =7 X2V T 42— /MIBWTERK, 7277 1 71k,
EOMRIFEN TN D, ERENNN—FT =T Ex2 U T 4 Y 2—VOANERFE L ITBITD
TEONZHLGEITL, LS TND ZENNAL D, HERIE. BT 2 — A DRE
ICT. —fiR7T 2 MREETHAE L TUFHEXHT R S 720,

6.2.7. Private Key Storage on Cryptographic Module (K5 ¥ = — W21 5 FABESEDLRTF)
GlobalSign stores the private key of JCAN Public CA in the devices of FIPS 140-2 level 3 or

above.
GlobalSign IZ JCAN #2AE/R D% FIPS 140-2 leveld LA EDT /A R RE T D,

6.2.8. Method of Activating Private Key (R 8D 7 7 7 « 74V J571E)

GlobalSign is responsible for activating the Private Key in accordance with the instructions
and documentation provided by the manufacturer of the hardware security module.
Subscribers are responsible for protecting Private Keys in accordance with the obligations that
are presented in the form of a Subscriber Agreement.

GlobalSign 1IN— R =7 X2V T (T 2—/LORGE TR 2 (AR EICHE W ik
BRET VT4 7T 2EEEAT 5, FAEIZ. FIRARIOR S D STV, EEE
RETLOEEEZFT D,

6.2.9. Method of Deactivating Private Key (FBLE#DIET 7 7 4 T I71E)

GlobalSign ensures that Hardware Security Modules that have been activated are not left
unattended or otherwise available to unauthorized access. During the time a GlobalSign CA’s
Hardware Security Module is on-line and operational, it is only used to sign Certificates and
CRL/OCSPs from an authenticated RA. When a CA is no longer operational, Private Keys are
removed from the Hardware Security Module.

GlobalSign I¥7 77 4 7t ENTen— R =27 tFX 2 V7 4 EV 2 — L EHEET, FAE
T 7 ZARA BRI LW Z L ZRGET D5 b D & T D, GlobalSign O N— Ky =7 &%
2V T AR 2= VINF T A D OBIERTRERE, GEHEKORBIEHF - RA 60D
CRL/OCSP DEBEBAIZOMAERH N5, Bk EEE LS e DB, £ OMEHFIINN— Ry =7
X2 YT 4B 2—ADLHIBREND,

6.2.10. Method of Destroying Private Key (FiA% §8: o> il 5 J51%)
CA Key Pair re-generation and re-installation is, following the Sections of 6.2, implemented

at any suitable time before the expiration of the previous pair.
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GlobalSign Private Keys are destroyed under multi-personnel control at least by two trusted
personnel when they are no longer needed or when the Certificates to which they correspond
have expired or have been revoked. Destroying Private Keys means that GlobalSign destroys
all associated CA secret activation data, including backups, in the HSM in such a manner that
no information can be used to deduce any part of the Private Key. The Key destruction process
is documented and relevant records are archived.

CA T OFAER LA VR F—/Uid, 6.2 HOBEILHE, A Z0HIRETOw B 22 K2 AT
P
GlobalSign DRI, AMEE & 72 o Tl 58 L <UTRS 2 REHE S HIREIN XITRL LT
BT, RSN 2 AU EOBEEONEWO FICHES NS, i EREZEEETI2HD
GlobalSign (IMEHDAM 2 2y bHEESNLRNE S, Ny 7T v 7 2ED, HSM NOB
W LFFEROM BT 7T 4 X—2a T —F R TEEET D, #OMEOLRIIIEL,
B4 % Redkl IR T Do

6.2.11. Cryptographic Module Rating (5 ¥ = — /L §T)
See Section 6.2.1
6.2.1 HZZ M,

6.3. Other Aspects of Key Pair Management (37 & HIZ 31T 5 £ O ol )

6.3.1. Public Key Archival (ABIgED 7 —H A 7)
Issuing CAs must archive Public Keys from Certificates.
GlobalSign IFFEAFEDO AL 7 — I A4 7 L2 5720,

6.3.2. Certificate Operational Periods and Key Pair Usage Periods (GIEIHZ D#/E nl HEHA M K
OMEEAT O F HTHD)

Certificates shall have a maximum validity period as in the chart below.

The Key Pair usage period can be up to the Certificate Validity Period. Certificates signed
by a specific CA must expire before or at the end of that CA Certificate Validity period.

Issuing CAs must comply with the external requirements with respect to the maximum
validity period, in some cases thereby reducing the effective available Certificate term. In some
cases, the maximum validity period may not be realized by the Subscriber in the event the
current or future external requirements impose requirements on Certification Authorities
relative to Certificate issuance that were not in place at the time the Certificate was originally
1ssued, particularly in the case of a request for reissuance, e.g., additional requirements are
included for identification and authentication for certain Certificate type, or maximum
Validity Period is decreased.

N7V w7 IfEEEN D GlobalSign DFEMEITRE T FRROFXICR~ L AHIMEZFHE LD
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L2,

BT OB MBIAIL, R TIEAF L F CAHIRICRET 2 2 &N TE D, FFED CA I
Lo TEL SNZEHER., 20 CA GEHEOF IR E 72 NLIRNCLZ) LT it e 572
VY, GlobalSign FERAEIX. HEAZMIRICE LANTERICER L 20X o 2nizs, £
FUSHE > CREEO BRI 2 MG T 2 %60 5, FIAF OFEAZEREN LY WA
MOLEIE, RSN ZRICTTOA IR E THEBITH AL 25, BT IR E
KA, FERAE DN BANIRAT S AT e CIEEME ST ey o 7 EBIEFATIS X L CRRGEHERR
WCEZRT A, FRICHBITORBEN 2 SNGAICB VT, FIRBE R RKOHZIHIH %
EZTERWIEND D, Bl & DFEHFEOREIC OV Tl & OFRBREIC R 5 B MB35
ENDHEE. XImKROAHMIERE <556

Type / TE¥5 Private key usage / % | Max validity period / &
BOFHTIE RAZNHIH
JCAN Public CA Certificate | Certificate Signing, 18 years
Off-line CRL Signing,
CRL Signing (06)
JCAN Certificates Digital Signature, 825 days
Key Encipherment,
Data Encipherment (b0)

6.4. Activation Data (77 7 ¢ 7{bT — %)
JCAN Public CA securely stores activation data associated with its own private key and

operations.

JCAN BRRER) 13, HCOMWE#R L EHICHES 5T -2 22X 2 TITRE T 5,

6.5. Computer Security Controls (2> B2 —% X2 T a2 ha—))

JCAN Public CA implements computer security controls such as keeping integrity and
confidentiality of CA systems, such as protection against obsolescence and deterioration of
media, etc.

JCAN LR 1%, CA ¥ AT AR OEF RO STERMHERr, BAROBRIL L HILDOIREFED 2

Va—stXal 74 HEHEELST D,

6.6. Lifecycle Security Controls (74 7% A 7/ X2V T 2> hr—/L)
When develop, install, or change software, this software is analyzed from the designing
phase and subject to tests on the test environment. The release of this software is implemented

after the approval by the responsible personnel.
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6.7. Network Security Controls (v NV —2tEF a2 VT s =2 hr—)L)

JCAN Public CA network is protected by firewall and intrusion detection system.

6.8. Timestamping (¥ A LA X )
(No stipulation)
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7. Certificate and CRL Profiles GEHE K OGEHEFERN Y XA b7 w7 7 A L)
7.1. Certificate Profile GEFAE Y v 7 7 A /L)
7.1.1. Version Number(s) (X— = & 5)
The profile of JCAN certificate follows the X.509 Version 3 Format.
GlobalSign 1%, X.509 N— 3y 3 I~ TT VX IGEHEEZRITT LD LT 5,

7.1.2. Certificate Extensions GIERAZL5E)

Issuing CAs shall issue Certificates in compliance with RFC 5280 and applicable best
practice including compliance to the current Baseline Requirements sections 7.2.1.1 through
7.2.1.5. Criticality shall also follow best practice and where possible prevent unnecessary risks
to Relying Parties when applied to name constraints.

GlobalSign 1. RFC5280 K UR{ED Baseline Requirements @ 7.2.1.1 75 7.2.1.5 H%
BUOEMAFRERNA NT T 7T 4 AW, TUFNGEAZFEEZRITT 200 LT 2, 4RTOMH
fR (NameConstraints) 2R E INT-HE . MAEE & RNERY A7 NOAFH 7201, BEE (7
VT 4B IVT 1) IZOWTERR T T7T 4 A > TRESIND,

7.1.3. Algorithm Object Identifiers
Issuing CAs shall issue Certificates with algorithms indicated by the following OIDs
Tova U X LGEAIF- GlobalSign 1%, Fi2® OID (EFEE®HRAT) \TRENHTNLTY XA
TTVHNGERAEEZRITT 26D L T2,
SHA256WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 11}
SHA384WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 12}
SHA512WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 13}

7.1.4. Name Forms (£ A=)
Issuing CAs shall issue Certificates with name forms compliant to RFC 5280 and section
7.1.4 of the Baseline Requirements.
GlobalSign 1%, RFC5280 24t 9 4R %Y Baseline Requirements @ 7.1.4 IEIZYEHLL
TRERAEEREITT 5,

7.1.5. Name Constraints (£ il #7)
Issuing CAs may issue Subordinate CA Certificates with name constraints and mark as critical
where necessary. When name constraints are NOT set on a Subordinate CA, such CA must be
subject for full audit specified in section 8.0 of this CP.
GlobalSign may issue Subordinate CA Certificates with name constraints where necessary and
mark as critical where necessary as part of the Trusted Root program.

GlobalSign [T#E )G U T4 HTOH| R (NameConstraints) Z i L T F. CA FEBHEZ 1T

L. £7= TrustedRoot 71 77 LAD— & L THERBHIIIZFNZEEE L L TGRET D,
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H7 CA (4 HIDHIFR (NameConstraints) 35% E SN TV WEE, 20 CA (X CP @ 8.0
BIZHRHEIN TV AEHEEEORBICE ENRITIUIZR S0,

7.1.6. Certificate Policy Object Identifier GEE R U > —ikBI+)
GlobalSign follows Section 7.1.6 of Baseline Requirements.
GlobalSign |% Baseline Requirements ¢ Section 7.1.6 (27 9,

7.1.7. Usage of Policy Constraints Extension (A8 U > —#il#fLaE Ok )
No stipulation
BEZ L)

7.1.8. Policy Qualifiers Syntax and Semantics (AR U o —{EHfi DAL & EIR)
Issuing CAs may issue Certificates with a policy qualifier to aid Relying Parties in determining
applicability.
GlobalSign 1%, FRAEE N ENEZITANAEENE D ZHETE 5 Lo, RN v —Efifi1 &
WU T XA RNEEZDDLI LN TEDRTT VHNAGEHELZHITT D,

7.1.9. Processing Semantics for the Critical Certificate Policies Extension(Z U 7 o 71 /V725E
BHER Y O —JERIZ O W T ORI F1E)
No stipulation
HEZRL)

7.1.10. Serial Numbers (3 V 7 /L&)
Each Issuing CA must issue certificates that include a unique (within the context of the Issuer
Subject DN and CA certificate serial number) non-sequential Certificate serial number greater
than zero (0) containing at least 64 bits of output from a CSPRNG.
#%17 CA 13, CSPRNG O D& 64 £y bOT U M7y hagETe, 0 UL EOERE TR
MEO FBITE V7V ML KRD CA GEHEV Y T AEFESHNOa T 7 2 L) GEHE
YU TNFEGEELREAE 2 RIT LRI TR 620,

7.2. CRL Profile (CRL 7'v 7 7 A L)
7.2.1 Version Number(s) (N— = 3% 5)
Issuing CAs shall issue Version 2 CRLs in compliance with RFC 5280.
GlobalSign 1% RFC5280 2V, /S—T a2 2 @ CRL 281735600 &T 5,

7.2.2 CRL and CRL Entry Extensions (CRL %" CRL = k U §LiE+)
CRLs have the following extensions:CRL Number and Authority Key Identifier

CRL (ZIXLL FOIEED M > Ty % : CRL Number, Authority Key Identifier
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7.3. OCSP Profile (OCSP 1 7 7 A /L)
Issuer CAs may operate an Online Certificate Status Profile (OCSP) responder in

compliance with RFC 6960 or RFC 5019.

7.3.1 Version Number(s) (3X— 3 & 5)

Issuing CAs shall issue Version 1 OCSP responses.

7.3.2 OCSP Extensions (OCSP #53E)
(No stipulation)
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8. Compliance Audit and Other Assessment (LIS K OV O fth o ZEAf)
8.1. Frequency and Requirement of Audit (854 48 & OVR L)
JCAN Public CA annually receives compliance audit to ensure the conformity of this service
to the requirements, standards, procedures, and service levels of this CP.
LRAs receive the re-registration to JTS Registration requirements at least once a year in
order to have their service ensured of its conformity to the requirements, standards,

procedures, and service levels of this CP. For this re-registration, LRAs implement internal

audit on themselves.

JCAN FEER 1%, FIZ 1 [LLE, AP —Ev 228, K CP OB, FE%E, Fe, KO —E R
LAYUZHEE L TWD Z & 2 RGET D701, MR 25T 5,

LRA X, FIZ1ELLE, Ry —v 203, R CP OEM:, EHE, Ffi, KOV —E R LYl
ALTNDZ EZRFET D701, JTS Bik(LRA) #3523 5, 2D JTS BEEH O 7=, LRA
IR A % T 5,

8.2. Auditor’s Identity and Qualification (B A\ D& 5t M OVRE 17)
Compliance audit is carried out by auditors with a firm auditing experience.

WEPLERE RIS, T REERRE AT OEEABTI bD LT 5,

8.3. Relationship between Auditors and Non-auditing sectors (Bi# A & #EEAES
M D EAFR)

The auditors are independent from the other departments. These auditors’ involvement

with the other departments is limited to audit.

B NI, REEET P OEZE LML LIESHICH DD LT D,

8.4. Matters Subject to Internal Audit (Bs A xR IE H)
The focal point of audits is the conformance to CP and CPS.
BifiX. CP &T¥ CPS ~DIEMNEIZEESWTERHMliS 5,
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9. Other Business and Legal Matters (Z ofh &2 3 & & QLR FTH)
9.1. Fees (BH)

The issuance of JCAN certificates requires a reasonable amount of fee.

JCAN FERHEORITICIE, BELREENREIN D,

9.2. Financial Responsibility (B4# D &FF)
JCAN Public CA keeps sufficient financial funding to offer these services.
JCAN FBFER X, R —ERORMICHZY | +o MBI EZHERFT 5,

9.3. Confidentiality of Business Information (EFFIEIRDEZRE)
Business information which JCAN Public CA maintains is regarded as confidential except for
public items such as certificates and CRL, [CP], this CPS, and other policy documents. These
are disclosed intentionally.
JCAN LR MRFFT 2 ¥EBHE#I. AEH#E, CRL, A CP XU CPS % CHI/RMIICAR S 4L
LbDxlRE, BERRIRE L TEHRbNLD,

9.4. Privacy of Personal Information ({8 A [ER{R:&)
The retention of personal information by LRAs and/or JCAN Public CA shall follow the
concerning laws and regulations of the applicable country if any.
The Privacy Policy is published on GlobalSign’s web site at
https://www.globalsign.com/repository.
Personal information which LRA and/or JCAN Public CA maintains is regarded as
confidential except for explicitly published items such as JCAN certificates and CRL.
LRA X UYXiZ JCAN FER MR 2 EAEHRIT. b LHNIEZ OEORRT D IE#RIZHE D
Z L&,
7 7 A4 N v — K U ¥ — X . GlobalSign ® v = 7 H A h
https‘//jp.globalsign.com/repository/ ETAHEN %,
LRA K UOVX(E JCAN FBFERmMRFrT DM A fFHIL, JCAN FEFAZE. CRL & L THRAIICA
KIND b0z, BERSGZRE LTHREDOND,

9.5. Intellectual Property Rights ((1R484EEH#E)
GlobalSign owns and reserves all intellectual property rights associated with publications

originating from GlobalSign, including this CP.
A CP %% 7 GlobalSign 2335474 242 T D HATHI D HIAIM PEMEIZ DU T, GlobalSign 3% D
MR 2R T D,
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9.6. Representations and Warranties (FRBA{REE)

JCAN Public CA retains trust in the operation of authentication by following the content
prescribed in this CP, performs vetting prior to issuing certificates, provides authenticated
services including registration, issuance, and revocation of certificates, and guarantees the
integrity of CA private keys.

JCAN LR 1%, & CP ITHE LIeNAEZ BT U CGEHZHFEICBET 2 %A, FEHEH O 58k,

FAT, KO EEGRIET — A 22t L, CA RSO EN 4 & il il EH D5 Mk 2 el

T 5,

9.7. Disclaimers of Warranties ((REED FFHEIH)
JCAN Public CA does not warrant anything except the guarantees prescribed in this CP.
JCAN GRFER 1%, K CP ITHE SN RIEEFRE . —UIDRIAEEITOR,

9.8. Limitations of Liability (HRZHE)

JCAN Public CA is not responsible for damages regarding authentication services against

Subscribers, Relying Parties or other third parties.

¢ All damages not caused by JCAN Public CA

¢ Any damages caused by not fulfilling the obligation of Subscribers or Relying Parties

¢ Any damages originated from the systems of subscribers or relying parties

¢ Damages caused by the negligence or failures of Hardware or Software used by JCAN
Public CA and other parties

¢ Damages resulted into secondary or indirect loss of profit from use of certificates or
digital signatures.

¢ Damages originated from information published on the certificate and CRLs but cannot
be attributed to the responsibility of JCAN Public CA.

¢ Damages resulted from improvement in cryptographic algorithm decoding technology
beyond current expectations.

* Any responsibilities originated from the termination of JCAN Public CA

* Any damages originated from the suspension of JCAN Public CA which resulted from
natural disasters, wars, upheavals, terrorism, and other inevitable accidents.

e Any responsibilities originated from the suspension of JCAN Public CA

JCAN FAER 1%, SEREY—E AT 2L FOBEFIZHOWT, FIHE ., BEEE XEZ Do %
=HITKH LT, —HoBEfEZADRVEDET D,
« JCANGEGER (TR Lan—8IoEE
o FIHEXIBGEE OBBORIT2 R8> 72 DEL 5 —0HEE
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9.9. Indemnities (f§{&)

JCAN Public CA shall indemnify to Subscribers, Relying Parties, or other third parties for
the damages which are not specified in Section 9.8.

In any cases, the amount of money received is set as an upper limit for Liability for damages
which JCAN Public CA bears.

Subscribers, Relying Parties, or other third parties shall indemnify for the damages JCAN
Public CA suffers originated from the failure in fulfilling the obligations or responsibilities
stated in this CP. To the extent permitted by law, Subscribers, Relying Parties, or other
third parties shall indemnify JCAN Public CA and its stakeholders against any loss,
damage, or expense, including reasonable attorney’s fees related to claim, dissent, lawsuit
resulting, etc.

LRA shall indemnify the damages of JCAN Public CA in connection with the requirements
specified in Application Form and Terms of Use for LRAs. To the extent permitted by law,
LRA shall indemnify JCAN Public CA and its stakeholders against any loss, damage, or
expense, including reasonable attorney’s fees, related to claim, dissent, lawsuit resulting,

ete.
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@LT JCAN nmnfh)z,'! ﬁ’%ﬂzOf_?Ei%*ﬁtéb {ffio)nq}a—%ﬁlf Y l/‘—‘-b' ﬁ‘-%&()\nﬁfﬁ%
WCERT2H 6 LK, HESKWVITIHE, S0l 7# LEHA%Z JCAN FBilF
KO DR Lo IBRE ICHET 2 b0 LT D,

9.10. Term and Termination (AR R T)
This CP remains in force until GlobalSign notifies on the repository.

AKCPIZ, VARV MY RIZ, #An el holcbi@RMSND LT, #AEFbT 5,

9.11.Individual notices and communications with participants (B8{&3& ~ D& A&
B MRE)
GlobalSign accepts notices related to this CP by means of digitally signed messages or in paper
form. Upon receipt of a valid, digitally signed acknowledgment of receipt from GlobalSign the
sender of the notice deems its communication effective. The sender must receive such
acknowledgment within twenty (20) business days, or else written notice must then be sent in
paper form through a courier service that confirms delivery or via certified or registered mail,
postage prepaid, return receipt requested, addressed to the sender. Individuals
communications made to GlobalSign must be addressed to: legal.jp@globalsign.com or by post
to GlobalSign in the address provided in Section 1.5.2.
GlobalSign I%., A CPIZBIL TTF VX NVEL ST A v — T TR E W@ 32107
A5, GlobalSign 726 DHEMNNDOT T FIVEL SITZFEBMD b - 7oK T, A DOIEE
BRXZOEBEPAEN ThoTLARINDIBDETDH, BEHIFXIOZHEEMEZ 20 =HEH L
NICKLTZETEL2bDET 5, FE LG E1F. REERMN & ORLEY—ER(I2 LY
%‘*éhéﬁ) b L <ITEREEME, BHEReRTH, EREBEZEEMEZ LA LT, ZHA
58 CIT BHIT 5 H D ET 5, GlobalSign ~DO D EAE X, legal.jp@globalsign.com %E .
izk CP » 1.5.2 HIZfEE &N D GlobalSign O H CTHRICEMNENDED LT D,

9.12. Amendments (N IEFEIH)

The GlobalSign PACOML1 - CA Governance Policy Authority, which is composed of members
of the GlobalSign management team and appointed by its Board of Directors, is responsible
for maintaining this CP.

GlobalSign notifies JIPDEC of any major or significant changes to this CP.

GlobalSign @ PACOM1 — CA Governance Policy Authority (%, GlobalSign DO#f%E F— A

K OY GlobalSign @ Bk = THEGR SN A U R—THK I TEBY ., A CP %n"éﬁ”ﬁfﬁ%ﬁ‘

LEEERAD,

GlobalSign 1%, & CP (ZB7 % FE A THERE TN S N7BRICiX, JIPDEC ~#%17

Do
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9.13. Dispute Resolution Provisions (#y % fZ:RIZEAJ 21 E)
Before resorting to any dispute resolution mechanism including adjudication or any type of
Alternative Dispute Resolution, the party agrees to notify JCAN Public CA.
s, A E LB, UIEDMOMRRFEZHFA LS L3256, HFEIL JCAN IR
XL, ERNCEDOEEZEMT 5D ET D,

9.14. Governing Law GE#L;%)

This CP is governed, construed, and interpreted in accordance with the laws and regulations
of Japan. Tokyo District Court shall have the exclusive jurisdiction over all disputes arising in
connection with JCAN Public CA services.

K CP DR Y, JCAN FEiEm DU — BRI LMFIT OV TIE, HAREDOIERDEH
S, WA BN 2 % —FOFEINE BEEEHT E 32,

9.15. Compliance with Applicable Law (& ;%0 &E=F)
JCAN Public CA complies with applicable laws and regulations of Japan.
JCAN FERE/m 13, W A REZ: B ARE OER 2 M7 2,

9.16. Miscellaneous Provisions (—fi& =& 18)
(1) Survival ({7#¢)
The legal obligations and restrictions survive even after the termination of JCAN Public CA.
ERMEO BT L OHIRFEIL, JCAN IR OB TH bR T 5.
(2) Severability (43Ff)
If any provision of this CP, including limitation of liability clauses, is found to be invalid or
unenforceable, the remainder of this CP should be interpreted in such manner as to represent
the original intention of the parties.
A CP ODEWEE{%@%'JKE@IE%@UV\fﬂ“bﬂ@%rﬁﬁﬂﬁf“&)/T.")733 BV NTIERYSRA ) D3 2
ZEMoTHBEIT S A CP OMOKEHITEFEE DAROERZH 2 DR WITHETHIRE
No5HDLT D,

9.17. Other Provisions (Z DD RTE)
This CP shall be binding upon the successors, executors, heirs, representatives, administrators,
and assigns, whether express, implied, or apparent, the parties that this CP applies to.
A CP i3, WRIDETRINICO D 63, YEEORMKE . BESPITE. kA, REA,
BN, ROGEZ AN L CHIR NI H 5,
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