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1. Introduction (i% U i)

1.1  Overview (Hf2)
This document (CPS) applies to JCAN Public CA and prescribes JCAN Public CA’s procedures

and operations such as issuance and revocation of certificates in accordance with the format
of RFC 3647.

JCAN Public CA has systems for the management of adequate quality and information
security.

The policy of JCAN Certificates is described in [CP].

This CPS is administered by GlobalSign.

JCAN is a service, offered by GlobalSign, to issue digital certificates.

The company profile of GlobalSign is as below:

Commercial Registration Number: 0110-01-040181
Company Registration Number: 1011001040181

The GlobalSign PACOM1 - CA Governance Policy Authority, which is composed of members

of the GlobalSign management team and appointed by its Board of Directors, is responsible

for maintaining this CPS.

1.1.1. Diagram of JCAN Certificate (JCAN FEIHZ D X))
The JCAN certificate hierarchy and the structure of JCAN certificate management system

are shown in the following.
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JCAN GEMEFEDOFSE 2 FIRAEIC, JCAN GEAEERE S 27 AOfEZ TRAITRT,

GlobalSign Root CA

GlobalSign Root CA - R3

Trusted Root nonTLS

CA SHA256 G3 GlobalSign CA
| |
JCAN Public CAl1- G4 JCAN Public CA
| |
JCAN End Certificate LRA

JCAN Certificates are issued from JCAN Public CA based on requests from LRAs.
LRAs are registered as accredited by JIPDEC after JIPDEC confirms the existence of their
organization and their pass of the vetting on JIPDEC Trusted Service (JTS) Registration
requirements (for LRAs), and then are authorized for the operation of the LRA.
JCAN Public CA is one of CAs which is accredited by JIPDEC on their pass of the vetting on
JTS Registration requirements (for CAs).LRA
JCAN GEREIT, LRA OZERITH S E JCAN ZAERNLRITIND,
LRA /%, LRA ¥ %17 2 MM O ELEMEMERE & LRA 35505 =33l 2 — MM FE A B AR 3
Rtttz (LU, JIPDEC) A%EHiL, [JIPDEC ~7 A7 v F - —E 254 (B
AEERRER) | (LLF. TJTS BER(LRA)) L\ H) DOREITHRDLFEICAKE, BRI,
LRA EM DR Z152
JCAN #Ft/mi%. JIPDEC (2 X% JIPDEC 7 27 v | « —E 2%k GRAER) DEAEIC
ROFEIZEHK LT CA T D,

1.2  Document Name and Identification CCEL #r & @Al 1)

Document name: Refer to the cover.

Version: Refer to the cover.
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OID: 1.3.6.1.4.1.4146.1.40.20.1

1.3

PKI participants (PKI @ E9{%#)

(1) Subscribers (FI|fH#)

Subscribers are the subjects or users of JCAN Certificates.

The obligations of Subscribers are the followings:

To agree to the use/disclosure of their personal information by the LRA (for LRA’s
operation, LRA’s response to audit/accreditation/legal-proceedings, etc) and to agree to
the use/disclosure of their personal information recorded on a certificate by Relying
Parties (for Relying Parties’ operation, certificate validation by Relying Parties, etc) ;
To agree with the LRA (= the representative of the subscribers) to back up the certificates
in PKCS#12 format and their PIN codes in case these PINs have been generated by the
LRA;

To use the certificate only for the permitted usages after agreeing to this CPS;

To use the certificate under secure conditions, protect certificates from unauthorized use,
and discontinue the use upon expiration or revocation;

To notify the LRA promptly of any changes in the certificate information;

To notify the LRA promptly of the loss or theft of PCs or media in which JCAN
Certificates are installed;

To notify the LRA promptly when the reliability of the JCAN Certificates may be
damaged, such as an unauthorized access by cracking and a virus/malware infection;
and

To accept a revocation of the certificate by the LRA or the JCAN Public CA.

FIFA# X, JCAN FEEDEAEIL JCAN FEHEDHIE TH 5.
FIF#ZOHBIZLL FO@EY Th 5,

JCAN FEAERITICES L, LRA CER. ERIRGGEFARIG) (2 X D8 AEHOF /R
IZOWT R OGRS (5. BAEES) (X % JCAN fEFEICEE#H S @ AEHOF]H
[BRZ21TH Z EICFEET 5,

LRA (FIH#E D) 723 PIN 24k L7c8E . PRKCS#12 TERGEFH K O PIN /3y 7
Ty 75 EIZFEET D,

A CPS O 5% 7K LFF A SN 7RI DA JCAN GEEZ AT 5 2 &

JCAN FEEZ SEMZREREE N CEMA L, RERBEND#ET 2 Z &, 7= JCAN FiEH
ENA TR BRI EIE, HHERLDL 2 L,

JCAN FEAEOFLHFHOLTIL, LRAIZ, HONTHHED Z &,

JCAN FEHEN A v A h—/L &7z PC IR O I, BHET, LRA 12, LT 5

TLHT &,
77X TIZEDRERAN, VA NVARLVLT = TGS, JCAN GEEOEEMENH
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RPNDFREMEN B 55513, LRAIZ, HRNIMBEDL Z &,
LRA #7213 GlobalSign (2 £ % JCAN GEBAF DK 2 TS 2,

(2) LRA (LRA)
LRA is the LRA which passed the JTS Registration vetting as the representative of

Subscribers.
LRA vets the authenticity of the DN and verifies the identity of the Subscriber of JCAN

Certificates. Furthermore, the LRA operates the certificate life-cycle management of the

certificate under JCAN Certificate Policies.

The obligations of LRAs are the followings:

1.

General obligations

To comply with the JTS requirements for LRAs

To inform the obligation of Subscribers to Subscribers;

To record the consent by Subscribers;

To acquire the information disclosed on JCAN Repository to make Subscribers aware of
the information necessary for them. Especially in case notified by GlobalSign, the
awareness of Subscribers is to be promptly implemented.

To make those serving for the operation of the LRA to declare not to implement
unauthorized issuance and disclosure;

Obligations related to certificate issuance

To guarantee the unique identification allotted to OrganizationUnitName2 and CommonName
within the Subject;

To securely distribute the certificates in PKCS#12 format with the corresponding PIN to
Subscribers in case this PIN is created by the Accredited LAR themselves;

To securely manage the backup of the certificates in PKCS#12 format and the corresponding in
case this backup is implemented by the Accredited LAR themselves; and

To save the record of certificate issuance and revocation (c.f. identity verification records,

agreements, etc.) after the certificate issuance.

Obligations related to certificate revocation

To revoke the certificates promptly in case the Subjects/users became not related to the applicable
organization due to the work termination, organization transfer, or termination of the
organization;

To revoke the certificates promptly when any Subscriber has breached the obligations under this
CPS and/or the rules of the LRAs;

To revoke the certificates promptly when an error or false is recorded there;

To revoke the certificates promptly when private key becomes compromised such as suffering at

the time of disasters or the compromise of the LRA Operator certificates;
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e To revoke the certificates promptly when this revocation is decided by the LRA themselves for any

reasons other than listed above.

(3) Relying Party (f:E#E)
Relying Parties are the persons who trust any certificates and/or digital signatures of
Subscribers.
The obligations of Relying Parties are the followings:
e To verify the validity or revocation of the certificate using current revocation status
information as disclosed to the Relying Party; and
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To rely on and trust the JCAN Certificates only under reasonable circumstances.

MAL#E. FIMEO JCAN B (FHT 5%, LARIREOETEL 2 EET 55 TH 5,
MALHOHBIT, UTOEY Th s,

(4)

FRREF R SNTBHED R IUIE Bz > T, JCAN FERAZEDAZIMNE, TR % HEad
ER
JCAN GEHEZ, GEIRIREREI F COREHT L Z &,

JCAN Public CA (JCAN FZFE/R)

JCAN Public CA is the CA which issues JCAN Certificates following this JCAN
Certificate Practice statement regarding the purpose of use, scope of use, and procedures.
Subscribers are contacted through the LRA.

The obligations of the JCAN Public CA are the followings:

e After generating the certificates (formatted in pkes#12), JCAN Public CA protects
the private key with PIN codes. These PIN codes are not retained but destroyed by
JCAN Public CA.

e JCAN Public CA guarantees the unique identification allotted to the subscribers
within the domain of its JCAN Public CA. JCAN Public CA guarantees the unique
identification allotted to OrganizationUnitNamel within Subject;

e JCAN Public CA manages the policies of JCAN Public CA;

* The confidentiality and integrity of registered data is ensured by JCAN Public CA

through adequate controls at all times.

JCAN F8GiE/mi. JCAN FERAEEEEABIRRICIEV JCAN FEEZ, ZOFH B, %,
FheEFICTHEILL THRITT H CA ThH D,

FIHZE ~DOHEREIL LRA 28 L TIT 9,

A CA1X, GlobalSign NiEHT 5, A CADEBEIILLTO@EY Th D,

JCAN FFERi%. PKCS#12 TEAGIERAE 2 A Ak L 7% 13, FI R E O flE it 2 PKCS#12
& PIN CfR#E L. %59 25 PIN (3—UMRGFETHIET 5,

JCAN FBFERIE, JCAN FBRERDFERANIZIB W CTHRIHEIZEI D X4 C o 7=ikh4 omE—
MERIET D, £7-. V7= 7 h® OrganizationUnitNamel OME—M:Z{RFET 5,
JCAN DR Y > —DEE
ek T — 2 OB & EatEiX, W, #URFEHC L > TIRFES LD,

(5) JPDEC Trusted Service Registration (JIPDEC kT A7 v R « $—E 2B Gk)

JIPDEC Trusted Service (JTS) Registration a private accreditation system operated
independently by JIPDEC.
The obligations of JIPDEC are the followings:

To have LRAs receive the vetting on JTS Registration requirements;
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* To ensure that the LRAs are registered as LRAs through their pass of JTS

Registration requirements.

JIPDEC k5 25 v F « —E 2%4ki%, JIPDEC 2 EARIEN T % REFIETH 5,
JIPDEC OF#iX, LLFTOHEY Th D,

e JIPDEC i3 LRA IZ%F L T JTS BéLRA) DHEE % EHid 5,

e LRA DXL, JTS BER(LRA)DEIEIMRDLBE~DEGHEZE L TRIEIND,

1.4  Certificate Usage GIEFAE D )77%)
(1) JCAN Certificates (JCAN FiEHE)
The types of JCAN Certificates which JCAN manages are the followings:

GlobalSign 2304 9 JCAN GERED ¥ A 7 % FRCllRT,

(a) JCAN Advanced (JCAN 7 K/X> & |)
JCAN Advanced is issued to a natural person (PERSON) from LRAs. LRAs identify the
PERSON by databases which are based on the official documents.
Subject CommonName (“CN”) is the real name or a pseudonym (PS1)
JCAN 7 R/8> 2 Mid, LRA 225 HARAICH LEIT SN D, LRA I3, AHYZLARJLEEHT IS <
T —HX—ZTHRANEHRT 5,
P72l FOCNITEAXIZIPSATH D,

(b) JCAN Basic (JCAN ~_— > 7)
JCAN Basic is issued to the following entities without assurance by official documents:
e The ORGANIZATION’s internal Subjects (MEMBER, their role names, organization
names, email addresses, and/or OBJECT names and identifiers); or
e The ORGANIZATION’s external Subjects (PARTNER, their role names, organization

names, email addresses, and/or OBJECT names and identifiers).

NOTE) PARTNER is the person who is being contract party, group-company staff, member
of any group, constituent of any committee, student, person who are authenticated with

reliable document sources, or person who registered his/her credit card, etc.

Subject CN of a JCAN certificate are the followings:
e Name of MEMBER or PARTNER (Real name or PS);
e Name of the applicable person’s role;
e Name of an organization such as company, party, department, team, or group;
e Identifiers such as document names, server names, IDs, or Codes.
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(2) LRA Operator Certificates (77 7 & AF8FEHFEHE)
LRA Operator Certificates are the certificates issued to LRAs.
LRA Operator Certificates are used to access “JCAN certificates issuance service site” at
the time of JCAN Certificates’ issuance or revocation.
LRA Operator Certificates may be issued from a CA other than JCAN Public CA.

(3) Test Certificate (7 A FFERHE)
For the purpose of testing the operational status of JCAN Public CA, JCAN Public CA

issues Test Certificates.

Test certificate profile is configured in a way the testing purpose is identifiable. the text
“TEST” in the CommonName (CN=TEST ...) is a Test Certificate.

The accuracy, authenticity, integrity or adequacy to any specific purposes of the

information included in these Test Certificates is not warranted.
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1.5  Policy Administration (7R J > —& )
1.5.1. Document administrator ({3 #)

The GlobalSign PACOM1 - CA Governance Policy Authority, which is composed of members
of the GlobalSign management team and appointed by its Board of Directors, is responsible
for maintaining this CPS.

GlobalSign ® PACOM1 — CA Governance Policy Authority (£, GlobalSign O F— A, K&

" GlobalSign @ HUffifes TERRBINIZA U ANA—THERINTEY, K CPS ZHffaH T o8

Ex2H9,

1.5.2. Contact Address GHL#4%)
The contact details of JCAN Public CA (GlobalSign) is the following:
NOTE) The contact is open during the office hours only.

GMO GlobalSign K.K.
Shibuya Fukuras 9-16F

1-2-3, Dogenzaka, Shibuya-ku
Tokyo 150-0043, JAPAN

Tel: +81 3 6370 6500

Fax: +81 3 6370 6505

Email: legal jp@globalsign.com
URL: www.globalsign.com

e (Contact to report the abuse of certificates
Anti-Malware Organizations, Subscribers, Relying Parties, Application Software Suppliers,
and other third parties may report suspected Private Key Compromise, Certificate misuse,
Takeover Attacks, or other types of fraud, compromise, misuse, inappropriate conduct, or any
other matter related to Certificates by sending email to:

report-abuse@globalsign.com

GlobalSign may or may not revoke in response to this request. See section 4.8 for detail of

actions performed by GlobalSign for making this decision.
GlobalSign DEMEICIZLLT DY, 1) B E ERFH D 2

GMO 7' a— Lo Ut
HHREEEAREZR 1 TH2® 35 MR T7 7 TR
03-6370-6500 (%)  FAX: 03-6370-6505

Email: legal.jp@globalsign.com
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1.6 Definitions and acronyms (€% & I FE

1.6.1. Definitions (E3%)

Baseline Requirements
CA/Browser Forum Baseline Requirements for the Issuance and Management of Publicly-

Trusted Certificates

CA GRAER)
A subject that issues, renews or revokes a certificates and creates the keys of CAs (Certification

Authorities).

Certificate Applicants (GIEBH ZHF5H)
Certificate applicants are those whom assigned by the person in charge of the LRA. A certificate

applicant is a person who applies for a certificate on behalf of the Subject.

Certificate Profile GEIHEZE 7 17 7 7 A /1)

The certificate usages specified in x.509 certificate.

CP GEHIERY v—)
Regulation document regarding types of certificates, application, subject of issuance, usages, etc.
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CA MFATY 2REE ORI, BEHEM, FITdR, Hk%E, ERECET I HEELZV I,

CPS GRAEZFSH M KL
Document which explains the procedures and security criteria in operating CAs.

CA ZEHT 59 2 COERFHREEX 2V 7 o BELIRLIELEEZ VD,

CRL GEMAERZN Y 2 1)
CRL (Certificate Revocation List) is a list of certificates that are revoked before their expiration,
recorded by the applicable CA.

AEAEOF MR b b b TR SN IGEREE RS LY A &2 ),

CSR GEMFEA ZK)
CSR (Certificate Signing Request) is a machine-readable application form to request a digital
certificate. It is sent from LRAs to the issuing CA.
If issuing CA is requested for key generation, CSR and a key pair is created by RA and CSR is
sent to the Issuing Authority

LRA 726 CA ~, BiEEFELZERT HERICELN DR ATHED FIAZE X Z W 5,

., CA TOEETAERLERINTHEIT, BERHTHERT & CSR Z4m L., #1T/MIZ CSR

kT 5,

JCAN Certificate (JCAN FEA]E)

JCAN Certificates can be used for authentication, encryption, and digital signature.

Use of JCAN Certificates shall follow the laws and regulations of the applicable country if any.
JCAN GEMHFIL, FGE. Wik, ETFE4 THMTE %,
JCAN GEAFZM S LEIE. b LENITZEDOEDOERIINED 2

JCAN Public CA (JCAN F&FE/)
JCAN Public CA consists of the JTS Registration -Accredited CA, and is being the Sub CA of
Public Root CA.
JCAN F8iE/mi%, JIPDEC (2X % JIPDEC K7 27 v K« —E 2Bk GURER) DOREHEITIR
DEBIZEH LIZCATHY, TV v I L—hrCADOY T CATHS,

JTS Requirements (JTS 4% FE4E)
Requirements for JIPDEC Trusted Service by JIPDEC
JIPDEC (2L % JIPDEC K7 27w R« H— B 2 LRG| D FL v

LRA (71— /L84 5)
LRA (Local Registration Authority) is the representative of Subscribers which passed the
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vetting on JTS Registration requirements as LRA. LRA manages certificate lifecycle through
the vetting on the validity of DN to be included in JCAN certificates and identity verification
under JCAN CP and CPS.

LRA Operator Certificate (7 7 & AFEFEHREAE)
LRA Operator Certificate is the certificate issued by GlobalSign to a person who is assigned by
the LRA.

This certificate is used to authenticate the access to the certificate management services.

MEMBER (# »/3—)
MEMBER is the ORGANIZATION’s internal individual person.

Mozilla Root Store Policy
Root store policy by Mozilla

ORGANIZATION (4 #%A5%)
ORGANIZATION is the organization which operates LRA.

PERSON (A)
PERSON is a natural person.

PARTNER (/X— K F—)
PARTNER is the ORGANIZATION’s external person (who is contract party, group-company

staff, member of any group, constituent of any committee, student, who are authenticated with
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reliable document sources, or who registered his/her credit card, etc.).
N— i GOSN O N (RKIBER. ARG, 28 ZESOMEE. WIIEER
T 1H$E'C€<ZD$¢E’C;JM-EL/7Z/\ J LTy M— RERGE LT ANE)

PKCS#12
Encrypted package format of certificate and private key using PIN code
PIN % W CHEEL S it EDOK SNy Fr—,

Public Root CA (/X7 U » 7 /L— K CA)
The top-level Certification Authority whose Root Certificate is distributed by Application
Software Suppliers and that issues Subordinate CA Certificates.
TV —=v a7 b =TT IAAY—DEBAMAT DY T Y =T IHEB S SV — FEED
FEFITT D by THEEICH 58FER T, FMLRSRER OREAFE 2 1T 5,

QGIS (17 BB D= FIE )
QGIS (Qualified Government Information Source) is a Trustworthy Government Information
Source approved by the EV Guidelines, CA/Browser Forum.
It is a database managed by the government and is published online and updated regularly. The
reporting of the data is an obligation under law and a false report will lead to criminal and civil
punishment.
EV 514 R4 TRODBNLTWVD EHTE DITEHEEADERIR 25, T T4 TAH
S, EMRICER SND ., ITEBHEENEE T 57— N— AT, 7—F OREDERTEBEN
T oL, BBOBMEITIIHFEITIIIRFIIDHELNLI B DE V),

QIIS (55 = FHFEBI DS Hlk)
QIIS (Qualified Independent Information Source) is a Trustworthy Independent Information
Source approved by the EV Guidelines, CA/Browser Forum. It is a database published online
and updated regularly, and managed by a private organization.
EV A R4 TROLNATND MEHETE M L7 =MEOERI 2o, T T4
CCAB I, EFRICER SN D REEENES T 57— N—2A% 1),

RA C&§%)m)
RA (Registration Authority) in any network that verifies LRA requests for a certificate and
requests CA for the certificate issuance.
Fv NI =728 586R T, LRA 226 OFEHAZEOZERIZR L, Z O it AEEZITV,
A AT ZAT O,

Relying Party (KizE#)
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Relying Party is a person that relies on a Subscriber’s certificates and/or digital signatures.

Relying Party shall refer to the revocation information of the CA in order to verify the validity
of JCAN certificates.

Repository (VAR k V)
Repository is a database and/or directory listing certificates and other relevant information

accessible on-line.

Sub CA (47 CA)
CA which gets its validity authenticated upon the authentication from the upper CAs.

Subjects (V7 =7 1)
It is the target of certificate issuance.
The Subjects of JCAN Certificates are prescribed in Section 1.4.

N
(e}
(@]

One of the recommendations of ITU-TS and is the prescribed standard of emails.

X.500
X.509 prescribes the standard format of public key authentication.

1.6.2. References (£3%)
JCAN Certificate Policy

2. Publication and Repository Responsibilities
2.1. Repositories (VR ~ V)
GlobalSign reserves the right to publish the information about this CPS, [CP], and JCAN
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certificates that are published on the repository. GlobalSign publishes the information about

CRL on the repository.

These public information are made available by 24 x 365.
GlobalSign I, A& CPS, [CP]., KU1 77 5 JCAN iEliEIZBIT 5 1E#H % GlobalSign ® U R
¥ R VIR 5, F7- GlobalSign 1%, CRL (2R84 %1% % GlobalSign @ VU R b U ITAR
T2, ABMEFHRIT 24 KfHx365 HZMAREL 375,

2.2. Publication of Certificate Information (GiERAEFH D2 BH)
GlobalSign reserves the right to publish the following information on the repository to
enable Subscribers and Relying Parties to refer to it online.
GlobalSign notifies the stakeholders as necessary of any change made on the repository.
Archived records shall be disclosed if required for the purposes of providing evidences to
any legal disputes or audits.
GlobalSign |Z, WORNEZK VY RY FVIZA L, FREROBGEER A T A TERTE
5E 21T %,
GlobalSign i%, VAT MU Z2EE L7gGE, HEIDS U TEREICEMT 5,
T DBRICFRAE DR A2 243 2 B B SUIEEXHE D72 DI B e HI1X, RE S 7o fiskiXB
REND,

(1) Repository (VR K V)
*  Public Root CA Certificate and Sub CA certificates
*  The latest versions of this CPS
*  Other information regarding JCAN
https://jp.globalsign.com/repository/
o X7V vy —b CAGEHEL YT CAGEHE
o JETOA CPS
e JCAN [ZR8¥ 2 Z Do fE
https://jp.globalsign.com/repository/

2.3. Time or Frequency of Publication (/B o BEA M UMEEE)

Updates of this CP are published on the repository after the approval by PACOM1. The status
of JTS Registration of LRAs i1s published on the website of JIPDEC.

CRL is updated periodically and whenever any change happens during the validity period.
Update frequency of the CRL is within 24 hours.

The information of revocation is listed on CRL at least until the certificate expiration.

A CPS i%. PACOM1 — CA Governance Policy Authority ®7&E8%%. GlobalSign M7 — A%

—VIZAB SIS, LRA @ JTS Bekif#HiZ, JIPDEC OF—ARX—JIZAIN D,
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CRL &, ARMIRA TEHHI M OVEFRIZERH SN D, CRL OEFHEEIT 24 RN TS
%
RMEHRIT, De< & bREAEOAMIIRG T £ T CRL IZRHSh TV,

2.4. Access controls on repositories (U RY b U DT 7 & AEH)
GlobalSign maintains its repository publicly available.

GlobalSign IF 454 Y R~ U 24T 5,

3. Identification and Authentication (A~ A\FER & 8 3E)
3.1. Naming (£ #5)

In order to identify Subscribers, JCAN Public CA follows the specific naming (c.f. type of
names allocated to Subject) and identification of Subscribers such as Distinguished Names
defined in X.500, Names defined in RFC 822, and Names defined in X.400.

When applying for the JCAN Certificates, the name of the Subscriber shall be structured as
prescribed in this CPS.

GlobalSign %, FIHHE AR NGAIT 5 72012, #1213 X.500 @ Distinguished Names, RFC 822
® Names, KO X.400 ® Names DL 92, 7 V=7 NMIEID Y TOHNTARIDOT A T 5E
o, FrEDOMA & AN OHANZIE .

JCAN iEEZ BT 256, FIMEOAHNE, A CPS THE SNIZAFTRITITR B0,

3.2. Initial Identity Validation (#][5] DA A G H O #RAIE)
3.2.1. Validation of Organization (kD HEFR)
GlobalSign authenticates the LRA entity registered as organization in Subject.
Authentication is implemented by whatever method GlobalSign deems reliable, including
- verification of the existence of the Organization concerned, or
- reference to Standard Company Code, JAPAN Corporate Number, official documents issued
by the state and local governments, reliable databases which are managed by the state and/or
the local public institution (hereinafter called “QGIS”), and third party databases (hereinafter
called “QIIS”) which JCAN relies on.
GlobalSign (%, ¥ 7 ¥ =7 K ® organization & L CEER X415 LRA OFKREZTRIET 5, Hi%fl
MEOELEME, FHERY o — N EAES, B AEFERIITT 2 AEH, EOMG A3k
FAENERT 2EHTE L7 =2 X—ZCLLFIQGIS) £ )H), GlobalSign MEHET 2% =& T
—Z _X—Z (LA TFTQIIS) &\ H)%E% VT, GlobalSign 23, {EHEMEN & 2 LW L= HiEIC k-
THEMT D,

3.2.2. Validation of Subject (V=72 = 7 k OHiR
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(1) JCAN Advanced

LRAs validate any Subjects by the following one or more reliable documents or their

copies/databases (Personnel inventory, etc.) per each certificate request:

e a copy of a resident’s card;

e  Mynumber Card (c.f. national ID card)

e notice of local tax special levy determination;

e employment insurance;

e resident’s tax;

e tax exemption;

e insurance premium deduction;

e reliable documents (c.f. Health Insurance Cards, Driver’s licenses, or Passports) in
validity period; or

. Reliable digital certificates

1. If an individual’s name (real name or pseudonym name) is to be recorded in CommonName

field, LRAs validate the name with the documents listed above or their

copies/databases.

2. If an organization’s name is to be recorded in OrganizationUnitName2 and/or
CommonName field, LRAs validate the organization name by the following one or
more reliable documents or their copies/databases.

e Reliable databases; or

o  The documents listed above.

3. If an email address is to be recorded in rfc822Name field, LRAs validate with

GlobalSign in accordance with section 3.2.4 whether the email address is registered by the

applicable organization.
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(2) JCAN Basic

LRAs validate the “subject attributes" by the following one or more documents, their

copies, databases, or data (which shows that the organization affiliated with the

PARTNER manages the data to be recorded on the certificates: organization name, name,

Email address or OBJECT) per each certificate request:

1. If an individual's name (real name or pseudonym name) is to be recorded in

CommonName field

JCAN
Ver 7

Employee ID Card, Student ID Card, etc.;

Document issued from the organization which certifies the Subject’s belonging to
the organization

Reliable databases;

Valid and non-revoked credit cards; or

The reliable documents listed in the previous section for JCAN Advanced.

» NOTE) It is not necessary to validate pseudonym name.
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2. If an organization’s name is to be recorded in OrganizationUnitName2 and/or
CommonName field
* Reliable databases; or
*  The reliable documents listed in the previous section for JCAN Advanced.

3. If an OBJECT name or identifier is to be recorded in OrganizationUnitName2 and/or

CommonName field
e  The digital document which indicates that the PARTNER’s affiliation
organization manages the OBJECT
4. If an Email address is to be recorded to rfc822Name
e  The digital document which indicates that the PARTNER’s affiliation

organization manages the Email address

3.2.3. Required Information for Subject’s Registration (47> = 7 k OGN B 72 1EH)

As in Section 3.2.2, the information required for Subject’s registration are the documents,
copies, databases, or data (which indicates that the organization affiliated with the PARTNER
manages the data to be recorded on the certificate).

These information and the record of certificate issuance (c.f. identity verification records,
agreements, etc.)” are archived in paper or digital form except the case where the information
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is archived in other department of the ORGANIZATION.

These verification records shall not be reused.

Y7V NOBGCHEA SN ERIE, 3.22 IRLEEE, at—, 74—, T4
(N—=F =T RMAMO FEEFHFHEZEE L TVWLZ L E2R LT D) ThHhD,

LHEEBRLEOFRITORE (RAMREE, FEES) 13, Yo chEFEsnh Tno5

HBERE, MXIIT—F L LTRESNLD,

YEALBREEFAT L Z &I TE R0,

3.2.4. Authentication of Email addresses (52X —/L' 7 KL ADFGE)

If an email address is to be recorded in rfc822Name field, GlobalSign must use one of the
following methods to confirm that the Applicant has control of or right to use email addresses:
1 Having the Applicant demonstrate control over the requested email address by sending
a Random Value to the requested email address and then receiving a confirming
response utilizing the Random Value; or
2 Having the Applicant demonstrate control over the requested domain part of an email
address by sending a Random Value to a Domain Contact via email and then receiving
a confirming response utilizing the Random Value.; or
3 Having the Applicant demonstrate control over the requested domain part of an email
address by sending a Random Value to an email address created by prepending ‘admin’,
‘administrator’, ‘webmaster’, ‘hostmaster’, or ‘postmaster’ in the local part, followed by
the at-sign (“@”), followed by an Authorization Domain Name and obtaining a response
utilizing the Random Value.; or
4 Having the Applicant demonstrate control over the requested domain part of an email
address by confirming the presence of a Random Value in a DNS CNAME or TXT record

on an Authorization Domain Name.

GlobalSign %, rfc822Name (Z Email 7 R L A &5t# 4 254, HigENE A —/LT KL A
ZEBIMERT A2HEMEZ AT D2 L 2HRT 572012, UTWThnohiEE T %,

1 FRINZEBFA—NAT FLASIUEEDOME GEREH URL) ZXE L. 20fE GRFEH
URL) ZHWTCHROREZGS Z & T, HEENERINTZEFA—NLT RLRALE
HLTWDZ &R T 5, X

2 BB (SRTVL—=X) ZA—=NLT RLAD RAA EHOHEREIEICE A —/VTEE L,
RBLICHFELLZDEH (XA T L —X) ZHWREEZZETH2EELZBEL, HiE3h
TeA—IT RLVAD RAAL N HGEEOEHETICH D Z L 2R T 5, X
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3 B—NE4riZ'admin’, 'administrator', 'webmaster', Thostmaster', X3 'postmaster'%
BINL., ZDEHIZ@, ZDRITHBIESND RAA VARRE E FA—LT FLRITH L,
B (RRAT7VL—X) BRE LI, 208K (RATL—X) ZWREEZZET S
FTEEZBEL, HEINTEA—NLT RLAD RAAL VEHPHFEOEHETICHDZ L2
WD, XX

4 FiEsh b I~7<4’ >4 EiZd® 5 DNSCNAME X3 TXT b 22— RRNIZELEL (RA 7 L—
) DFIET D 2 e 2R T /AL, HEESNIA—NLT FLAD KA A EHH
A DEHETICH D Z & aMRT D,

3.3. Identification and Authentication for Re-Key Request (#:H HrHiERFIZBIT 5
R B OVGRAIE)
The identification procedures for the re-key is defined in Section 3.2.2 and 3.2.3
FETHERIC )T AR AR 1L 8.2.2 KUY 8.2.83 HHIZHIET D,

3.4. Identification and Authentication for Revocation Request (N HFHEIZEB 1T 5 A
IR & HEBR OFERIE)
All revocation requests are authenticated by LRAs or GlobalSign.
Revocation requests may be granted following a suitable challenge response such as proving
possession of unique elements incorporated into the Certificate (e.g., Domain Name or email
address) or authentication of specific information from within the account which is

authenticated out of band.

LRA X% GlobalSign (%, &£ TORHFEIT OV TIRIET D,

FIFHZE DS ORDHGFE L, JCAN GEFAEICRREH SN RA A VARETFA—/LT U RAENRER

HOFATHHLDTHDZ & OER, *v b U —7 ZREH L7\ HIE TRIEE OFFE OEH % H
THRIEEATH 72 E D, BUIRF L oY « LARVAFARH-T-HBIZRD LN D,

4. Certificate Lifecycle Operational Requirements GEFAED 7 A 7 %A 7 MTxd

%EA EOEREIE)
4.1. Certificate Application (GERAEH 5
GlobalSign maintains its own blocklists of individuals from whom and entities from which it
will not accept Certificate applications. In addition, other external sources such as government
denied lists or internationally recognized denied persons lists which are applicable to the
jurisdictions in which GlobalSign operates are used to screen out unwanted Applicants.
GlobalSign does not issue Certificates to entities that reside in Countries where the laws of a

GlobalSign office location prohibit doing business.

LRAs have the duty to provide the JCAN Public CA with accurate information on certificate
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requests on behalf of the applicants.

Private keys bundled with the certificate issuance requests shall be brand-new per each time.
GlobalSign 1%, JCAN FEBAZEOHFEZ AR LARVEAAITIZ YT 47 4 DU A N &M EIZIERK
$ 5, MA T, GlobalSign 7% #—E A &R HE - HIKOFEBIF Y /BT 5. UTE
BRAVIZERIEN S LTS | 2R IR R FE U A b e EOAMNBIHHIFICEKIL L T, JCAN FERHEZ AT L7
WHEEE 2 ® BT 5,

GlobalSign 1%, % DFEHEFOFTEE DOIEENEG| 225 U 2 %1512 JCAN GEFHZE A RIT L2\,

LRA 1%, HFHEE b - TRHET %5 JCAN GEHFZERIZIW T, JCAN EERICIEM L F# %
RHT2RBEZR D,

JCAN FEAERITOHEEICH ST S TV DRI, SHFEEICHH TAERINTZ LD TRL
TITZe B 720,

4.2. Certificate Application Processing (GiFPH 2 H 5& T <)
LRAs shall verify the Subjects and users through the verification steps prescribed in Section
3.2.2 and 3.2.3 at the time of vetting per every certificate issuance request.
LRA /%, JCAN GEHEDZHFHFICH T 2FERFIC, 3.22 K323 HICESWTH T V=7 b
DFA & fERE OB LT LR TNITR B0,

4.3. Certificate Issuance GERAEDFEAT
After the verification of Certificate application, LRAs submit the Certificate issuance request
to the JCAN Public CA securely.
If there is no problem in the request, JCAN Public CA issues and distributes certificates
following these procedures:
e If PIN code is included in the request, JCAN Public CA generates Key Pairs securely,
issues certificates, creates PKCS#12 file, and enables downloading the file.
Then LRA downloads the file and lend it to the user;
e If PIN code is not included in the request, after inputting the PIN code, JCAN Public
CA generates Key Pairs securely, issues certificates, creates PKCS#12 file, and enables
downloading the file. The user then downloads the file directly from the download
servers. The passwords required at the time of downloading is separately informed

from the LRA to the user.

After certificate issuance, LRAs record the user name.
JCAN FERHE G OMGE%, LRA 1%, JCAN BRERIC JCAN FEBEFRITOE R A& X = 71T
53 %,
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4.4. Certificate Acceptance GIFFAE D3 1H)
The issued certificate is deemed to be accepted by Subscribers upon either of these conditions:
¢ If PIN code is included in the request: when the LRA delivered the certificate to users,
or when the LRA delivered the certificate to the field where users only can access LRA;
e If PIN is not included in the request: when the Subscriber finishes downloading the
certificate.
NOTE) Issued certificates will be deleted from the download servers after a certain period of

time has passed.

4.5. Key Pair and Certificate Usage (#&~=7 L FEEHEDOF|H)
4.5.1. Usage of Private Key and Certificate by Subscriber (F|i#1C L 2 sk, K OGEHED
i H)

The obligations are described in Section 1.3.

4.5.2. Usage of Keys and Certificates by Relying Parties (MiFEE 12 & DA, K OGEHEDME
)

The obligations are described in Section 1.3.
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4.6. Certificate Renewal GiF-HHE D 57
If JCAN certificates are renewed, upon receipt of the request, LRA shall authenticate Subject
and identify users following the procedures in section 3.2. Private keys bundled with the
requests shall be brand-new per each time.
JCAN FEREZ B B8, LRA IZHFEICKR L, 32 HIZESWTH T V=7 FOhl & EH#E
DRERZATORIT TR S22, HEEITHS T 5N TV D RESHT, HEE ISR TR S N
H D TR TUIRB R,

4.7. Certificate Re-key (GIERAZ: O # 5 Hr)

If JCAN certificates are re-keyed, upon receipt of the request, LRA shall authenticate Subject
and identify users following the procedures in section 3.2. Private keys bundled with the
requests shall be brand-new per each time.

JCAN FERAF I LT 2%, LRA IZHFEICH L, 3.2 HICESWTH T V=7 Foikjl &
il 2 DR EATORITILR B 720, HEEICHDIT 5 TV D ESIE, BEEEICHTHH CTAK
SNIZHD TR TFRDLR,

4.8. Certificate Modification GERAE L& HRDOIEIE)
Certificates modification does not apply to JCAN certificates.
JCAN GERAEDOEE X, #H L7evy,

4.9. Certificate Revocation and Suspension GiFAE: D %20 K O%h ) O —Hp= k)

4.9.1 Revocation circumstances (2:%h D 4{4)

LRAs or JCAN Public CA revoke(s) JCAN certificates within twenty-four (24) hours under the

following circumstances:

e  The Subscriber reports the loss or theft of PC or Media in which JCAN Certificates are
installed.

e The Subscriber has breached the rules defined by LRAs;

e The Subscriber requests in writing (to the LRA / JCAN Public CA which provided the
Certificate) that they wish to revoke the Certificate.

e The subscriber indicates that the original certificate request was not authorized and does
not retroactively grant authorization

LRAs or JCAN Public CA obtain(s) reasonable evidence that the Subscriber's Private Key
corresponding to the Public Key in the Certificate suffered a Key Compromise.

* LRAsor JCAN Public CAis made aware of a demonstrated or proven method that can easily
compute the Subscriber’s Private Key based on the Public Key in the Certificate (such as a
Debian weak key, see https://wiki.debian.org/SSLkeys);
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¢ The evidence is obtained that the validation of domain authorization or mailbox control for
any email address in the Certificate should not be relied upon.
e LRAs or JCAN Public CA receives notice or otherwise becomes aware of unexpected

termination of a Subscriber's or Subject's agreement or business functions

LUF D4 T T, LRA X JCAN FRAERIT 24 FFFLINIC JCAN FEREZ KT 5 ¢

o JCANGEHIENA v A b—/V &7z PC TR RO EHIT# - 72 2 & 2R HE s
L7e%Es,

e LRA MHE L7 HBNCRIAE N EK L2356,

o FIAEMNGEAZEO R EALT S ELEMmM T GEAEE (T L7 LRA / JCAN FRiER 12)
HEE L7 aE,

o FIMED . STOFEHEHGE muéﬂfa‘o 53, WMERNCEREZ T E L T2 &% LRA
X% JCAN R uEE’\L%ﬂ L7-%

o GEAFEOLBHFEL X/ D) F ﬁﬁ%‘®*ﬁ%ﬁ¥7ﬁ§f€§é‘1lﬁ L7c v GEBYZR5ELA, LRA X
1L JCAN FRGER S EUS L7555,

o FEHAFZFEDORREIESWTHIAE OMER LA ICHATE D, FEILFAH XTI S-S
%%, LRA X JCAN BIER BB L7846, (HlxI1X. Debian O fi55 /e dte &
https://wiki.debian.org/SSLkeys % % &)

o GFHEFICEINDZA—ATFLRA~NELE, FAL VEEHEIZA—LT FLXOMERE
IS 2 T R DR R A~ KL R E T v ) EHLZ IS L 2564,

s FABXIV TVl bEOABNREEBNTHETRT LZZ L2, BAXITZTOMD L
<. LRA XI JCAN ZGER ek =56,

LRAs or JCAN Public CA revoke(s) JCAN certificates within twenty-four (24) hours and is

performed within 5 days if one or more of the following occurs:

*  The Certificate no longer complies with the requirements for algorithm type and key size of
the Baseline Requirements, as specified in Sections 6.1.5 and 6.1.6.

e LRAs or JCAN Public CA obtain(s) the evidence that the Certificate was misused.

e LRAs or JCAN Public CA receive(s) notice or otherwise becomes aware that the Subscriber
violated any of its material obligations under the Subscriber Agreement or Terms of Use.

e LRAs or JCAN Public CA receive(s) notice or otherwise becomes aware of a material change
in the information contained in the Certificate. (e.g. The Subject became not related to the
ORGANIZATION due to the work termination, organization transfer, or termination of the
organization.)

* LRAs or JCAN Public CA are/is made aware that the Certificate was not issued in
accordance with Mozilla requirements and/or JCAN CP or CPS.
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LRAs or JCAN Public CA determine(s) that any of the information appearing in the
Certificate is not accurate or is misleading.

The right of LRAs or JCAN Public CA to issue Certificates under the JTS requirements
and/or this CPS expires or is revoked or terminated, unless GlobalSign has made
arrangements to continue maintaining the CRL/OCSP Repository.

LRA or JCAN Public CA are/is made aware of a demonstrated or proven method that
exposes the Subscriber’ s Private Key to compromise or if there is clear evidence that the
specific method used to generate the Private Key was flawed.

Revocation is required by JCAN CP and/or CPS.

LRAs or JCAN Public CA receive(s) notice or otherwise becomes aware of any circumstance
indicating that use of the email address in the Certificate is no longer legally permitted.
The CA Private Key used in issuing the Certificate is suspected to have been compromised.
LRAs or JCAN Public CA cease(s) operations for any reason and another LRA/CA has not
been arranged to provide revocation support for the Certificate.

When the reliability of the JCAN Certificates may be damaged.

JCAN GEMEFDKLLNET, LRA X JCAN FAERIC LY 24 FFRILINICERMS N D NETH Y |
UTFD5H 15U EORRASFEAELZSEE. 5 AUNIZERIND :

FERAEZN, 6.1.5 THE O 6.1.6 HEIZHEIN TV X 9 (2, Baseline Requirements @7 /L
Y XLD FEEE OEEICOWTOEMZ HITRMEIL L TWHRWES,

REAEDNARNERER SN2 2 L 2R T5HLAZ, LRA XX JCAN FFER G L7256,
FIRAEDPFIRARKICHE SN EERRZHICH LiERZ L. E. LRA Xi¥ JCAN RitR
DI A ST D T Bk L 25 E

FAEAFICE ENDERICERREENH o7, LRA XX JCAN REER £ D@ % 5%
Fo, E2OMOFIETH -T2, Bl BT - Bk, £, HlkoA#HEIC L &
T x 7 FONEEEHRE & BRI R o TG

FERAEN Mozilla O H S/ i JCAN CP X% CPS 29> THITEIN 72H D Tl
NI L&, LRA XiE JCAN AERMRE L7256,
FERAEICFRLE S N A E MO MNP IEME TRV, BEEZHRRNEH DL, LRA X
JCAN FRAER2HIWr L7256,

CRL/OCSP VU AR kU OHfeFrE B A ke 92 720 OFR#E R 77, LRA XX JCAN
FAREfR NS JTS Bk D EHUEH 2/ % CPS IZHE - T-fEBAE 2 AT DRI T35, K%
T 5. BWIIEINIZSE,

FIRFE OWESIZAEIAEE b T2 b T FHFE XL E A O FIEIZ >\ T LRA Xix JCAN
AR R LGS, UIFIHEBE OWBEREZ LT 2 DICTHW LI FIEC R 6 2 &
VN D BRRE 7RIS B D 5 A

JCAN CP KR OVXiE CPS I LV K ER s N8548,
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* LRA i JCAN LA, FEAZEICEEH I NIZET A —T KL 2O ERIZHF AT
SINTWARNWI EERTEMESZ TR D2, XX, ZOMOFETH> %A,

o FAEZRITIOBRCHER SN CA OMBENRR LIZRVWRH D58,

e LRA XX JCAN FBEERBIH0OBHCTEZLZIEL L, o LRA/ CA MFEAED R
ZRBT 2 LR TR CWARWEA,

o JCAN iFHZEDOFEMEN R DIV D ATHEMEN B DA,

Revocation of JCAN certificates may also be performed by LRAs or JCAN Public CA within a

commercially reasonable period of time under the following circumstances:

e  The Subscriber or organization administrator requests revocation of the Certificate through
GCC account which controls the lifecycle of the Certificate.

*  The Subscriber requests revocation through an authenticated request to GlobalSign's report
abuse.

* LRA or JCAN Public CA receives notice or otherwise becomes aware that the Subscriber
has been added as a denied party or prohibited person to a blocklist, or is operating from a
prohibited destination under the laws of the applicable jurisdiction of operation.

*  Overdue payment of applicable fees by the Subscriber.

*  Under certain licensing arrangements, LRA of JCAN Public CA may revoke Certificates
following expiration or termination of the license agreement.

* LRA or JCAN Public CA determines the continued use of the Certificate is otherwise
harmful to the business of LRA, GlobalSign, or third parties. When considering whether
Certificate usage is harmful to GlobalSign’ s or a third party’ s business or reputation,
LRA or JCAN Public CA will consider, among other things, the nature and number of
complaints received, the identity of the complainant(s), relevant legislation in force, and
responses to the alleged harmful use by the Subscriber.

e If Microsoft, in its sole discretion, identifies a certificate whose usage or attributes are
determined to be contrary to the objectives of the Trusted Root Program, Microsoft will
notify GlobalSign and request that it revoke the certificate. GlobalSign will either revoke
the certificate or request an exception from Microsoft within 24 hours of receiving
Microsoft's notice. Microsoft will review submitted material and inform GlobalSign of its
final decision to grant or deny the exception at its sole discretion. In the event that Microsoft
does not grant the exception, GlobalSign will revoke the certificate within 24 hours of the
exception being denied.

*  Death of a Subscriber.

* LRA or JCAN Public CA decides to revoke any certificates for other reasons.

WIZHET 2FENH D L E1X, LRA XiT JCAN FFERITpEE LA AL HIMAIC JCAN FE
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Revocation of JCAN Public CA Certificate is performed by GlobalSign within seven (7) days

under the following circumstances:

¢ GlobalSign obtains reasonable evidence that the JCAN Public CA’ s Private Key
corresponding to the Public Key in the Certificate suffered a Key Compromise or no longer
complies with the requirements for algorithm type and key size of the Baseline
Requirements as specified in Sections 6.1.5 and 6.1.6

*  GlobalSign obtains evidence that the Certificate was misused.

*  GlobalSign is made aware that the Certificate was not issued in accordance with or that the
JCAN Public CA has not complied with Mozilla requirements and/or applicable CP or CPS.

*  GlobalSign determines that any of the information appearing in the Certificate is

inaccurate or misleading.
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GlobalSign or JCAN Public CA ceases operations for any reason and has not arranged for
another CA to provide revocation support for the Certificate

GlobalSign’ s or a Subordinate CA’ s right to issue Certificates under JTS requirements
and/or this CPS expires or is revoked or terminated, unless the issuing CA has made
arrangements to continue maintaining the CRL/OCSP Repository.

Revocation is required by the Issuing CA’ s CP and/or CPS.

The technical content or format of the Certificate presents an unacceptable risk to
Application Software Suppliers or Relying Parties (e.g., the CA/B Forum might determine
that a deprecated cryptographic/signature algorithm or key size presents an unacceptable
risk and that such Certificates should be revoked and replaced by CAs within a given period

of time).

4.9.2 Who Can Request Revocation (J:%ho HGE#)
GlobalSign and JCAN LRAs will accept authenticated requests for revocation. Authorization for

revocation shall be accepted if the revocation request is received from either the Subscriber or
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an affiliated organization named in the Certificate.
Subscribers, Relying Parties, Application Software Suppliers, and other third parties may
submit Certificate Problem Reports to notify GlobalSign of a suspected reasonable cause to

revoke a Certificate.

GlobalSign MU' LRA &, KIHESHEREZH T 5 L RAET & 2 5a 1B k2 &R 2, K%
HEE L. FIFE RAIIFEAFICEE S Nl bR I N8558, ERoH 2%Eke LT
ZHING,

FIRE, BGEE. 7775 —vavy 7t vzT7H 7747, KMo FE =513, AtBHZEZHY
HETAMN A2 bN 5 56, EfitAFORERE ZRE L. 2D 5% GlobalSign IC#
HMTBZLHNTE S,

4.9.3 Procedure for Revocation Request (5% FF 55 D ALEE F-fi &)

Due to the nature of revocation requests and the need for efficiency, GlobalSign provides
automated mechanisms for requesting and authenticating revocation requests. The primary
method is through the GCC account used to issue the Certificate that is requested to be revoked.
Alternative out of band methods may be used, such as receipt of a fax/letter/phone call, the
origins of which must be authenticated using shared secrets from the GCC account.
Alternatively, where GCC accounts are not provided, methods may be used which rely on a
demonstration of control of one or more elements of the Subject DN of the Certificate. For
S/MIME Certificates, it could include demonstration of control of the email address. GlobalSign
and JCAN LRAs will record each request for revocation and authenticate the source, taking

appropriate action to revoke the Certificate if the request is authentic and approved.

Subscribers, Relying Parties, Application Software Suppliers, and other third parties may
submit Certificate Problem Report via report-abuse@globalsign.com. GlobalSign may or may
not revoke in response to this request. See section 4.9.5 for detail of actions performed by

GlobalSign for making this decision.

If revoked, the serial number of the Certificate and the date and time shall be added to the

appropriate CRL. CRL reason codes may be included. CRLs are published according to this
CPS.

KEhHRGEDFOME & s D2 5. GlobalSign (ZRMHFEEZE KL, RitT 57200 H
Bt I N A A =X L e iRt T 2, EAIFER. GCC THY v b &E U CHRITLZiEHEFED K
WEGEZIT O HiERH 5, RIRE Hik LT, 77 v 7 A, Bffi, EBiFh L 2@ T, 2 v b
V=7 % RHETICRNEERT 8 TE S, /2. GCC TA v v b 23Rk i WHlH
FHICOWTE, FEHEOY 7Y = 7 P& IcBE T 3 —D Ll Eo BRI 3 28 BMER % %
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ALY 2 /7IE T KRR ZMREES 2 2 & b T& 5, SMIME GEHEICOWTIE, BT X —L
7 FLA OEHHEROKRILZ b > TREL T5 2 LAA[RETH 5,

GlobalSign KU RA &, K2hHEZEE L. ZOEREZZGET 2, ERPEIETH Y &G X
nizgaic 3, BUI AR TR E 2 NS, MHFE, BEEE. 770 75 —va vy 7 v =797
F7A4A¥—. RUOZDfthEE =3 1%, reportabuse@globalsign.com CAEBHE QMRS e 3 5
T LBTE S, GlobalSign (&, ZOHFEICHICL CRITIHEERT, LEVWEELRH L, 2D
HEWRED GlobalSign IC X 2 HIWiEEHEL, 4.9.5 HASWT 5 2 &, RMI nifa, GEHE
DY TAFEG, RH, K2RZ25 CRL ICii# I b, HHa— M2 b H 5, CRL
1A CPS ICHEHLL THATI N D,

4.9.4 Revocation Request Grace Period (%I H 35 £ TORETHI[H)

The revocation request grace period is the time available for a Subscriber to take any necessary
actions themselves to request revocation of a suspected Key Compromise, use of a weak key or
discovery of inaccurate information within an issued Certificate. A risk analysis shall be
completed and recorded for any revocations that cannot be processed by Subscribers, JCAN
LRAs, or GlobalSign for any reason. Subscribers have 48 hours to inform GlobalSign or the
JCAN LRA of a key compromise.

fEsafb D23 H 5856, Mg alz M L7256, T2 X T it HE il sl E iz fFRkich
EEFERNAEDREEN TG A R I, FIRE PR 2 ZRKT 5 AN LB RN K2 IS 720 Dl
MzfEd. M. GlobalSign D23, {152 DM X ) K2 UHTE LnGe, Y X
7 M ATV, ReERT %,

M E 48 IKFHEILANIC GlobalSign X I& LRA ICH#EDImRZEAIT 5,

4.9.5 Time Within Which CA Must Process the Revocation Request (GRFE/m 23 2%) 55 % AL
B9~ X )

GlobalSign shall begin investigating Certificate Problem Reports within twenty-four (24) hours
of receipt of the report.

GlobalSign maintains 24 x 7 ability to respond internally to a high-priority Certificate Problem
Report and, where appropriate, forward such a complaint to law enforcement authorities, and/or
revoke a Certificate that is the subject of such a complaint. GlobalSign will begin investigation
procedures for a suspected Key Compromise or misuse of a Certificate within 24 hours of receipt

of the report.

GlobalSign decide(s) whether revocation or other action is warranted based on at least the
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following criteria:
* The nature of the alleged problem.
* The number of reports received about a particular Certificate or Subscriber.

* The entity making the complaint; and

* Relevant legislations.

4.9.6 Revocation Checking Requirements for Relying Parties (J<%h1E 2 Z B9 2 MiaEs
D EREIH)

Prior to relying upon a Certificate, Relying Parties must validate the suitability of the
Certificate to the purpose intended and ensure the Certificate is valid, otherwise all warranties

become void.

Relying Parties will need to consult the CRL or OCSP information for each Certificate in the
chain as well as validating that the Certificate chain itself is complete. This may include the
validation of Authority Key Identifier (AKI) and Subject Key Identifier (SKI).

GlobalSign will include all applicable URLs within the Certificate to aid Relying Parties in

performing the revocation checking process.
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BREEE TR L X5 &3 23EHELRF = — v I N2 2 TOREDIAEAEFIC2wT, CRL Xk
OCSP Dz SHIRZTTHY, DTz — VPR TH LI LEMLTRETH 5,
Thicid, EEEH#ENTFCUT, TAKL) Wwi)RUY 7 = 7 FEEERFOAT, [SKI) &w
2) D+ ERGEEE &,

GlobalSign (3. MEEH 23 KIERDOBGELZ A5 I1CTZ 5 & 9 URL ZatMAEF I #T 5.

4.9.7 CRL Issuance Frequency (CRL D F1THE)

If GlobalSign decides or is required to terminate a CRL or revoke an Issuing CA, GlobalSign
issues and publishes at the corresponding CRL Distribution Point a last CRL with a nextUpdate
field value of “99991231235959Z”. GlobalSign does not issue a last CRL until all certificates in
the scope of the CRL are either expired or revoked. The last CRL is made available until the
expiry of the Issuing CA certificate and the integrity of the CRL is preserved during this period.

For the status of Subscriber Certificates: For CAs that publish a CRL, the CRL will be updated
and re-issued at least once every seven days, and the value of the nextUpdate field will not be

more than ten days beyond the value of the thisUpdate field.

For the status of Subordinate CA Certificates: If the Subordinate CA contains a CDP, CRLs will
be updated and re-issued at least (i) once every 3 months and (ii) within 24 hours after revoking
a Subordinate CA Certificate, and the value of the nextUpdate field will not be more than twelve
months beyond the value of the thisUpdate field.

GlobalSign 73 CRL %Zf& 7T I8 2 »RITREZRNI 2 Z L ZREL 72, XIIHEL D 2554,
GlobalSign 1F nextUpdate 7 4 — /v I 0offi%: [99991231235959Z | T % %D CRL % %47
L. Mt3 2 CRL ficfir4 v FT £3T25HDE T %, GlobalSign 1. CRL OH#HiHN D4
TOFEHESIHRYIN 33T 5 £ T, &#%D CRL %% fTL7%& v, %D CRL Ix CA dE
HEOFENAR2UIN 2 £ CHIHAREE 2 v, 2Dl CRL oEezfrodb s 35,

FIHFEHEDO A7 — 2 2ic2WwT : CA # CRL %73 %54, CRL 3474ty 7 H
IR, BT 1. nextUpdate 7 4 — /v F Offiid, thisUpdate 7 4 — FOfEiA 5 10 H
B ZTIER D R,

THL CA GEHED AT — & ZIc2WwT @ i CA fEBHFEIC CDP(CRL distribution point) 73
GENTWBLEA, CRL F, () 27%2<eEd 3 22HIC 1 B, Gi) THZ CA FEBAEDOLL% 24
FEREILAPICEEHT, FF54T X 1. nextUpdate 7 4 — /v F Df %, thisUpdate 7 4 —/L F DOff X
D 12 » HEZBATIX &bk,
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4.9.8 Maximum Latency for CRLs (CRL O #x Kif{E FH%HFH)

CRLs are posted to the repository within a commercially reasonable time after generation.

CRL 3AEptR. MENICABENRBIRAICY K Y IickimIng,

4.9.9 On-Line Revocation/Status Checking Availability (4> 7 A > TO RN IE WM OMER)
GlobalSign supports OCSP responses in addition to CRLs. Response times are generally no
longer than 10 seconds under normal network operating conditions. GlobalSign OCSP responses
conform to RFC6960 and/or RFC5019. OCSP responses are signed by an OCSP Responder whose
Certificate is signed by the CA that issued the Certificate whose revocation status is being
checked. OCSP signing Certificate contains an extension of type id-pkixocsp-nocheck, as defined
by RFC6960.

GlobalSign (. CRL Dfi, OCSP L 2 HE ¥ Xic X » MGzt 4 3, @ED Ay P 7 —2
BREICHEWTIE, OCSP IZ X3 I0% ¥ CofftRIZ@EE 10 B2 8 Z2 %\, GlobalSign
OCSP &% 1%, RFC6960 X 1N/ X(ix RFC5019 ICHEHLL Tw» %, OCSP Ju&ix. Exh2 75 —%
ZABMERIN TV BEAIHELZRIT L CA ICX > TELINLIIHELZES OCSP L 2KV
ZICk > TEHIND, OCSP FE4FAFE X, RFC6960 IC X - TEFRI L5 X HIC, id-pkix-
ocsp-nocheck ! DILIRTF % &5,

4.9.10 On-Line Revocation Checking Requirements (4> 7 A > TOIZh1E H O #ei D Ff4:)
For the status of Subscriber Certificates:

1. OCSP responses have a validity interval greater than or equal to eight hours.

2. OCSP responses have a validity interval less than or equal to ten days.

3. For OCSP responses with validity intervals less than sixteen hours, GlobalSign updates the
information provided via an Online Certificate Status Protocol prior to one-half of the validity
period before the nextUpdate.

4. For OCSP responses with validity intervals greater than or equal to sixteen hours, GlobalSign
updates the information provided via an Online Certificate Status Protocol at least eight hours

prior to the nextUpdate, and no later than four days after the thisUpdate.

For the status of Subordinate CA Certificates:
+ GlobalSign updates information provided via an OCSP Responder (i) at least every twelve

months and (ii) within 24 hours after revoking a Subordinate CA Certificate.
OCSP Responders that receive a request for status of a Certificate that has not been issued,
shall not respond with a "good" status for such Certificates.
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OCSP Responders for CAs which are not Technically Constrained, in line with Section 7.1.5, will

not respond with a "good" status for such Certificates.

GlobalSign requires OCSP requests to contain the following data:
* Protocol version

*+ Service request

* Target Certificate identifier

4.9.11 Other Forms of Revocation Advertisements Available (F Ot F51E1Z L 5 K EHR O
FEik)

No stipulation
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4.9.12 Special Requirements Related to Key Compromise (GEAIER D FED fEFELIZFE D KBl 72
ZAF)

GlobalSign and JCAN LRAs shall use commercially reasonable methods to inform Subscribers
that their Private Key may have been Compromised. This includes cases where new
vulnerabilities have been discovered or where the Issuing CA at their own discretion decides
that evidence suggests a possible Key Compromise has taken place. Where Key Compromise is
not disputed, GlobalSign shall revoke Issuing CA Certificates or Subscriber end entity
Certificates within 24 hours and publish online CRLs within 30 minutes of creation and ARLs

within 12 hours.

Parties may use the following methods to demonstrate key Compromise:
* Submission of a CSR file, created and signed by the private key. The CSR file needs to contain
one of the following:

o) A specific string that GlobalSign has provided to the reporter.

OR

o) A string of text that clearly indicates compromise.
* Providing references to vulnerability and/or security incident sources from which the
Compromise is verifiable
* Submission of binaries that contain a Compromised Private Key, including the method to

extract the Private Key

GlobalSign MU' LRA (¥, % OMEHFEISEIRILL 72BN 03H % L 2k, AENEGEE S -
THHEZEICZDE D@ ZE T 5, Zhiclx, fsEsgR I =56, KU GlobalSign #3H
COHBRICX VHOBEIHMEDOEE D L LML -GAREBEENE, HOEITRLICE VD
R e WEif . GlobalSign 31T CA DiEHE., = v Fx v 74 7 45tAER L% 24 [
BIANIC KA L. CRL &4 ¥ 74 v T 30 - ANIC, MUY ARL % 12 RELANICEIT 5,

WHEET, BOEIRLEHFHT 2 -0 A TOHEEZHWE Z ERTE 3, ¢
- MEHCERINBEALINL CSR 7 74 LD CSR 7 7 A MITIE U T OWTFhr2EF

nTcnwace,
o 7' a— YA v REEF ICHREE L 2REE 0 S,
EQ/Ae

o 162 IciRE 2RI LTI,
« fEHMLERGEET 2 5 A COSME L B, MESHIEA IR F 2 ) T4 4 v T v MBS
% IEHC S BR ot
- WEREEZMET 3 ERE T RESINLWERZ ST 54 7 U OfEH GlobalSign (3D %
RKeah L, FLWREGESZRIANLNE5GEITIE, ZRICELT K CPS 2HHT 5%,
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4.9.13 Circumstances for Suspension GERE D% ) O —EHE 1 217 5 54)
Certificate suspension is not applicable to JCAN.
AFIHE O RN ) O —WE 113 JCAN FERHE TS L 72 v,

4.9.14 Who Can Request Suspension GEAEDZN 1D HEEE)
Certificate suspension is not applicable to JCAN.
AERHZE O] D —KFE 1R I JCAN GERHZEICEE Y L 7\,

4.9.15 Procedure for Suspension Request GERAE DN 1] — K& 1k Fofoi &)
Certificate suspension is not applicable to JCAN.
AERHE O O —KFE 1R I3 JCAN GFRHEICEE Y L 7 vy,

4.9.16 Limits on Suspension Period GERAZE D %N 1) D —KFE 1L HIFR)
Certificate suspension is not applicable to JCAN.
AERAE O &N o —FHE 113 JCAN GERHEF IS Y L 7R\,

4.10. Certificate Status Services GIFIAED 27— % AFH P — B R)
JCAN Public CA provides Subscribers and Relying Parties with CRL services. JCAN Public
CA offers certificate status confirmation services, including Web interfaces, to LRAs.
JCAN FFiE/miE, FIAE K OWGES 2% LT, CRL ##&flt4 %, JCAN §RGERIEX LRA (ZxFL
T, V=7 A E—T7x2—R%&5ETe, JCANGEHERT — X XFRIP— R 2435,

4.11. End of subscription (FJFH D& T)
Subscription of JCAN certificate ends when a certificate is revoked, expired, or the service is
terminated.
JCAN GEHEOH AL, JCAN FEBIEDKL), ARMIRM T, I —EABKRT Lz b &Ik
T35,

4.12.Key Escrow and Recovery (¥ —T A7 m—& J /N1 —)

CA Private Keys are never escrowed. GlobalSign does not offer key escrow services to
Subscribers.
PRER OMEBEEIITEGE (=X 27 r—) SN TER 57220, GlobalSign (FFIHZE XL TH F—
TAZu—P—ER% L,

5. Management, Operational, and Physical Controls (FHH). ERK. WENEHE
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)
5.1. Physical Security Controls (B )& )
JCAN Public CA implements high-security controls within the data center. These include

restricting personnel and physical access using electronic security mechanisms. Especially
in certificate generation and revocation management, monitoring and alarming systems are
equipped to detect, record, and react in a timely manner upon any unauthorized and/or
irregular attempts of access.
The Data Center implements preventive measures against water damage, earthquakes, fire,
and other disasters as well as other structural measures to prevent physical damage to the
facility.
The access to the CA is restricted to the members who are designated on the Access
management list. Visitors to the Data Center must always be accompanied by these members.
JCAN FBGER 1X. CA OFR(FOBEIMEICKHE L T, AW - WEAZRT 7 & Al & . EFHY7R
X2 T4 A=A b0oFEREX 2T o arbu—E, T—E2 X —HNICHRE
T %, FHIFEHF AL ORZE BRI T, Mk BE il &L it S 2 D Y Y —RIZT 7
T 245 EFF RO IIAHANRR S 2 Bk, KIS T 252 & ZAMRBICT D720 b D,
T2 2=, KE, HE, KK ZFOMOKEEZFSTZ T VG LB E AT
2,
CA RF~DT 7 v RL, 77 B AEHY R MIRBMS NI A P NA—ITHIRT D, T—F ¥
— O IE. FICYZA A=A SN TR ITIE R B0,

5.2. Procedural Controls (Ffr = A& HH)

JCAN Public CA follows personnel practices that provide reasonable assurance of the staff’s
trustworthiness and competence in technical operation.
All JCAN Public CA personnel in trusted roles shall be free from monetary or internal or
external pressures that might impact the equity of CA operations.
The trusted role of JCAN public CA is following.
Certification Authority Manager : The responsibility for all the necessary tasks concerning
operation of CAs, including any outsourced JCAN public CA.
JCAN Public CA implements risk assessment to evaluate risks and determine the necessary
security requirements and operational procedures. The risk analysis is regularly reviewed
and revised if necessary.
JCAN LR 1%, EEOEEME & B OB R EBEITIZ OV T, SERRIEZ 2T
EDONFEFERT D,
FHEINLIEEH LS JCAN #GtR OEEIX, CA EHOA I ZmHE LN LR e
SR RBONMINE R OIS DIES DB L Z TN D LT 5,
JCAN §8iib/m DfEEIN-EENIILL T2 ETe,
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cRFERELE R CA OEMIFELIETOMNERIEEDE ML LA S, Fit#lEX JCAN #i
B OFEFEEICHEAT D,

JCANFERER 1, VAZZFHME L, 8ot x 2V 7 ¢ BRFHEEE FIRZRET D200
VRAIZTERARA NEeFEMT D, VAT SHITERRE L, RERHIVUTEET S,

5.3. Personnel Controls (A& = hra—)L)

5.3.1. Qualifications, Experience, Clearance Requirements (&#%. #&5k & O\ & 4y D E)
The personnel to be assigned to trusted positions are screened and managed following Section
5.2.
FRESNERBICOCEAE, 52HICL LSV TRAShERSNS,

5.3.2. Training Requirements (AHE /)

JCAN Public CA offers training to their personnel assigned to CA operations.
JCAN FRGERIZ, PRAE¥EBEFATT 0 0EL, TOBEEIZEKT 5,

5.3.3. Retraining Frequency and Requirements (FR-AHE O #E 5 f ONEEA)

Personnel are retrained for the purpose of renewing and keeping the knowledge of

operational procedures on an annual basis.

Foe SOV T OGO BT & MR & BENIC, ERICTHIMEZ T DHEEIZHER T 5

5.3.4. Sanctions for Unauthorized Actions G&% 5L TR W TENZ %3 2 15)

JCAN Public CA will take disciplinary actions toward personnel who perform unauthorized
behaviors, use unauthorized authority, or use unauthorized systems.
JCAN LR X, O LN THRWTE), BOLN TV RWHEROEH, B oL TWRNY
AT LOMER%Z LIZERITR L, B TRV EHWT LRI 21T 2L 03d 5,

5.3.5. Documentation Supplied to Personnel (% & (223 2 &F})

JCAN Public CA publishes documents to personnel on the first day of training and between

other training sessions.

JCAN FGER 1%, WIRIDOHHE & £ DfOBHED IR, ZERIIx LER z Rt 5,

5.4. Audit Logging Procedures (B4 7 D Fofi &)
JCAN Public CA shall implement Audit logging procedures. These include logging of audit
events, and audit systems implemented for the purpose of keeping a secure environment.
JCAN Public CA records the following information from startup to shutdown of the CA
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system.

5.4.1.

Types of Logs to be Audited (%9 % 1 7 OFE¥H)

JCAN Public CA implements the following logs:

(1) System Logs (A7 AIZBHT 251 7)

(2)

Issuance of certificates;

Revocation of certificates;
Publishing of CRL;

Others (such as Logs containing local network components).

Records regarding entry/exit and operation of CA private key (NiB=E & CA gDk
TEICEAT 25080

¢ Records of physical entry/exit to the rooms where CA systems are located;

¢ Records of operation and lifecycle management of CA private key.

Audit trail records contain (&Y —/L o0 & ENHIHEH)

Identification of the operation;
Date and time of the operation;
Identification of the certificates involved in the operation;

Identification of the persons that performed the operation;

A reference to the request for the operation.
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o BEERICET LS MIEH

5.4.3. Frequency of Processing Log (B 7t & /' % JLER 9~ 2 M)
Designated personnel are periodically assigned to inspect the log file for detecting and
reporting anomalies.
—EDORIRET, HEMmINEEN e 7 77 A VxR L, BEEREZRAL, ETELHL 1
ERAN

5.4.4. Storage and Protection of Records and Backup GR&kD IR &R, KONy 7 T v )

The log files and audit trails are recorded. These are appropriately protected with access
controls. These log files can only be accessed by a person assigned to JCAN Public CA or by
the appointed auditor.
The event logs cannot be easily deleted or destroyed during the retention period. Backup
containing sensitive data is securely disposed of when no longer required.
JCAN FilR L0 {EmInic A, KB ESNTEEBENCIDREDTLD, v /77 AV EE
BREMNIRF END, THBIE, 77 EABIEEEIC LV EYICR#ESh, Ny 7T v T ER
Zo
AN hr 7R REENER SN DHIMPICAE S ITHIBRPHIR SN D T ENTE R, BET —
BaalenNy 77 v 71X, LBEEINRWGHEITERIZNEIND,

5.5. Records Archival (77— 14 7 %} 5R506%)

5.5.1. Types of Records Archived (7 —% A 7 X415 sk D FiH)

JCAN Public CA maintains the details of all CA Certificates, audit trail of issuance and
revocation of CA Certificates, certificate request information of CA Certificates, CRLs, log

files, and other records which support the application of CA Certificates. These records are

maintained through reliable methods.

LRAs retain the information required for Subject’s registration (c.f. consent forms and

agreements, vetting records, verification records, etc.) through reliable methods.

JCAN FBAER) 13, CA FEMIE. CA FEHEDHAT - KHOEAT —4 . CRL, CA iEMEHH
ik, v 777 A0, RO CA GEHEHGFEOEM T EROREZ ., BEEDH 5715 TR
Do

LRA 1%, # 7V =7 FOBGIMEHN SN HR(FAIEE, FEAIR, ARG 2 EEEo
bOHFETHRRTT 5, APLE#¢9 % LRA (3. JCAN FEHERITICNR D 1 VIS a DO H
% ik TIRFFT %,

5.5.2. Retention Period for Archive (7 — % A 7{5-{EHIE)
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JCAN Public CA retains records of JCAN Certificates, JCAN Public CA Certificate, and LRA
Operator Certificates (where these certificates are issued from JCAN Public CA) for at least
10 years after the Certificate is expired or revoked.

Archive containing sensitive data is securely destroyed when no longer required.

LRAs retain the information required for Subject’s registration (c.f. consent forms and
agreements, vetting records, verification records, etc.) for at least 7 years after the Certificate
is expired or revoked. LRAs accessing the Admin portal by API retain the logs of certificate
issuance for at least 1 year.
JCAN F8GiEm X, JCAN FEHE., JCAN FRGER fEAFEKL D 77 B AZFEMGEAE FEITL
Yd) Oitekz ., AWIREINE, X3k, L7l &b 10 ERREFT 2,
BET— 22 GhT — 04 713, BBELINRWGERITLEITHIEISND,

LRA [Z, ¥ 7 V=7 FOBERIER SN EHREZ. AOBIRIINE, TRD&, Pl
b THEMRET 2, APLI i3 5 LRA 13, JCAN GEHIERITIMR 2 v 7L, 27r< b
1 FIRFFT D,

5.6. Key Changeover ($#25#4)

The Key Pair generation of JCAN Public CA is managed by more than 2 authorized staff with
HSMs and m of n controls according to the procedure described in section 6.
The procedure of re-generating JCAN Public CA keys is as same as the procedures in the
previous sections.

JCAN BBRER DO#EA~T OARIT, 2 ZUEOIEMSNIEAZ v 7I2XY . 6 ([ZREHTHF

JIEIZHE-> T, HSM ETHORENES AT L TEHIND,

JCAN FRGE/E DOFERT OFAERFIRT. EROWHOHRAERLF L TH 2,

5.7.  Compromise and Disaster Recovery (fFa{l. K OV E )& D1 H)
JCAN Public CA maintains the records of reporting, backup/restoration, and handling

procedures of incidents and compromises in internal documents. JCAN Public CA documents
the recovery procedures for the circumstances where computing resources, software, and/or
data are corrupted or suspected of being corrupted.
When an algorithm is compromised, JCAN Public CA implements the following:
* Inform all subscribers and relying parties with whom the CA has any agreements, as
well as the other stakeholders; and
* Revoke the affected certificates.
JCAN GRAER 1X, £ T v PROEFMEDRRBAE L IZGEOME L Ny 77 v 7FIHET & B #
WERRE AR, NECEE L CRFFT 5, JCANGRRER X, v Ea—2ER, Y7 hy=7, XiZ
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T — X PR U2 ST A E B TR SCE(R T 5 CEME IRFE),
TN U XARfEIRE LT-5E . JCAN BGER XL T2 5 -
o ETOFMAE. CA LRABEEEZZDOLTCVIRGES. TOMBREICHLED
o WELTZTIIIAELZRDT S

5.8. CA or RA Termination GRFE/R XX RA OBELET)
When CA or RA is terminated in a planned way, Subscribers and Relying Parties are notified
with a sufficient amount of time from the timing of termination. When CA or RA is
terminated unexpectedly, GlobalSign pays effort to minimize the disruption and ensures that
Subscribers and Relying Parties are promptly notified. GlobalSign revokes all issued
certificates in principle and destruct CA private keys.
CA T RA ZFHERNICHK T 2HE1F. K TR SISO RHBZ b > THIHE LT
RFEE KT et @ T 2, THIRRKE TIZH > T, IBELAR/IRE LD X580, FIHZE
B OWRREE DRI BI AT 5 2 & 2 RGET 2, JRAIE U TRITHA DREHEH %4 2 TR
L. CA MERZWIET D,

6. Technical Security Controls iz ¥ = U 7 1 BH)

6.1. Key Pair Generation and Installation (&7 A& VA > A F—)1)
6.1.1. Key Pair Generation
(1) CA Key Pairs (CA D7)
A Hardware Security Module "HSM”), which is one of Cryptographic Modules, is used to
securely generate and manage CA private keys.
It is confirmed that HSM has not been tampered with during shipment and delivery.
Certificate and revocation status information signed by HSM is not tampered with during
retention.
CA REEROE X =27 RAREEHICIE, ST 2a— VO THLNN—F V=T Exal
T4EY2—/L (HSM) ZHW5
HSM i3, kit sA énm\m\ & EHERT D,
HSM TE4 LTV LREAE & RPORIERIT. RFSNTOLRICHE SR,

(2) Subscriber Key Pairs (FI| & D #E~=7")
When JCAN Public CA generates the private key on behalf of subscribers or LRAs, the key pair
and CSR is generated following secure key generating procedures and the key generation policy

described above.

Subscribers do not generate private keys to request JCAN certificates.
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JCAN F8FER SFIHHE ST LRA (2D - THEEOERZIT O Hald. & X = 7 @tk F
JEZHAWT, EFRESEEROR Y & —IZHEHL L T PKI O#~7 KO CSR 4T 5,
JCAN GEEZ HFE T 572010, FAEIC L 2 WEROAEKITITH R,

6.1.2. Private Key Delivery to Subscriber (Fi] &~ Fih % g D Bl AT)

JCAN Public CA obliges subscribers to use strong PIN codes. These PIN codes protect
the generated private keys formatted in PKSC#12.
JCAN FFER 1%, WFEHEIZREL PIN O] 2R BT, M3 PIN 2 W THE#ELY &
PKCS#12 BERDOK S LiEE N> 7 — (LT [ PKCS#12 H=GEHE) L 9) AT
2

6.1.3. Public Key Delivery to Certificate Issuer GIEFAEIITHE ~DABIFEDEIA)

GlobalSign only accepts Public Keys from RAs that have been protected during transit and have
had the authenticity and integrity of their origin from the RA suitably verified. RA’s shall only
accept Public Keys from Subscribers in accordance with Section 3.2 of this CPS.
GlobalSign 1%, RA MOk SN HREA RSN TERY . ZORPUIZOVWTOREIEW L ER
P EYNRGE S NI ABREBO L 25T AN D, RA 134 CPS @ 3.2 HITHEHL TWDHHE
DF, FIRENS DRA#EZZIITT D LT 5,

6.1.4. CA Public Key Delivery to Relying Parties GRE/@ 70> S MREEE ~DABIFERAT )
GlobalSign ensures that its Public Keys are delivered to Relying Parties in such a way as to
prevent substitution attacks. Commercial web browsers and platform operators are encouraged
to embed Root Certificate Public Keys into their root stores and operating systems. Issuing CA
Public Keys are delivered by the Subscriber in the form of a chain of Certificates or via a
Repository operated by GlobalSign and referenced within the profile of the issued Certificate
through AIA (Authority Information Access) .
GlobalSign |IHRFEE ~DAEEDOEAMIZI T, HOT VR L Ted, FISOHIETEHIT
BHIZLERIET DS DET5H, METTIUVFRRT Ty N7+ —LbF XL —F—(F, L—Fh
A RT7 KO OS 1T/v— FEAEABREZMAIA 2 EBHEREIN TN D, 51T CA DGR
%, FEREOREE XX GlobalSign 23iEE 95 LAY U 24 L CHIHZE ) HEAR S, ATA
(GRAEHEBT 7 £ 2 1FH) @ U CRITHEAEAEO v 7 7 A VN TEREIND,

6.1.5. Key Sizes (#£)
JCAN Public CA private RSA key length is 2048 bit or longer with the signing algorithm of SHA-
2 (256) or above.

JCAN BAERAEg L, #RE2% 2048bit UL ED RSA # T, SHA-2 (256) LLEDEALT VT
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VALEMHT S,

6.1.6. Public Key Parameters Generation and Quality Checking (/ABH#E/ T £ — & —/E 5 Y
fn E AR AT)
GlobalSign generates Key Pairs in accordance with FIPS 186 and uses reasonable techniques to
validate the suitability of Public Keys presented by Subscribers. Known weak keys are tested
for and rejected at the point of submission. GlobalSign references the Baseline Requirements
Section 6.1.6 on quality checking.
GlobalSign % FIPS 186 OHEIZHEWEEZ AR L, EFHAE D LIER S D8O A%
B REM 2 W THEET 2 0 LT 2, BEMOMET R IMmat s, ERHERIcESSh
%, GlobalSign . SE#AICEI L Baseline Requirements @ 6.1.6 A ZR+T5H 0 L4
Zo

6.1.7. Key Usage Purposes (as per X.509 v3 Key Usage Field) #Df#H H #)(X.509 v3 #&fii 7
4 =L RIZHBW0)
GlobalSign sets key usage of Certificates depending on their proposed field of application via
the v3 Key Usage Field for X.509 v3 (see Section 7.1). The Private Key of JCAN Public CA is
used to sign JCAN Certificates and CRLs.
GlobalSign 1%, HFECTIREIND 7 1 —/L RIZ LR, iEAZEICB T 280 &%, X.509 v3
AT =V NV RETDHDOLT D, (7.1 HEZSM) JCAN FBREF O #EIT, JCAN
AEARE L FEAELA Y X OB IER SRS,

6.2. Private Key Protection and Cryptographic Module Engineering Controls (Ft%
FEORGE S O 758 ¥ =2 — VBT )

6.2.1. Cryptographic Module Standards and Controls (K 5{bE ¥ = — /LD JEHE i OVEHR)

GlobalSign generates the private key of JCAN Public CA with the devices of FIPS 140-2 level 3

or above.

GlobalSign % JCAN FRFER DO fE # %A FIPS 140-2 level3 UL EDT /3 A AT THERT 5,

6.2.2. Private Key (n out of m) Multi-Person Control fA&#(m 1 n) #HEDO ABIC XL HEH

JCAN Public CA manages the CA private keys following its documented procedures.
The generation of the CA private key requires multi-personnel control by more than two
authorized staff serving in trustworthy positions.
JCAN FBGLF 1%, B SNI-FRICHES T CA WEHEZEHT 5, CA ORBEOERIT
BRI 2 LU LOBEBIC L D2MAERZLEL T 5,
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6.2.3. Private Key Escrow (FAE DT A 7 1—)

GlobalSign does not escrow Private Keys for any reason.

6.2.4. Private Key Backup (FAESED /N v 7T v )
If required for business continuity GlobalSign backs up Root and Subordinate Private Keys

under the same multi-person control as the original Private Key.

6.2.5. Private Key Archival (BE#ED T —H A 7)
GlobalSign does not archive Subscriber Private Keys and ensures that any temporary
location where a Private Key may have existed in any memory location during the generation

process is purged. Once the subscriber or LRA receives the PKSC#12 file, GlobalSign destroys

all the relevant instances none of the generated private keys and PIN codes are archived.

6.2.6. Private Key Transfer into or from a Cryptographic Module (55 ¥ = — L[] O FLE RS
7)

GlobalSign Private Keys are generated, activated, and stored in Hardware Security Modules.

When Private Keys are outside of a Hardware Security Module (either for storage or transfer),

they are encrypted. Private Keys never exist in plain text outside of a cryptographic module.

6.2.7. Private Key Storage on Cryptographic Module (i 5E ¥ = —/VIZE 1T D BB HEDRAF)
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GlobalSign stores the private key of JCAN Public CA in the devices of FIPS 140-2 level 3 or
above.
GlobalSign % JCAN 8GR DO E # %A FIPS 140-2 level3 UL EDOT /A R TRET 5,

6.2.8. Method of Activating Private Key (BAB#ED 7 7 7 ¢ 7L H1E)
GlobalSign is responsible for activating the Private Key in accordance with the instructions and
documentation provided by the manufacturer of the hardware security module. Subscribers are
responsible for protecting Private Keys in accordance with the obligations that are presented in
the form of a Subscriber Agreement.
GlobalSign IIN— R =7 EXx 2 U7 ¢ Y a2 — /VORETCHIRMET 2GR IV, i
BRET 7T 4 7T DBEEELAT D, FIAE IR, RN SN D R/, e E
HETLEEEAT D,

6.2.9. Method of Deactivating Private Key (FAESRDIET 7 7 1 7L 5 1)
GlobalSign ensures that Hardware Security Modules that have been activated are not left
unattended or otherwise available to unauthorized access. During the time a GlobalSign CA’s
Hardware Security Module is on-line and operational, it is only used to sign Certificates and
CRL/OCSPs from an authenticated RA. When a CA is no longer operational, Private Keys are
removed from the Hardware Security Module.
GlobalSign IX7 77 4 7fbSien— R =7 X2 V7T 4BV 2 — L ZHETT, F-ARIE
T 7R AWNA EIRIRBUI LN EERET S b D & 95, GlobalSign D/ N— KKy =7 &% =
VT A4V 2a—=NADBErT A oRIEFMERM, EHELKCRIER - RA 060
CRL/OCSP DEAICOMEM IND, BIERNEERILE RDEE, ZOWERIN—Fv =T
X2 VT4 ET 22— ANLHIREINS,

6.2.10. Method of Destroying Private Key (FA% $ DAl 3 J51%)

CA Key Pair re-generation and re-installation is, following the Sections of 6.2, implemented at

any suitable time before the expiration of the previous pair.

GlobalSign Private Keys are destroyed under multi-personnel control at least by two trusted
personnel when they are no longer needed or when the Certificates to which they correspond
have expired or have been revoked. Destroying Private Keys means that GlobalSign destroys

all associated CA secret activation data, including backups, in the HSM in such a manner that
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no information can be used to deduce any part of the Private Key. The Key destruction process

is documented and relevant records are archived.
CA BT DR EFA 2% b=/, 6.2 FOBLEICHE, AAMIRAT O RIAT 5.
GlobalSign DORAEHEL, RNUE L o R aE L <13 Is 3 2R ES HIRGIN U3 RN LT
Bz, BEENT 2 AU EOEEDON VO FICHEEIND, MERLZWET DITHRZDY
GhMBgniW&%®WH&5% THHEEINRWE S Ny T vy T EED, HSM NOB
W 2RO BT 7T 4 _X—var T — X TEBET D, BROBEOLMEIITENL,
B2 ek IRAET Do

6.2.11. Cryptographic Module Rating (K55 3 = — /L 3Afh)

See Section 6.2.1
6.2.1 HZZHMH,

6.3. Other Aspects of Key Pair Management ($#~7 & B2 1T 5 % Ol )
6.3.1. Public Key Archival (ABRSED T — A 7)

Issuing CAs must archive Public Keys from Certificates.
GlobalSign IFREHEDAREEZ T — I A 7 LIRITFIUZ R B 720,

6.3.2. Certificate Operational Periods and Key Pair Usage Periods (GEBH & 0 #fF rl BEHAK K OF
AT O IR)
Certificates shall have a maximum validity period as in the chart below.
The Key Pair usage period can be up to the Certificate Validity Period. Certificates signed by a
specific CA must expire before or at the end of that CA Certificate Validity period.
Issuing CAs must comply with the external requirements with respect to the maximum validity
period, in some cases thereby reducing the effective available Certificate term. In some cases,
the maximum validity period may not be realized by the Subscriber in the event the current or
future external requirements impose requirements on Certification Authorities relative to
Certificate issuance that were not in place at the time the Certificate was originally issued,
particularly in the case of a request for reissuance, e.g., additional requirements are included
for identification and authentication for certain Certificate type, or maximum Validity Period is
decreased.
N7V w7 I END GlobalSign DREAEIIRE T FRORIZER DG Z2EF>L D
LD,
FEAT O AMIRNIT, KRR TIEAFE L B CADWRICRET L2 LRTE S, FHED CA T
> THEL SNEREIL. £ D CAGERHEOF MR E 722 LR R L 21T TR 670y,
GlobalSign FERIZEIL, HEAZHIMICE LAMBERICHEIL L 217 T2 60 ew, £ 1€

> CREAEOENM 2T 256085 5, FIMEZEOIERENZNL LY bEWAEHFHOSE
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X, BIRR U7 RICTT DA B £ THEIEATHS AIHE
ST RE T i;@ﬁ’rﬁéﬂ’(b\f;ﬁ)otuﬁﬁi% (2t U CRRAEHEIR I %
IZBWTIE, MAZEDRRRD ARhHHzEX TE
(ZXDIBMEG BT EN DS

B E D AN AT

WIS, FICHEITORFEN RSN
> % REAE O _OU\T%E'J&U\WM

W2 ERH D, B
A XidEKOH IR 23 4G

LB,

SNB%E

BT UTRER DAMEREER A

Ak

Type / T3

Private key usage / #R&ED
FIRGE

Max validity period / &EA
ZhHAH]

JCAN Public CA Certificate Certificate Signing, 18 years
Off-line CRL Signing,
CRL Signing (06)

JCAN Certificates Digital Signature, 825 days

Key Encipherment,
Data Encipherment (b0)

6.4. Activation Data (77 7 1 7{b7 — %)
JCAN Public CA securely stores activation data associated with its own private key and

operations.

JCAN FBFER (X, B CORESE L EHICBEET AIEM LT — 2 2 X 2 T ITRE T 5,

6.5. Computer Security Controls (2> Ea—% X2 VT a2 ha—/l)
JCAN Public CA implements computer security controls such as keeping integrity and
confidentiality of CA systems, such as protection against obsolescence and deterioration of

media, etc.
JCAN FEGEFE 1%, CA v AT A K OMEBEGHRD 7242
VEa—HExa )T BHEERET D,

PEHERE, BHARDIR(L & B DR ESED =

6.6. Lifecycle Security Controls (71 7H A 7/ %2 U T 42> hr—/)l)
When develop, install, or change software, this software is analyzed from the designing phase
and subject to tests on the test environment. The release of this software is implemented
after the approval by the responsible personnel.
Y7 by =T O, A, BEEEZITOHEIE. EX 2 ) T EREFEHZEOIFITESH
TRFHERRDEEBED B HT L, &itE L7 ETF X MRETT X b L, BLE OEBO%,
FBREE ~V U =225,

6.7. Network Security Controls (r v NV —27 &% =2 U7 s ha—/)
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JCAN Public CA network is protected by firewall and intrusion detection system.
JCANFGER Oy NU—271%, 77 AT U+ —/VERERMT AT ALV IREIND,

6.8. Timestamping (¥ A LA X )

(No stipulation)
HlEZR L)

7. Certificate and CRL Profiles GEFHEKR O fEAERIY A oF v 77 A)V)
7.1. Certificate Profile GFHHE 71 7 7 1 /1)
7.1.1. Version numbers ('N\— 3 V& 7E)

The profile of JCAN certificate follows the X.509 Version 3 Format.
GlobalSign %, X.509 N— 32 3 - TT VX NGEHEEZRITT LD LT 5,

7.1.2. Certificate Extensions GEIHZEJLIE)

GlobalSign issues Certificates in compliance with RFC 5280 and applicable best practice
including compliance to the current Baseline Requirements section 7.1.2.1 through 7.1.2.5.
Criticality also follows best practice to prevent unnecessary risks to Relying Parties when
applied to name constraints.
Subordinate CA and end entity certificates include an Extended Key Usage extension containing
KeyPurposeld(s) describing the intended usage(s) of the certificate. The KeyPurposeld
anyExtendedKeyUsage is not included in publicly trusted end entity certificates.
GlobalSign |d,RFC5280 K O'BIfE®D Baseline Requirements @ 7.2.1.1 72°5 7.2.1.5 HEH
CHEHAWEBRRXANTT 77 4 2TV, sEAEZRITT 260 LT 5, LATOMHIR
(NameConstraints) i E SNTHE . MAEE ZAERY A7 ND5FH7edic, BEEEQ VT
AAVTANCOWTIERA T T 7T 4 > TRESN D, FTREHEEL O P
T AT AREAEX, GEHEOMH B M EZFHT 5 KeyPurposeld(s) % &> Extended Key
Usage =7 A7 ¥ a & &1, KeyPurposeld &X' ExtendedKeyUsage 1%, /X7 VU » 7 2[5
I DREAE [TIEE ENR,

7.1.3. Algorithm Object Identifiers (77 /L= U X Ak HI+)

GlobalSign issues Certificates with algorithms indicated by the following OIDs:
SHA256WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 11}
SHA384WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 12}
SHA512WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 13}
GlobalSign X, Fit?® OID (Znad 7 NI Y AL TIHEHELZRITTHA2HD LT 5,
SHA256WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 11}
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SHA384WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 12}
SHA512WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 13}

7.1.4. Name Forms (4 FijE=)

GlobalSign issues Certificates with name forms compliant to RFC 5280 and section 7.1.4 of the
Baseline Requirements..
GlobalSign |Z. RFC5280 (Z4¢ 5 4 aifE % (¥ Baseline Requirements @ 7.1.4 THICYEHLL
TREAEZRITT 5,

7.1.5. Name Constraints (£ ijfil#9)

GlobalSign may issue Subordinate CA Certificates with name constraints where necessary and
mark as critical where necessary as part of the Trusted Root program. When name constraints
are NOT set on a Subordinate CA, such CA must be subject for full audit specified in section 8.0
of this CPS.

GlobalSign name constrains using the following methods:
If the certificate includes the id-kp-serverAuth extended key usage, then the certificate MUST
be name constrained with constraints on dNSName, iPAddress and DirectoryName as described
in section 7.1.5 of version 1.3 or later of the Baseline Requirements.
If the certificate includes the id-kp-emailProtection extended key usage, it MUST include the
name constraints X.509v3 extension with constraints on rfc822Name, with at least one name in
permittedSubtrees, each such name having its ownership validated according to section 3.2.2.4
of the Baseline Requirements.
GlobalSign MAY also include name constraints on certificates with the id-kpemailProtection
extended key usage with constraints on dNSName, iPAddress and DirectoryName as described
in section 7.1.5 of the Baseline Requirements
GlobalSign 1T/ % () U T4 IO HIFE (NameConstraints) % ji f L C iz CA FERAE % 31T
L.%7 TrustedRoot ¥ = 77 A O —fl & L TS ERG AT TN 2 &
HE L L TRET D, FARIERIC A AT O fl B (NameConstraints) 2351 &
ENTWRWES, £0 CA (T4 CPS @ 80 HICGEHIN TV I REEADHRICE i
RIFNIER G20,

GlobalSign D4 HiDH|fE(NameConstraints)id, KD HiEEEHT 5,

AEBHEY id-kp-serverAuth extended key usage % & #0854 1%. Baseline Requirements /N—
Yar 1.3 LL o 7.1.5 HZiEHOHEY dNSName, iPAddress., & ' DirectoryName (Zifil
MRz 2T 22 T b 7wy,

AEBEY id-kp-emailProtection extended key usage % & ¢35 . Baseline Requirements ™
3.2.2.4 HIZ EWVITAHEARIESNTELAHTO 5 B KK 1 DI permittedSubtrees (ZJ/&3 &
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7.1.6. Certificate Policy Object Identifier GEI AR U > —ifk5I+)

GlobalSign follows Section 7.1.6 of the Baseline Requirements.

7.1.7. Usage of Policy Constraints Extension (8 U > —#ilfHL5E D )

No stipulation

7.1.8. Policy Qualifiers Syntax and Semantics (AR U o —{&Hfi 1 DA% L & FEIR)

GlobalSign issues Certificates with a policy qualifier and may include suitable text to aid

Relying Parties in determining applicability.

7.1.9. Processing Semantics for the Critical Certificate Policies Extension (7 U 7 ¢ /71 /L /725EH
TRV O —HEIRIZ O W T ORI IE)
(No stipulation)

7.1.10. Serial Numbers (- V 7 /L& =)

Each Issuing CA must issue certificates that include a unique (within the context of the Issuer

Subject DN and CA certificate serial number) non-sequential Certificate serial number greater

than zero (0) containing at least 64 bits of output from a CSPRNG.

7.2. CRL Profile GERHERZN Y XA & w7 7 A V)
7.2.1. Version Number(s) N— g 3% 5)
GlobalSign issues Version 2 CRLs in compliance with RFC 5280. CRLs have the following fields:
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e Issuer The Subject DN of the issuing CA

o Effective date Date and Time

e Next update Date and Time

e Signature Algorithm sha256RSA etc. (Depending upon product)
e Signature Hash Algorithm sha256 etc. (Depending upon product)

e Serial Number(s) List of revoked serial numbers

¢ Revocation Date Date of Revocation

7.2.2. CRL and CRL Entry Extensions (CRL %' CRL = bk U JLiE¥)
CRLs have the following extensions:
e CRL Number Monotonically increasing serial number for each CRL

e  Authority Key Identifier =~ AKI of the issuing CA for chaining/validation requirements

Following extensions are supported:

e ReasonCode Identifies the reason for the Certificate revocation.

The extension is present for a CRL entry for a Root CA or Subordinate CA Certificate, including
Cross Certificates. Supported values are keyCompromise (1), affiliationChanged (3), superseded
(4), cessationOfOperation (5). The extension may be present for a CRL entry for a Subscriber
end entity Certificate. Supported values are keyCompromise (1), affiliationChanged (3),
superseded (4), certificateHold (6). The value certificateHold (6) is not supported for SSL
Certificates. The value keyCompromise (1) is not supported for SSL Certificates revoked via
ACME protocols
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e ReasonCode FERHED KRB IOV T ORI T

YIRiETIX, MHAGGEREZEEZE T, L— b CA OFEBENIIY T CA OiEED CRL =
MUIZEENTWD, BILEFICE TN 5MEIX. keyCompromise (1), affiliationChanged (3),
superseded (4), cessationOfOperation(5) TH 5,

LRI, FIRFEOT Y R T 4 T4 FGEHEFED CRL = FUICEDD I ENRTE D, Yk
kI E £ 5 fE L. keyCompromise (1), affiliationChanged (3), superseded (4),
certificateHold (6) Td %, certificateHold ()IZ-DV\TlE, SSL GEHAZEICITE e,

7.3. OCSP Profile (OCSP 7'u 7 7 A /\)
GlobalSign operates an Online Certificate Status Profile (OCSP) responder in compliance with
RFC 6960 and RFC 5019 and highlights this within the AIA extension via an OCSP responder
URL.
GlobalSign IZ, RFC6960 X% 5019 IZtWA > T A LAEHER T —% 27 1 h 2/1(OCSP)
AR HERMEL, OCSP VAR % URL Z# LT AIA LR FINTZNENAL T4 M T 5,

7.3.1. Version Number(s) (\3— =2 & F5)

GlobalSign issues Version 1 OCSP responses with following fields:
¢ Responder ID SHA-1 Hash of responder’s Public Key
e  Produced Time The time at which this response was signed
e  Certificate Status Certificate status referenced (good/revoked/unknown)
e ThisUpdate/NextUpdate Recommended validity interval for the response
e Signature Algorithm SHA256 RSA etc. (depending upon product)
e Signature Signature value generated by the responder

e  C(Certificates The OCSP Responder’s Certificate

An OCSP request must contain the following data:
e  Protocol version

e Service request

Target Certificate identifier Following fields are supported:

e revocationReason Identifies the reason for the Certificate revocation.

This field is present for OCSP responses for a Root CA or Subordinate CA Certificate, including
Cross Certificates, and may be present for a Subscriber end entity Certificate, if the Certificate

is revoked. The CRLReason indicated contains a value permitted for CRLs, as specified in
Section 7.2.2.
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7.3.2. OCSP Extensions (OCSP J3E)

(No stipulation)

8. Compliance Audit and Other Assessment (HERL{E:EE 2 K OV D i D 314ifh)
8.1. Frequency and Requirement of Audit (#7504 } OVS:1)

JCAN Public CA annually receives compliance audit to ensure the conformity of this service

to the requirements, standards, procedures, and service levels of this CPS.

LRASs receive the re-registration to JTS Registration requirements at least once a year in
order to have their service ensured of its conformity to the requirements, standards,
procedures, and service levels of this CPS. For this re-registration, LRAs implement internal

audit on themselves.

JCAN CPS (Certificate Practice Statement) Page 61 ] 67
Ver 7



LRA i%. #i2 1\l E, AP —v 22, A CPS 0%, Y Fi, KOV —E R LUl
ALTWDZ L ZEIET 572010, JTS BiR(LRA) 22T 5, Z D JTS BEkFEH D=, LRA
IR 2 i D,

8.2. Auditor’s Identity and Qualification (B5#5 A\ & ¢ K OVHE )

Compliance audit is carried out by auditors with a firm auditing experience:
¢ Independence from the subject of the audit.
¢  Employs individuals who have proficiency in examining Public Key Infrastructure
technology, information security tools and techniques, information technology and
security auditing, and the third-party attestation function.
. Certified, accredited, licensed, or otherwise assessed as meeting the qualification
requirements of auditors under the audit scheme.
e  Bound by law, government regulation, or professional code of ethics
Internal audit of LRAs for re-registration to JTS Registration requirements is carried out by
auditors with a firm auditing experience.
BRI, T+ REARREAT2EEANMTIbD LT D, ¢
o EEEXIGN G OIMSIVE
o  NPHEEEMEEIN, fHHEX VT 4 - VLR, IT kU x=2U 7 ¢ B, HIiZ
FE_HERIAT O BBICOVWTEET DICHY, B LEZABZEALTWD
o B FRE. BAIEATD LD, VTEEAF— AHESWIZEE NDREDSKM 20T
ERH S DE ¢ B, AREEIBEMHEAEICLVRBESNTNDLE
JTS BEFH D712 LRA 73521 DM EEE R OVER T 2 N AL, ok aRkie 77
DEEANPITOOD LT D,

8.3. Relationship between Auditors and Non-auditing sectors (B545 A\ & # LA
DER)

The auditors are independent from the other departments. These auditors’ involvement with
the other departments is limited to audit.
The internal auditors of LRAs are independent from the business operations in the
departments subject to this internal audit.

BANT, BEEMMOEGN ML LIEIHRITH L bDET D,

LRA OWEEEA AT, HEERMOEBNOMI LI HIZH L bD LT 5,

8.4. Audit processing matters (& x5 IE H)

The focal point of JTS Registrationis based on the conformance to JCAN CP and CPS.
JTS D& X, JCAN CP KUt CPS ~OHEHLMEZ .0 Thivd,
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9. Other Business and Legal Matters (flh ®® £ % X &k ONVERIEIH)
9.1. Fees (£ )

The issuance of JCAN certificates requires reasonable fees.
JCAN FEHEDFEITICIE, BIERBEPRESND,

9.2. Financial Responsibility (4% _E D &EF)
JCAN Public CA keeps sufficient financial funding to offer these services.
JCAN FRAER X, AV —ERDRMICHTZY | +o2MEEEEHERT 5,

9.3. Confidentiality of Business Information (ZE#5 1% # O 1)
Business information which JCAN Public CA maintains is regarded as confidential except
for public items such as certificates and CRL, [CP], this CPS, and other policy documents.
These are disclosed intentionally.

JCAN FEER 23RFrd 58 ERIT. GEHZE,. CRL, [CPIXUA CPS #%THIRIICAR SN

B

5bOxRE, WERFIRE L THRlbN %,

9.4. Privacy of Personal Information (ffl A\ 1% #{R7)
The retention of personal information by LRA and/or JCAN Public CA shall follow the

concerning laws and regulations of the applicable country if any.

The Privacy  Policy is published  on GlobalSign’s web site at

https://www.globalsign.com/repository.
Personal information which LRA and/or JCAN Public CA maintains is regarded as

confidential except for explicitly published items such as certificates and CRL.

LRA KOV JCAN FHGER 1Z X2 EAFRMORFIL, b LHIUTZEDEOBMRT 2 IERICHE
2T &,

7T A4 N —R U —Ii, GlobalSign @7 =71 b httpsi//ijp.globalsign.com/repository/
TSNS,

LRA K UOYXiZ JCAN FRFER 2RFFT 2 AFE®RIE, FEHE. CRL & L THRMICARSILD
bOxRE, WERRNSZ L L TR D,

9.5. Intellectual Property Rights (IR FEHE)
GlobalSign owns and reserves all intellectual property rights associated with publications

originating from GlobalSign, including this CPS.
A CPS %57 GlobalSign 233179 54T OTATYI ORI EMEIZ SV T, GlobalSign (3%
DR 2R 5,
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9.6. Representations and Warranties (B {£5iF)

JCAN Public CA retains trust in the operation of authentication by following the content

prescribed in this CPS, performs vetting prior to issuing certificates, provides authenticated

services including registration, issuance, and revocation of certificates, and guarantees the

integrity of CA private keys.
JCAN F8ER X, A& CPS ITHE LINAZ BT L CAElEHRFE BT 25 A&, FEIE OB,
AT K Z ZORGE — A Z i L, CA EROTENZ 5 0RAEES O ML IR T 5,

9.7. Disclaimers of Warranties ({205 & - 1H)

JCAN Public CA does not warrant anything except the guarantees prescribed in this CPS.
JCAN FBFER) 1%, A CPS ITHIE SN RAEEBRE . —UIORIEEITH/R,

9.8. Limitations of Liability (AR &1{F)

JCAN Public CA is not responsible for damages regarding authentication services against

Subscribers, Relying Parties or other third parties.

All damages not caused by JCAN Public CA

Any damages caused by not fulfilling the obligation of Subscribers or Relying Parties
Any damages originated from the systems of subscribers or relying parties

Damages caused by the negligence or failures of Hardware or Software used by JCAN
Public CA and other parties

Damages resulted into secondary or indirect loss of profit from use of certificates or
digital signatures.

Damages originated from information published on the certificate and CRLs but cannot
be attributed to the responsibility of JCAN Public CA.

Damages resulted from improvement in cryptographic algorithm decoding technology
beyond current expectations.

Any responsibilities originated from the termination of JCAN Public CA

Any damages originated from the suspension of JCAN Public CA which resulted from
natural disasters, wars, upheavals, terrorism, and other inevitable accidents.

Any responsibilities originated from the suspension of JCAN Public CA

JCAN FBRER 1%, FEREY—ERICET 2L FOBEEICOWT, FIHFE, BEEE XUXE OMo%E =
FZx LT, —@@a&%ﬁbﬁn%@k#éo

JCAN FEFER ITERE L2an—goEE

FIRE XIHRGEE OB DIBITE BT le A L2 —HIDEE

FIRE X IEE D> 2T MR T 5 —HI0EE

JCAN FFE/R K OEDOMYEZEOHHT 5~ RKv =7, V7 Y =7 OB - ARG
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o JCAN PBiER OBEIRT S Z EDHKARVWERT, EHERD CRL (AR S - Ek
WCERT 2HEF

o B A TOTEEZEAI., KET AT XAESTHE DR FICERT 2%

o JCANGRGER O TICERT 2 —H0EE

o REMRE, ZofMoBREE, B BiEl, T e, ZOMOANAHAICERT S JCAN

e NT7VUv7 CA DY —ERDEILICERT 5 —IDHEF

9.9. Indemnities (ffif&)
JCAN Public CA shall indemnify to Subscribers, Relying Parties, or other third parties for

the damages which are not specified in Section 9.8.
In any cases, the amount of money received is set as an upper limit for Liability for damages
which JCAN Public CA bears.
Subscribers, Relying Parties, or other third parties shall indemnify for the damages JCAN
Public CA suffers originated from the failure in fulfilling the obligations or responsibilities
stated in this CPS. To the extent permitted by law, Subscribers, Relying Parties, or other
third parties shall indemnify JCAN Public CA and its stakeholders against any loss,
damage, or expense, including reasonable attorney’s fees related to claim, dissent, lawsuit
resulting, etc.
LRA shall indemnify the damages of JCAN Public CA in connection with the requirements
specified in Application Form and Terms of Use for LRAs. To the extent permitted by law,
LRA shall indemnify JCAN Public CA and its stakeholders against any loss, damage, or
expense, including reasonable attorney’s fees, related to claim, dissent, lawsuit resulting, etc.
JCAN F8FE/R 1. 9.8 THITHE L TWARWEREIZOWT, FIFE., BiEE XUIZ 0o =4I
KHLTHEEZAI bDET D,
72 235 A28 W TH, JCAN ERER WA T LMERMEIE. TR ez LIRET 5,
FIHE R OMRGREE 1L, A CPS ICFE#lOEE ITELORNBITICERK T2 JCAN RBibF 282
BEEZMET LI 0L L, EHROFTHAT, 7L —2a, BREROFAZICERT2H00 54
K, PELVIHE, FhoicBET 2R LR L JCAN BIER KOZ OXEE Eoth /1B
REHEST D bDET D,
LRA /%, JCAN GEHEK N JIPDEC F 7 A7 v K« —EZBEIBHFIAEIZED - BB
LT JCAN RRRER 23~ HEZME L, IEROFFHIAT, 7 L—24, BERUTFAEIZ
ERT2H 65 E, HESVITHE, 20 6ICET 5 7EEEMH%Z JCAN B/ LD
ZD¥EB LOWABGRE [THET L DL T2,

9.10. Term and Termination GH[E] & & T)
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This CPS remains in force until notice is published on the repository.

A CPS 1F, VARV LY LT, BABRL Rolcb BRSNS ET, 2hhEFbEET 5

9.11.Individual notices and communications with participants (BIt&E~ D1 5118 2
M OB )
GlobalSign accepts notices related to this CPS by means of digitally signed messages or in
paper form. Upon receipt of a valid, digitally signed acknowledgment of receipt from
GlobalSign the sender of the notice deems its communication effective. The sender must
receive such acknowledgment within twenty (20) business days, or else written notice must
then be sent in paper form through a courier service that confirms delivery or via certified or
registered mail, postage prepaid, return receipt requested, addressed to the sender.
Individuals communications made to GlobalSign must be addressed to:
legal.jp@globalsign.com or by post to GlobalSign in the address provided in Section 1.5.2.
GlobalSign I%, A CPSICB L CTTF U ZNEL ST A v — U TR 2 AW o @230
A5, GlobalSign 76 DFRNOT TV FNVESL SN EBHIN & - TR T, BHOE(E
FHRXEDBEPANTHTEHRRBREND D LT 5, FEFIZZOZEEMEL 20 HEALN
WLTZETEDL LD LT D, FLFEmELL25EIE. BEEAM & ORE — 21T L0 Fik
S5, b LLITHEEEME, BEREHTL, SRBEZEEmMELHE LT, ZHASTIZ
EEEINT 5 LD ET 5, GlobalSign ~DOfEAIDEKK I, legal.jp@globalsign.com %6, XITA
CPS ® 1.5.2 HIZHEE IS5 GlobalSign O & THIZEMSNDH D ET 5D,

9.12. Amendments (2 1F F1H)
The GlobalSign PACOM1 - CA Governance Policy Authority, which is composed of members
of the GlobalSign management team and appointed by its Board of Directors, is responsible
for maintaining this CPS.
GlobalSign notifies JIPDEC of any major or significant changes to this CPS.
GlobalSign @ PACOM1 — CA Governance Policy Authority /%, GlobalSign DO#%E T — 2
KN GlobalSign @ B CTHRRBINTZ A N—THRINTE Y, A CPS ZHREEHT 5
BEEEHAD,
GlobalSign i, A& CPS (ZBT 2 EE R ITHEERE TN % INIZERIZIX, JIPDEC ~#@%n4
2o

9.13.Dispute Resolution Provisions ({412 B9 % HE)
Before resorting to any dispute resolution mechanism including adjudication or any type of
Alternative Dispute Resolution, the party agrees to notify JCAN Public CA.
A, A B ToiER), X EDOMORFELF A L 95 LT 256, UFEIT JCAN FILFIZ

*L, BRNCZOREZBATDHEDO LTS,
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9.14. Governing Law (YiLy%)
This CPS is governed, construed, and interpreted in accordance with the laws and regulations
of Japan. Tokyo District Court shall have the exclusive jurisdiction over all disputes arising
in connection with JCAN Public CA services.
K CPS DOfiFIR Kk, JCAN FRGER OV —E R LMFIT OV TIE, HAREOEH)
SHL. HEHIGTEHFT 2 B —FORBNEEEERAFT L 75,

9.15. Compliance with Applicable Law G fH % D 385F)

JCAN Public CA complies with applicable laws and regulations of Japan.
JCAN FFE/m 1%, @M ATREZ: A REOERZETT 5,

9.16. Miscellaneous Provisions (—#%=-1H)
(1) Survival (fF§7)

The legal obligations and restrictions survive even after the termination of JCAN Public CA.

ERRE DO EE KL OHIRFEIE, JCAN GERER O THR b 7T D,

(2) Severability (4rFf)
If any provision of this CPS, including limitation of liability clauses, is found to be invalid or
unenforceable, the remainder of this CPS should be interpreted in such manner as to represent

the original intention of the parties.

A CPS ODEWEHEEEO)%UBEODIE%QUD\fﬂ“bﬂd)ﬂlﬁﬁiﬂi?ﬁf‘&)5%)) BV MTEERIIRE S 53 720
ZEWRGoTHAITH, A CPS OMOFHITLEFEDARDODEREZBRDRNWTIETHRS
nNobD LT 2,

9.17. Other Provisions (Z O fthd I iE)
This CPS shall be binding upon the successors, executors, heirs, representatives,
administrators, and assigns, whether express, implied, or apparent, the parties that this CPS

applies to.
A CPS &, BRI B RIINC D LT, BEHEORRE, BE5HITE. AN, REA &
WA, ROBEZNCH L THIE 1 5,
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