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10. FAEEDERY R

ACCEPT (A CERTFICATE)

To approve of a digital certificate by a certificate applicant within a transactional framework.

ACCREDTATION

A formal declaration by an approving authority that a certain function/entity meets specific formal requirements.
APPLICATION FOR A CERTFICATE

A request sent by a certificate applicant to a CA to issue a digital certificate.

ARCHVE

To store records for period of time for purposes such as security, backup, or audit.

ASSURANCES

A set of statements or conduct aiming at conveying a general intention.

AUDIT

Procedure used to validate compliance with formal criteria or controls.

AUTHENTICATED RECORD

A signed document containing assurances of authentication or a message with a digital signature verified by a valid Class
3 certificate by a relying party.

AUTHENTICATION

A process used to confirm the identity of a person or to prove the integrity of specific information by placing them within
the right context and veryfying such relationship.

AUTHORISATION

Granting of rights.

AVALABLITY

The rate of accessibility of information or resources.

HarowaRe MobuLe

The complete system of the hardware module used to keep the certificates and securely generate a key pair.
BADNG

A statement by an RA of the relationship between a named entity and its public key.

CERTFCATE

The public key of a subject and the associated information, digitally signed with the private key of the issuer of the
certificate. Unless explicitly specified, the certificates described here are the subscriber’ s ones .

CermRcATE Revocamon List ok CRL

A list maintained by the CA of certificates that are revoked before their expiration time.

CericATION AUTHORITY OR CA

An entity that is trusted to associate a public key to the information on the subject, contained in the certificate. Unless
explicitly specified, the CA described herein is the GlobalSign CA.

CermAcATION PRACTICE STATEMENT 0R CPS

A statement of the practices in the management of certificates during all life phases.

CerTRCATE STATUS SeERVICE 0R CSS

A service, enabling relying parties and others to verify the status of certificates.

CONTRACT PERIOD

The duration of the GlobalSign CA contract between the Dutch National Register and the CA organization.
CERTFICATE CHAN

A hierarchical list certificates containing an end-user subscriber certificate and CA certificates.
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CERTFICATE EXPRATION
The end of the validity period of a digital certificate.

CERTFICATE EXTENSION

A field in the digital certificate used to convey additional information on issues that include: the public key, the certified
subscriber, the certificate issuer, and/or the certification process.

CERTFICATE HERARCHY

A level based sequence of certificates of one (root) CA and subordinate entities that include, CAs and subscribers.
CERTFICATE MANAGEMENT

Actions associated with certificate management include, storage, dissemination, publication, revocation, and suspension
of certificates.

CERTFICATE REVOcATION LiST (CRL)

A list issued and digitally signed by a CA that includes revoked and suspended certificates. Such list is to me consulted by
relying parties at all times prior to relying on information featured in a certificate.

CERTFICATE SERIAL NUMBER

A sequential number that uniquely identifies a certificate within the domain of a CA.

CERTFICATE SihiNG REQUEST (CSR)

A machine-readable application form to request a digital certificate.

CERTFIGATION

The process to issue a digital certificate.

CERTFIGATION AUTHORTY (CA)

An authority, such as the GlobalSign CA that issues, suspends, or revokes a digital certificate.

CermicATE PoLcy (CP)

A statement of the practices of a CA and the conditions of issuance, suspension, revocation etc. of a certificate. A CP is
also used as guidance to establish the trustworthiness of a certification services infrastructure.

CERTIFICATE ISSUANGE

Delivery of X.509 v3 digital certificates for authentication and digital signature based on personal data and public keys
provided by the RA and compliant with RFC 3647 and RFC 3039

CERTIFICATE SUSPENSON

Online service used to temporarily disable a digital certificate and to automatically revoke it if no request for re-activating it
is submitted within a certain time period

CERTIFICATE REVOCATION

Online service used to permanently disable a digital certificate before its expiration date

CERTFIGATE REVOCATION LISTS

Online publication of complete and incremental digital certificates revocation lists compliant with RFC 2459

COMMERCIAL REASONABLENESS

A legal term from Common Law. In electronic commerce it means the usage of technology that provide reasonable
assurance of trustworthiness.

ConPROMSE

A violation of a security policy that results in loss of control over sensitive information.

ConFDENTIALITY

The condition to disclose data to selected and authorised parties only.

CONFRM A CERTFICATE CHAN

To validate a certificate chain in order to validate an end-user subscriber certificate.

DiaTAL CERTIICATE

A formatted piece of data that relates an identified subjext with a public key the subject uses.
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DIGTAL SGNATURE

To encode a message by using an asymmetric cryptosystem and a hash function such that a person having the initial
message and the signer’ s public key can accurately determine whether the transformation was created using the private
key that corresponds to the signer’ s public key and whether the initial message has been altered since the transformation
was made.

DISTNGUISHED NAME

A set of data that identifies a real-world entity, such as a person in a computer-based context.

DRECTORY SERVICE

Online publication of certificates allowing the retrieval of a certificate based on its certificate identifier.

END-USER SUBSCRBER

A subscriber other than another CA.

ENHANGED NAMNG

The usage of an extended organisation field (OU=) in an X.509 v.3.0 certificate.

EXTENSIONS

Extension fields in X.509 v.3.0 certificates.

GENERATE A KEY PAR

A trustworthy process to create private keys during certificate application whose corresponding public key are submitted
to the applicable CA during certificate application in a manner that demonstrates the applicant’ s capacity to use the
private key.

HASH

An algorithm that maps or translates one set of bits into another (generally smaller) set in such a way that:

o A message yields the same result every time the algorithm is executed using the same message as input.

o |t is computationally infeasible for a message to be derived or reconstituted from the result produced by the

algorithm.

o |t is computationally infeasible to find two different messages that produce the same hash result using the same
algorithm.

DENTFICATION

The process to confirm the identity of an entity. Identification is facilitated in public key cryptography by means of
certificates.

INCORPORATE BY REFERENGE

To make one document a part of another by identifying the document to be incorporated, with information that allows the
recipient to access and obtain the incorporated message in its entirety, and by expressing the intention that it be part of
the incorporating message. Such an incorporated message shall have the same effect as if it had been fully stated in the
message.

KEY GENERATION PROCESS

The trustworthy process of creating a private/public key pair. The public key is supplied to a CA during the certificate
application process.

KEY PAR

A private key and its corresponding public key in asymmetric encryption.

NOTIGE

The result of notification to parties involved in receiving CA services in accordance with this CP.

NOTFY

To communicate specific information to another person as required by this CP and applicable law.

NOTARISED TME STAMPNG

Online service used to timestamp and securely archive a document; the document is re-timestamped on a regular basis
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with up-to-date technology.

OB.ECT IDENTFER

A sequence of integer components that can be assigned to a registered object and that has the property of being unique
among all object identifiers within a specific domain.

PKI HERARCHY

A set of CAs whose functions are organised according to the principle of delegation of authority and related to each other
as subordinate and superior CA.

PRIVATE KEY

A mathematical key to create digital signatures and sometimes (depending upon the algorithm) to decrypt messages in
combination with the corresponding public key.

PUBLIC KEY

A mathematical key that can be made publicly available that is used to verify signatures created with its corresponding
private key. Depending on the algorithm, public keys can also be used to encrypt messages or files which can then be
decrypted with the corresponding private key.

PUBLICKEY CRYPTOGRAPHY

Cryptography that uses a key pair of mathematically related cryptographic keys.

PUBLIC KEY NFRASTRUGTURE (PK()

The architecture, organization, techniques, practices, and procedures that collectively support the implementation and
operation of a certificate-hased public key cryptographic system.

ReastRATION AuTHORITY 0R RA:

An entity that has the responsibility to identify and authenticate subscribers. The RA does not issue certificates. It merely
requests the issuance of a certificate on behalf of applicants whose identity it has verified.

ReLATvE oisvausHED Nave (RDN)

A set of attributes that distinguishes the entity from others of the same type.

RELIANCE

To accept a digital signature and act in a way that shows trust in it.

RELYNG PARTY

Any entity that relies on a certificate for carrying out any action.

REPOSITORY

A database and/or directory listing digital certificates and other relevant information accessible on-line.

REVOKE A CERTFICATE

To permanently end the operational period of a certificate from a specified time forward.

SECRET SHARE

A portion of a cryptographic secret that has been divided among a number of physical tokens, such as smart cards etc.
SECRET SHARE HOLDER

An person that holds a secret share.

SHORT MESSAGE SERVICE (SMS)

A service for sending messages of up to 160 characters (224 characters if using a 5-bit mode) to mobile phones that use
Global System for Mobile (GSM) communication.

SINATURE

A method that is used or adopted by a document originator to identify himself or herself, which is either accepted by the
recipient or its use is customary under the circumstances.

SINER

A person who creates a digital signature for a message, or a signature for a document.

SMART CARD
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A hardware token that contains a chip to implement among others cryptographic functions.

STATUS VERFICATION

Online service based on the Online Certificate Status Protocol (RFC 2560) used to determine the current status of a
digital certificate without requiring CRLs

SUBJECT OF A DIGITAL CERTIFICATE

The named party to which the public key in a certificate is attributable, as user of the private key corresponding to the
public key.

SUBSCRBER

The subject of a digital certificate, or a party designated by the subject to apply for the certificate.

SUBSCRBER AGREEMENT

The agreement between a subscriber and a CA for the provision of public certification services.

SUSPENDED CERTFICATE

Temporarily discarded certificate, which nevertheless is kept on hold for one week until revocation or reactivation notice is
given to GlobalSign CA by the RA.

TRUSTED POSITION

A role within a CA that includes access to or control over cryptographic operations that may allow for privileged access to
the issuance, use, suspension, or revocation of certificates, including operations that restrict access to a repository.
TRUSTWORTHY SYSTEM

Computer hardware, software, and procedures that provide an acceptable level against security risks, provide a
reasonable level of availability, reliability, and correct operation and enforce a security policy.

GioBALSiaN CA ReaisTRATION AuTHORITY:

An entity that verifies and provides all subscriber data to the GlobalSign CA.

GiLoBALSiaN CA PUBLIC CERTFICATION SERVICES

A digital certification system made available by GlobalSign CA as well as the entities that belong to the GlobalSign CA
domain as described in this CP.

GioALSiaN CA PROCEDURES

A document describing the GlobalSign CA’ s internal procedures with regard to registration of end users, security etc.
Wes — WorLo Wioe wes (WWW)

A graphics based medium for the document publication and retrieval of information on the Internet.

WRTNG

Information accessible and usable for reference.

X.509

The standard of the ITU-T (International Telecommunications Union-T) for digital certificates.

11. BE=FEEU R

CA: Certification Authority

CEN/ISSS: European Standardisation Committee / Information Society Standardisation System
CP: Certificate Policy

CPS: Certification Practice Statement

ETSI: European Telecommunications Standards Institute

GSCA: GlobalSign Certification Authority

[ETF: Internet Engineering Task Force

ISO: International Standards Organisation
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ITU: International Telecommunications Union
OCSP: Online Certificate Status Protocol
PKI: Public Key Infrastructure

RFC: Request for Comments

SSCD: Secure Signature Creation Device
VAT: Value Added Tax
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